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A review of recent AlX security exposures

INTRODUCTION

Thisarticleprovidesareview of theprincipal security vulnerabilitiesthat
havebeen showntoaffect Al X between January 2001 and March 2002,

The review considers two components of AlX security. First to be
consderedarethevulnerabilitieswhichdirectly affectthe Al X operating
system itsalf, and are therefore relevant to all readers of thisjournal.
Second, we assess the vulnerabilities that have been shown to affect
general Unix security (suchasBIND and SSH) that canhaveanimpacton
Al X insomecircumstances. Becausetheseare sometimestangential to
Al X, their security isoften overlooked, but they can provideabackdoor
intoasystem. Theexpl oitsandvulnerabilitiesarereviewedinchronologica
order of discovery, beginning withthemost recent.

Thereview concludeswithananalys sof thetypesof exposurediscovered,
thelessonswehavelearned, and suggestionsfor thefuture.

In this article the terms hacker, cracker, and malicious user are used
interchangeably toindicateanintruder withmaliciousintent, rather than
using the purist definition of “ hacker’ asacoder.

AIXVULNERABILITIES

Thefollowingexposuresdirectly affectthe Al X operatingsystemandits
immediateapplications.

Double free bug in zlib compression library

InMarch2002it becameclear that therewasabuginthezlib compression
library. AIX 5.1 shipswith open source-originated zlib that isused with
theRedhat PackageM anager (rpm) toinstal | gpplicationsthat areincluded
intheAlX-Linux Affinity Toolkit. zlib(libz.a) isasharedlibrary in Al X,
AlX 5.1isvulnerabletothisexposure, but Al X 4.3.xdoesnot shipwith
zlib. Anupdatedrpm.rteinstall imagefor A1X 5.1shouldbeingtaled. This
can be obtained from ftp://ftp.software.ibm.com/aix/freeSoftware/
aixtool box/INSTALLP/ppd/.
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Userswho obtained zlib from the AIX-Linux Affinity Toolkit CD can
obtain an updated zlib RPM from ftp://ftp.software.ibm.com/aix/
freeSoftware/aixtool box/RPM S/ppc/zlib/

Al X loadable authentication modules

In December 2001 it became clear that there was an authentication
vulnerability in Al X 5L loadabl eauthenticationmodules. Thisrevolved
aroundapassword checkingflaw underintegratedloginin Al X. A remote
user couldlogintoasystemwithaninvalid passwordif thesystemwere
configuredto usel oadabl eauthenti cation modul es, asusedinintegrated
login methods. Using this exposure, a remote user could log into the
systemwithroot-leve privileges. Thisvulnerability doesnot occurwhen
usingNISor loca passwordfiles(thedefault authenti cationmechanism).

IBM hasprovidedapatchfor AIX 5.1L (APARI1Y 26302).

Buffer overflow in System V-derived login

December 2001 saw another weaknessbegincircul ating onthelnternet,
whichexposed avulnerability inapplicationsusingaSystemV -derived
login for authentication to asystem. Malicious hackers could exploit a
flaw intheremotely exploitable buffer overflow inlogin derived from
System V to gain root access to the server. This exposure affects Al X
Versons4.3and 5.1.

Severa implementationsof loginthat arederivedfrom SystemV allow
auser to specify argumentssuchasenvironment variablestotheprocess.
A number of buffersare used to storethese arguments. A flaw existsin
thecodeusedto check thenumber of argumentsaccepted. Thisalowsthe
buffersto beoverflowed.

Onmost systems, loginisnot suid (set user D), soitrunsastheuser who
calledit. However, if loginiscalled by anapplicationthat runswithgreater
privilegesthanthoseof theuser (ietelnetd or rlogind), thenthehacker can
exploitthisvulnerability toacquiretheseenhanced privileges. Furthermore,
inthe case of telnetd or rlogind, root access can beachieved remotely.

Itispossibleto limit your exposure to these vulnerabilitiesby using a
router or firewall torestrict accessto port 23/TCP (telnet) and port 513/
TCP(rlogin). However, remember that thiswill not protect you agai nst
attackerswithinyour network.
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You could also consider restricting access to login. Do not use any
programsthat useavul nerabl el oginfor authentication. Remember that
some SSH applicationscanbeconfiguredtousel oginfor authentication.,
If thisconfigurationisselected, youwill still bevulnerable.

Both Al X 4.3and 5.1 aresusceptibletothisexposure. Anemergency fix
(efix), called‘tsmlogin_efix.tar.Z’,isavailablefor download fromftp:/
/aix.software.ibm.com/ai x/efixes/security

IBM hasprovidedpatchesfor AIX 5.1 (APARIY 26221), whiletheAPAR
for AIX 4.3ispending.

Format string exposure in CDE ToolTalk

In September 2001 aformat string vulnerability wasfoundinthe CDE
Tool Tak databaseserver (rpc.ttdbserver). Thisvulnerability affectsAl X
4.3 and 5.1 and isrevealed when a user makes an RPC open request to
ttdbserverd that specifiesadirectory wherethe.ind or .var filearenon-
existent.

Anintrusioncanbeperformedremotey by amalicioushacker throughthe
creation of relevant files by invoking a create RPC call. The user then
deletesthe.ind or .var fileand makesan RPC open call to ttdbserver for
these recently deleted files. If the pathname provided contains format
characters, sydog() will interpret these, andallow theattacker towritean
arbitrary memory address. Withthere evant code, amaliciousremoteuser
cangainroot privilegesonthesystem, thereby compromisingtheintegrity
of thesystemand theattached network.

IBM hasprovided patchesfor AIX 4.3and AIX 5.1 (APAR 1Y 23846).
Aside from the patches, there is no workaround that can minimize the
vulnerability, other thandisablingthe CDE Tool Talk RPC databaseserver.

Buffer overflow in Ipd

In September 20011t becamecl ear that the Al X LinePrinter daemon (Ipd)
contained several buffer overflow vulnerabilitiesthat havethepotential
toalow amaliciousremote user to gainroot access. Furthermore, even
iIf thehacker wereunabl etogainroot access, they couldstill causeasystem
crashthroughdenial of service(DoS). ThisexposureappliestoAl1X 4.3
and5.1.
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It should be noted that two of thethreevulnerabilitiesfound requirethe
attacker’'s systemto belisted in/etc/hosts.|pd, or /etc/hosts.equiv. The
thirdrequiresthat themalicioususer hascontrol over theDomainName
Server (DNS).

IBM providedfixesfor AIX 4.3(APARIY23037) and AIX 5.1 (APAR
1'Y 23041). No workarounds are recommended other than disabling the
lineprinter daemonuntil theAPARisinstall ed.

Note: this exposure highlights the need to disable all unused daemon
services. | wouldstrongly recommendthat youdothisasastandard part
of good security practice.

Buffer overflow in thelibil8n library

During June2001, it becameclear that thelibi 18nlibrary in Al X contains
afunction that is vulnerable to a buffer overflow through the LANG
environment variable. ThisexposureaffectsAl X 4.3.xand5.1.

Thelibil8nlibrary locatedinthe/usr/ccd/libdirectory shipsasstandard
withAlX. Anordinary user hastheability tosettheL ANG environment
variabletoany valuethey choose. Whenthisvariableisset toasuitably
formatted string and aprogramisrunwhich usesthevulnerablelibrary,
theprogramwill terminateabnormally. If thisprogramisal sosetuidroot
(ieaixterm), amaliciouslocal user could spawnaroot shell andgainroot
privilegesontheattacked system, compromisingthesystemanditslocal
network.

IBM providedthefollowingfixesfor AIX 4.3 X(APARIY 20867) and Al X
5.1.0(APAR1Y21309).

Onework-aroundfor thisexposureiss mply tomake' aixterm’ non-suid.
You need to beroot to do this. Although ordinary userscan still usethe
program, theremay besomeside-effects.

Root shell spawning through diagr pt

Inaddition, inJune2001itwasrevea edthat amalicioususer couldobtain
AlX root privilegesby exploitingavulnerability indiagr pt. diagrptisa
diagnosticreportingcommandthat shipswithAlX . However, thiscommand
isshipped assuid, andistherefore executable by an ordinary user.
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Inthisway anordinary userisabletosettheDIAGDATADIR environment
variabletoadirectory of their choice. Theuser canplaceashell program
in this directory —this can be executed when the user runsthe diagr pt
command. Thesuidbitfor diagr pt will runtheshell programasroot, and
thisprogramwill forcethespawning of anew shell withroot privileges.

In thisway, amaliciouslocal user can use an exploit code to gain root
privilegesonthesystem. Thisexploit affectsAl X 4.3.xand5.1.

Of course, you can al so negatethisvul nerability by makingthediagr pt
commandnon-suid. Youmust beroot todothis. However, ordinary users
will not be ableto usethe commandif it isnon-suid.

Buffer overflow in (x)ntp

In April 2001 a buffer overflow vulnerability was recorded in (x)ntp,
which affectsAIX 4.3.xand 5.1. The Network Time Protocol daemon,
(X)ntp, isshippedasstandardwith Al X. Thebuffer overflow vulnerability
in (x)ntp allows alocal or remote user to obtain root access or cause a
denial of service(DoS). However, it should benoted that obtai ning root
accessthroughtheexploitation of thisvulnerability isdifficult, because
it requires knowledge of the hardware-dependent stack registers and
addressesrequiredfor different architectures.

A hack intendedfor useonIntel (not SP) architecturestogainroot access
wasreleasedonthelnternetin April. However, it hasbeenshowntocause
ntp daemon problems when run. One result is likely to be a denial of
service. Therefore, if themalicioususer isunabletogainroot access, they
could still cause a system crash through denial of service using this
vulnerability.

Format string in the AIX(r) locale subsystem

Thecatopen() call functionality inAlX allowsauser-specifiedlocalefile
tobeusedfor displaying messages.

Thiscall usestheNL SPATH environment variabl etospecify andternative
|ocal efileinstead of oneof thesystemlocal efiles. By constructingavalid
|ocal efilethat containsspecia format charactersand settingtheNL SPATH
environment variableto point to itspath, amaliciouslocal user can use
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hislocal efiletoobtainroot privileges. Consequently, any executablewith
the setuid or setgid bit set ispotentially vulnerableto root access.

Thisvulnerability affectsIBM A1X 3.2.x,4.1.x,4.2.X,and4.3.X. A patch
hasbeen providedfor AIX 4.3.X(APARIY 13753).

EXTERNAL VULNERABILITIES

The following exposures have been shown to impact on Al X in some
instances. Becausetheseexposuresarenotdirectly relatedto Al X they are
often overlooked. We have certainly seen these vulnerabilities used by
crackerstoprovideabackdoorinto AlX systems.

Secur e Shell daemon vulner ability

InDecember 2001 aseriesof exposureswererevea edinsystemsrunning
implementationsof the Secure Shell (SSH) protocol. Someof thesehad
been previoudy noted by CERT, etc, but inadequateprotectivemeasures
had beentaken.

AlX does not ship with OpenSSH; however, it should be noted that
OpenSSH isavailableforinstallationon Al X throughtheLinux Affinity
Toolkit sotherehave been someexposuresin A1X shops.

Opensshisapackagethat providesasecure (encrypted, authenticated)
replacement tothe R-commands(rlogin, rcp, andrsh). The SSH protocol
enablesasecurecommunicationschannel fromaclienttoaserver. CERT
hasrecorded anincreasein scanning and exploitation of vulnerabilities
relatedto SSH.

As mentioned earlier, the vulnerabilities are specific to sites that have
downl oaded OpenSSH fromtheLinux Affinity Web siteprior to December
2001 or theLinux Affinity Toolkit availableon CD number VU157447.
Thisrepresentsavery small number of sites, butif you havedeployedor
explored Linux at your shop, itisworth checkingyour level of exposure.

TheWeb sitehasbeen updated and theupdated softwarecan beobtained
fromhttp://www6.software.ibm.com/dl/ai xtx/ai xthx-p.

ThissitecontainsLinux Affinity applicationscontai ning cryptographic
algorithms, and new usersof thissitewill berequiredto register.
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If you cannot disablethe service, you can limit your exposureto these
vulnerabilitiesby using arouter or firewall to restrict accessto port 22/
TCP (SSH). Use TCP wrappers or a program that provides similar
functionality, or use the key-based IP restriction offered by your
implementation. Neverthel ess, remember that thisdoesnot protect you
against attackersfromwithinyour network.

Telnetd derived from BSD source

In July 2001 a security exposure was discovered in systems running
versionsof telnetd derived from aBSD source.

The telnetd program is a server for the Telnet remote virtual termina

protocol. There is a remotely exploitable buffer overflow in Telnet
daemonsderived from BSD source code. During the processing of the
Telnet protocol options, theresultsof thetelrcv functionarestoredina
fixed-sizebuffer. Itisassumedthat theresultsaresmaller thanthebuffer
and no bounds checking is performed. Thisvulnerability can crash the
server, or be used to gain root access.

For protectionyou shouldrestrict accesstothe Telnet service (typically
port 23/tcp) usingafirewall or packet-filtering technology. Until apatch
can beapplied, youmay wishto block accesstothe Telnet servicefrom
outsideyour network perimeter. Thiswill limityour exposureto attacks.
However, blocking port 23/tcp at anetwork perimeter would still allow
attackerswithintheperimeter of your network toexpl oitthevul nerability.
It isimportant to understand your network’s configuration and service
requirementsbeforedecidingwhat changesareappropriate.

IBM has provided fixesfor AIX 4.3.3 (APAR 1Y 22029) and AlX 5.1
(APARIY22021).

Vulnerabilitiesin BIND

Since 1997 CERT has published twelve documents describing
vulnerabilitiesin BIND withinformation and advice on upgrading and
preventing compromises. Unfortunately, many system and network
administratorsstill have not upgraded their versions of BIND, making
them susceptibleto anumber of vulnerabilities. Prior vulnerabilitiesin
BIND havebeenwidely exploited by intruders.
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Thevulnerabilitiesinthevariousversionsof BIND havebeenacons stent
themein security aerts. 2001 saw four BIND-related security alerts.

Domain Name System (DNS) Serversrunning variousversionsof 1SC
BIND (including both 4.9.x prior to 4.9.8 and 8.2.x prior t0 8.2.3; 9.xis
not affected) and derivatives. Because the normal operation of most
servicesonthel nternet dependsontheproper operationof DNSservers,
other servicescouldbeimpactedif thesevul nerabilitiesareexploited. Al X
4.3.xisaffected by thesevulnerabilities. DNScanbecompletely disrupted
onaffectedservers.

The CERT/CC has recently learned of four vulnerabilities spanning
multipleversionsof thel nternet Software Consortium’s(1SC) Berkeley
Internet NameDomain (BIND) server. BIND isanimplementation of the
DomainNameSystem(DNS) thatismaintained by thel SC. Becausethe
ma ority of nameserversinoperationtoday runBIND, thesevulnerabilities
present aseriousthreat to the I nternet infrastructure.

|SC BIND 8 contains buffer overflow in transaction signature (TS G)
handling code

Duringtheprocessing of atransactionsignature(TSIG), BIND 8checks
for thepresenceof TSIGsthat fail toincludeavalidkey. If suchaTSIG
isfound, BIND skipsnormal processing of therequest andjumpsdirectly
to code designed to send an error response. Becausetheerror-nandling
codeinitiaizesvariablesdifferently thaninnormal processing, itinvaidates
theassumptionsthat later function callsmakeabout thes zeof therequest
buffer.

Oncetheseassumptionsareinvalidated, thecodethat addsanew (valid)
signaturetotheresponsesmay overflow therequest buffer andoverwrite
adjacent memory on the stack or the heap. When combined with other
buffer overflow exploitationtechniques, anattacker cangainunauthorized
privileged accesstothesystem, allowingtheexecutionof arbitrary code.

Thisvulnerability may allow an attacker to execute codewiththe same
privileges as the BIND server. Because BIND is typically run by a
superuser account, theexecutionwoul d occur withsuperuser privileges.

|SC BIND 4 contains buffer overflow in nslookupComplain()
Thevulnerablebufferisalocally-defined character array usedtobuildan
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error message intended for sydog. Attackersattempting to exploit this
vulnerability coulddo soby sendingaspecialy formatted DNSquery to
affectedBIND 4 servers. If properly constructed, thisquery could beused
to disrupt the normal operation of the DNS server process, resultingin
either denia of serviceor theexecution of arbitrary code.

ISC BIND 4 contains input validation error in nslookupComplain()

Thevulnerablebufferisalocally-defined character array usedtobuildan
error messageintended for syslog. Attackersattempting to exploit this
vulnerability coulddosoby sendingaspecialy formatted DNSquery to
affectedBIND 4 servers. If properly constructed, thisquery could beused
todisrupt thenormal operationof theDNSserver process, resultinginthe
executionof arbitrary code.

Thisvulnerability waspatched by thel SCinanearlier versionof BIND
4, most likely BIND 4.9.5-P1. However, there is strong evidence to
suggest that somethird-party vendorswhoredistribute BIND 4 havenot
includedthesechangesintheir BIND packages. Therefore, the CERT/CC
recommends that al users of BIND 4 or its derivatives base their
distributionson BIND 4.9.8.

This vulnerability may allow an attacker to execute code with the
privileges of the BIND server. Because BIND is typically run by a
superuser account, theexecutionwoul d occur with superuser privileges.

Queriesto |SC BIND servers may disclose environment variables

Thisvulnerability isaninformationleak inthequery processing codeof
both BIND 4 and BIND 8 that allows aremote attacker to access the
programstack, possibly exposing programand/or environment variables,
Sendingaspecially formatted query tovulnerableBIND serverstriggers
thisvulnerability.

This vulnerability may allow attackers to read information from the
program stack, possibly exposi ngenvironment variables.

Thisvulnerability candisrupt theproper operationof theBIND serverand
may allow an attacker to execute code with the privileges of the BIND
server. Because BIND is typically run by a superuser account, the
executionwould occur with superuser privileges.
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Apply a patch
The ISC hasreleased BIND Versions 4.9.8 and 8.2.3 to address these

security issues. CERT recommends that users of BIND 4.9.x or 8.2.x
upgradeto BIND 4.9.8, BIND 8.2.3, or BIND 9.1.

BecauseBIND 4isnolonger actively maintained, thel SCrecommends
that usersaffected by thisvulnerability upgradetoeither BIND 8.2.3 or
BIND 9.1. Upgradingtooneof theseversonswill d soprovidefunctionality
enhancementsthat arenot related to security.

TheBIND 4.9.8 and 8.2.3 distributions can be downl oaded from: ftp://
ftp.isc.org/isc/bind/src/

TheBIND 9.1 distributioncanbedownloaded fromftp://ftp.isc.org/isc/
bind9/

ThelBM fixfor AIX 4.3.3isAPARI1Y 16182.

Use strong cryptography to authenticate services

Services and transactions that rely exclusively on the DNS system for
authentication areinherently weak. \We encourage organi zationsto use
strong cryptography to authenticate services and transactions where
possible. One common use of strong cryptography istheuse of SSL in
authenticating and encrypting el ectroniccommercetransactionsover the
Web. | nadditiontothisuse, weencourageorganizationstouse SSL, PGP,
S/MIME, SSH, and other forms of strong cryptography to distribute
executable content, secure electronic mail, distribute important
information, and protect theconfidentiality of all kindsof datatraversing
thelnternet.

Use split horizon DNS to minimize impact

It may al so bepossibleto minimizetheimpact of theexpl oitation of these
vulnerabilitiesby configuring your DNSenvironment to separate DNS
serversusedfor thepublicdissemination of informationabout your hosts
fromtheDNSserversused by your internal hoststo connecttoother hosts
onthelnternet. Frequently, different security policiescan beappliedto
thesesaerverssuchthat evenif oneserveriscompromisedtheother server
will continuetofunctionnormally. Split horizon DNSconfigurationmay
alsohaveother security benefits.
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Vulnerabilities in the Simple Network Management Protocol (SNM P)

TheAlX operating systemissusceptibletothevulnerabilitiestested for
by thePROTOStest suiteforal levelsof A1X 4.3.xpriortolevel 4.3.3.51,
and AIX 5.1 beforelevel 5.1.0.10. APARs were devel oped and made
availablelastyear. For 4.3.x, therdlevant APARIslY 17630; for 5.1, the
APARIsIY 20943.

AUGUST 2001 HACKER ATTACKS

During August 2001, it became clear that ahacker group wastargeting
AlX systems. Thegroupwascracking Al X systemsandthendefacingthe
Web sitesassoci ated withthosesystems. Thecodebeingusedtocrack the
systemswasprimarily written by aPolish hacker group calledthe* L ast
Stages of Ddlirium’. The Web defacements caused considerable
embarrassment, but theimportantissuewasthat all thevulnerabilitiesin
Al X that had been exploited had beenfixed by IBM, someasfar back as
1996. TheAPARsfor dl of thevulnerabilitieswereavailableandinsome
caseshad beenavail ablefor half adecade!

Thevulnerabilities exploited include those associated with chatmpvc,
mkatmpvc, rmatmpvc, digest, dtaction, dtprintinfo, ftpd, nd ookup, pdnsd,
rpc.ttdbserverd, piobe, piomkapagd, portmir, sdrd, setsenv, andtelnetd. The
following | BM patcheshavebeenavailable:

 AIX4.1(APARIX74457)

« AIX 4.2 (APAR 1Y08288, 1X85555, 1X81441, 1Y06547, and
IX76272)

e  AIX43(APARIY 02944, 1Y 08128, 1X74599,1Y 06367, 1X 79909,
1X81442, 1Y 12638, 1Y 07832, 1X80724, 1Y 08812, 'Y 02120, and
1Y 22029)

«  AIX4.3.2(APARIX85556)
«  AIX4.3.3(APARIY04477)
« AIX5.1(APARIY22021).

Affected usersneedtoupgradethelevel of their Al X operating systems
and/or apply the APARslisted aboveto protect their systems.
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OBTAINING AIX PATCHES

Prior to 2002 users were able to obtain AIX APARs using IBM’s
Electronic Fix Distribution (using the FixDist program). However,
FixDist waswithdrawn on 31 December 2001 and repl aced with \Web-
based fix distribution support available from http://
techsupport.services.ibm.com/rsek/fixdb.html.

Thesenew Web-based servicesal low usersto:

*  Downloadrecommended maintenancel evels—currently A1X 5100-
01 Recommended M ai ntenancePackageisavail able. Thispackage
provides a collection of updates containing fixes for problems
reported after AIX 5.1.0 was made available. Download and
installationtipsareincluded with thisservice.

» Download selectivefixes—thelatest operating systemfixescanbe
downloaded by individual fileset or by groups of filesets. A new
interfaceallowsusersto select all filesetswithin categoriessuchas
monitoringtoolsor performancetools, or aternatively itispossible
to select eachindividual fileset youwishto download.

*  Downloadsdlectivefixes—usersareabletodownloadfixesby APAR
or PTFnumber. Thereareal sotroubl eshooting databasesthat canbe
useful for debugging problems,

M oreinformationcanbeobtai ned about accessingfixesusingthel nternet
fromhttp://techsupport.services.ibm.com/rsek/fixes.html.

UserscanalsovisitIBM Server Supporttoobtainfixeselectronically or
onphysica mediafrom http://www.ibm.com/server/support.

Security fixesareperiodically bundledintoacumulativeAPAR. For more
informationonthesecumulativeAPARs, includinglast updateandalist
of individual fixes, send ane-mail to aixserv@austin.ibm.comwiththe
words’ subscribeSecurity APARS inthesubjectline,

Remember that fixesarenolonger providedfor Al X versionspriorto4.3
because IBM no longer supports these. IBM recommends that users
running pre-4.3rel easesupgradeto4.3.3at thel atest maintenancelevel,
orto 5.1.
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ISSUES RAISED

The most worrying issue that has surfaced as aresult of the security
vulnerabilitiesseeninthelast yearisthenumber of Al X sitesthat havenot
kept uptodatewith security patches. Thiswasmadeobviousby the\Web
defacementsin August that exploited vulnerabilitiesdating back to Al X
4.1in1996. Itwasa so seenintheexpl oitationof the Secure Shell daemon
vulnerability in December 2001 whichalready had patchesprovided. |f
youareus ngolder versonsof Al X (especialy pre-4.3) youshouldensure
they arepatched totherelevant level or movetoahigher AlX level.

Asageneral practice, werecommend disabling all servicesthat are not
explicitly required. Youmay wishtodisabl ethe SSH accessif thereisnot
apatchavailablefromyour vendor.

Our researchindicatesthat anabove-averagenumber of theenterprisesin
the SM E (Small-Medium Enterprise) sector havebeen affected by these
exposuresinthelast year. Thisisunsurprising, becauseof theincreased
likelihoodthat therewill benoor few security staff insmaller and/or mid-
Sizeenterprises. K egping up-to-datewiththel BM, CERT, and Bugtrag
warningsislesslikdytobeundertakeninthesesituations. However, even
largeAlX shopscannot | ettheir guarddown. Thevolumeof hacker activity
Isincreasing.

Theprestige associated with cracking large corporationsisstill afactor
withmalicioushackers, butwiththeincreaseinthenumber of * scriptkiddies
thismay belessof anissue. They seemlessconcernedwithwhothey hack,
whichhel psexplaintheincreaseinhacker attacksagainst SMEsandeven
homeusers.

A commonentry pointfor attackersisthroughvulnerabilitiesinnetwork
services. It only takesabrief scan of thevulnerabilitiesdiscussed above
toseethat new exposuresarediscovereda most weekly; so, whatissecure
today may not be securetomorrow.

Asmentionedearlier, itisbest toturnoff all servicesthat arenot needed.
Thebest timeto dothisisbeforethe server isintroduced, although few
of us have that luxury, but, if you do, you should turn off as much as
possible. Then, youshould beabletoturnback onserviceswhenthereis
proof that they arerequired. Itismuch easier to turn onwhat isneeded
beforegoing livethanitistotry to ascertain what needsto beturned of f
whentheserver isinproduction.
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Youcanthenfocusyour security effortson makingconfigurationchanges
and applyingthelatest security patchesontheremaining services. Take,
for example, aWeb server. Among other things, thisserver consistsof the
network, theoperating system, andthe\Web server software(application).
If youfocusonly onsecuringthe\Web server softwarepiece, youleavethe
operating system and the network doors vulnerable. An entry gained
through any door isanentry gained.

Securing Al X isnotaone-timeprocess. Eventhoughyou havetaken steps
toturnoff unnecessary servicesand protect theremaining ones, youstill
need to maintain constant vigilance. New hacking techniquesarebeing
deployed amost daily, and changes to the system, such as software
upgrades, potentialy opennew holes. Apply security fixestoyour system
assoonaspossible. Itisalsogood practicetoget a‘feel’ for the normal
behaviour of your systemsothatit will beeasier to spot any anomaliesif
they occur.

In response to the issues of vulnerability raised by thisreview, future
editionsof Al XUpdatewill providearegular assessment of current Al X
security vulnerabilities. This will provide an additional reminder to
enterprisesabout thenatureof security threatsandtheresponserequired.

AKNOWLEDGEMENTS

Thiswork hasbrought together theresearch of AIX Security in Austin,
Texas, Bugtrag, CERT, CIAC, The SANS Institute, TESO, and many
others. Securityisacommunity effortthat reliesonthework of individua s
and organizationsto bring information to the attention of all users.

AIX Security Analyst (UK) © Xephon 2002

User-defined backend programs for spooling

Problem: your application generates reports and dumpsthemto aprint
gueue without allowing you to customize or modify them. Solution:
createauser-definedbackend programthat allowsyouto capturetheprint
stream and modify and redirect it asneeded while utilizing theexisting
spool daemon. Thisarticleshould giveyouagood start ondevelopinga
user-defined backend program of your own written in Korn shell (you
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might beableto call other interpreted language scriptsin Bourne Shell,
C Shell, or aC program, but | havenot tried it).

SUMMARY OF HOW NORMAL PRINTING WORKS

Anlp,gprt,enq,lpr,or smilar commandcreatesaprint requesttotheprint
spooling subsystem by invoking theeng command. Theenq command
checksthe/etc/gconfig filefor information about the queue and putsa
reguestintheproper queue. Whentheqdaemon seestherequest, ithands
theprint off totheappropriatebackend program, whichisusually piobe,
rembak, or auser-defined backend. Think of piobe asbeing thelocal
printer backend, rembak astheremoteprinter backend, andauser-defined
backend ascallingacustom script.

Anexampleof an/etc/qconfigentry defininganexterna print server with
alaser printeris:

pat:
device = @ps_pat
up = TRUE
host = ps_pat
s_statfilter = /usr/1ib/1pd/aixshort
1_statfilter = /usr/1ib/1pd/aixlong
rq = ps

@ps_pat:

backend = /usr/1ib/1pd/rembak

SUMMARY OF A USER-DEFINED BACKEND PROGRAM

Aswithastandard queue, theprint queueisgenerated withoneof theprint
commands listed above, processed by eng, and then by the qdaemon,
except the gdaemon executes the user-defined backend program by
redirecting the print stream as standard input to the shell script.

SET UP A SMALL USER-DEFINED BACKEND PROGRAM

Thisuser-defined backend programtakesinoneprintfileand sendsitto
twoprinters.

You can add aprint queue.

Createfile/tmp/laser.snwiththefollowingtwolines, wherequeuel and
queue? aretwo existing working queuesthat print torea printers:
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eval "cat $*"|1p -c -dqueuel
eval "cat $*"|1p -c -dqueue2

Standardinput conta nsparametersabout theprint queueand queueentry
anda sotheprint stream. The$* variableliststheva uesof al parameters
passed to the shell as standard input and sends them to the Ip print
command. Inmy case, my postscriptreportwasactua ly multipleparameters
inthestandardinput soal parametershadtobepassed. The-cflagmakes
acopy of theprintfilesothat it doesnot disappear beforeit actualy prints.

Viasmit:

smitty spooler
Select "Add a Print Queue"

Select "other User Defined Backend"

(these are 3 required fields)

* Name of QUEUE to add [twoqueue]

* Name of QUEUE DEVICE to add [twoqueued]

* BACKEND PROGRAM pathname [/tmp/twoqueue.sh]

Enter theaboveto createthequeueand now browsethe/etc/qconfigfile
to seethe new entriescreated for the new queue:

twoqueue:
device = twoqueued
up = TRUE
twoqueued:

backend = /user/scripts/twoqueue.sh

MORE THINGS YOU CAN DO WITH A USER-DEFINED BACKEND
PROGRAM

Other thingsyou can do with auser-defined backend programinclude;

o  Thisscriptiscodedtorunmultipleinstancessimultaneousy somake
surethat temporary filesetcarenameddifferently eventhoughaprint
gueuewouldprocessonly oneat atime. ThescriptisstoredonanNFS
shared directory and can berun from multiple systemsat the same
time, whichrequiresuniquely namedtempfiles.

o  Writethestandard input print streamto atemporary fileto makeit
easier towork with. Renametheprint fileafter thedatait contains.

« Takedatain the report and assign it to variables so you can build
conditional statementsbased onthedatainthereport.
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*  Writethevariablesout to alog so you can seewhat your queue has
processed.

e Changeor add dataonthereport.

»  Kickoff other scriptsfrom within the backend script.

e  Performauditsof which reportshave or have not been printed.
* A millionand oneother uses.

This particular script prepares a postscript file to be passed to the
AS/400 systemviaan NFSfileshare. Theprint streamisredirectedtoa
fileandthefilenameisrenamedafter datainthereport— based uponsome
conditional logic. Thebig pictureisthat, onceonthe AS/400, an Adobe
Distiller program convertsthepostscript to AdobeAcrobat PDFformat
andthe AS/400filesitinaCOLD storage system, whichisnot covered
inthisarticle. Rather than print thecompletelengthy script, I’ mincluding
lineswhichareof moregeneral interest. Thebigquestionis, what doyou
want to do with your report?

#!/usr/bin/ksh

# user define backend program that takes in a postscript report.

# Bump the sequential number of the report right away so it can handle
# multiple prints all issued at the same time.

read i < /user/scripts/appl.cnt

let i=i+l

echo $i > /user/scripts/appl.cnt

# Echo the number of parameters to a log file

echo $# >> /tmp/flags.out

# Echo the username who submitted the job
echo $USER >> /tmp/flags.out

# Echo users PTYPE environment variable.
echo $PTYPE >> /tmp/flags.out

# echo pid number

echo $$ >> /tmp/flags.out

Echo base of file name for archive.
echo $USER.$PTYPE >> /tmp/flags.out
Echo file name of file being printed.
It is always the last argument.
eval "echo \$$# >> /tmp/flags.out™
First create unique number for each instance.
Always cat the file which is the last parameter in the
standard input"
Cat to the temp file

HHHHHFEHEHEHRR
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eval "cat $* > /tmp/appl.$i"

sleep 1

# grab the account number out of the report.

# Set a variable equal to the acct number of the patient
ACCT="grep '597 -124' /tmp/appl.$ilhead -1|cut -c3-15'

# assign date and time the report was requested
PRINTDT="'grep '99@0 -15@0' /tmp/appl.$ilhead -1lcut -f 1 -d ")"|cut -f 2
-d "("'

PRINTDT=${PRINTDT}

echo $PRINTDT

month="echo $PRINTDT|cut -c 4-6'

# convert month name to month number.

case ${month}
Feb)
Mar)
Apr)
May)
Jun)
Jul)
Aug)
Sep)
Oct)
Nov)
Dec)

in Jan)

month=02; ;
month=@3; ;
month=@4; ;
month=@5;;
month=@6; ;
month=07; ;
month=@8; ;
month=@9; ;
month=10;;
month=11;;
month=12;;

month=@1;;

esac

# Kick off another script do audit of all reports.
/user/scripts/L0OS_compare.sh

khkkkhkhkhkhkkkkhhhkhkkkhhhhkhkkkhhhhhkkdhhhhkkhkhhhhhkhkhhhhkkhhhhhkkkdkhhhhdkkdkhhhhkkkdkhhxkkxkkx

The following line commented out from a day when it was thought all
fields might be contained in the filename. By renaming the file
after the variables, the variables can be passed to other systems
that might receive the print file.

Total filename length limited to 5@ char. including directory path
and ext.

dhkhkhkkhkhkhkkkhkhkhkhhkhkhkhkhkhhhkhkhhhkhkhkhkhkhkkhkhkhkhkhhhkhkhkhkhhkhkhkhkhhkhkhhkhkhkkhkhkhkhkhhhhhkk)kkkhkhkhkk

Take all of the variables and combine them into one long file name
and store it temporarily in a file.

#echo $ADMITDT$PRINTDT$FROMRANGE$STORANGE$SACCT$SMEDREC$SREPORT[sed -e
/_/9'lsed -e 's/\///g'>/tmp/appl.$i.newfilename

# sleep 1

echo $i>>/tmp/flags.out

echo $REPORT >>/tmp/flags.out

cat /tmp/appl.$i.newfilename>>/tmp/flags.out

H o H O HHHHH

's/

# check Tength of /tmp/appl.$i.newfilename to make sure it is 23 char
# long

# If not 23 long then record name of report and page SA Tater once a

# day.
if [ 'cat /tmp/appl.$i.newfilename|lwc -c' -ne 24 ]
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then

cat /tmp/appl.$i.newfilename>>/user/scripts/wellness_page_list
hostname>>/user/scripts/wellness_page_list

exit @

fi

H*

You can take your print file and send it to other systems via an nfs

mount. Check to see if the nfs mount to the AS/40@ is up. If up cp

file to nfs directory else sleep for a while more then try it again.

with nfsstat, if wait times for nfs calls are a long time then sleep
also checks to see if directory @@1AAR exists to see if nfsmount is

present. Don't use the df command to see if a nfs mount is their or a
1s command. The command would hang while the system tries to
establish the mount and you might get unexpected results. Its better
to use the nfsstat command because it comes back right away
regardless of the mount status.

until [ 'nfsstat -m /tmp/appl/Elgrep All]tail -1|cut -d "," -f3lcut -d
"(" -f2]sed -e 's/ms)//g'' -1t 1000 -a -d /tmp/appl1/E/B@1AAR 1]

do

echo "nfs 1is down">>/tmp/flags.out

sleep 60

done

echo "nfs is up">>/tmp/flags.out

cp /tmp/appl.$i /tmp/appl/E/@BOL$REPORT/in/"'cat /tmp/
appl.$i.newfilename'.eps

chmod 777 /tmp/appl1/E/@B@L$REPORT/in/"'cat /tmp/appl.$i.newfilename’.eps

# cp /tmp/appl.$i /tmp/appl/E/BB1$REPORT/in/"'cat /tmp/
appl.$i.newfilename'.eps

#1p -dcvsix /tmp/appl1/E/@B1$REPORT/in/"'cat /tmp/
appl.$i.newfilename'.eps

rm /tmp/appl.$i.newfilename

rm /tmp/appl.$i

T OH OH HHHHHHHR

| have found no good reference to user-defined backend programs
althoughthelBM Red Book Printingfor Funand Profit Under AlX V4,
Document Number GG24-3570-01, isagood genera printingreference.

Joe Grathoff
Senior Systems Analyst (USA) © Joseph Grathoff 2002

Shell functions

USE AND SYNTAX OF FUNCTIONS

A functionissimilar to ashell script inthat you designate aset of AlX
commandsto beexecutedwhen called up by asinglename. They canbe
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used on the command line, which isnot really suitablefor long lists of
commands, but themost common usageisin shell scripts.

Therearesevera advantagestousing shell functions.

Functionscanbedes gnedtocontai nlogical groupingsof commands
which canthen beused to achieveaspecific purposewithinascript
—amost like a series of easily understood mini-scripts, and less
complex thanthewhole.

Whenafunction hasbeendefined, it isloaded into memory, sothat
whenitiscalledit runsfaster than had you used thesamecommands
inseries—functionsdonot runasseparateprocesseswhencalledand
existinthecurrent shell.

Functionsareideal for organizinglong scriptsintomodul ar sections,
which isasignificant advantage when it comesto debugging and
testing.

Groupsof commandsthat aretobeexecuted severa timesinthescript
can becalled by asinglefunction command. Oncethefunction has
been defined, it can be called from any location in the script, thus
reducing theamount of coding required.

Functionsdefined onthecommand linelast only for your loginsession,
and disappear when you log out. Similarly, functions defined in shell
scriptsareonly accessiblewhentheshell scriptisbeing executed. If you
want tousefunctionsonapermanent basi sthey caneither beplacedinyour
profilefile, orina.kshrcfiledefinedby theENV variable. Beawarethat
iIf you definelarge numbersof functionsinthesefilesthismay resultin
slowing down your logging in, or running shell scripts, since your
environment fileisread eachtime.

You can define afunction using one of two methods:

or.

22

function function_name

{

command_1
command_2
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function_name()

{

command_1
command_2

}

There is no difference between the two and both formats are equally
acceptable. Thetwo curly bracesdefinethebody of thefunctionanditis
possibleto put thefirst { onthe samelineasthefunction name, butitis
sometimeseasier to determinewhereafunction startsif thecurly brace
isonadifferentlinefromthefunctionname; theclosing curly bracemust
be thefirst character on the line. Indentation of commands within the
functionisal sorecommended for readability.

Whichever format you use, you should be consistent throughout your
scripts. Wewill usethesecond format.

COMMAND LINE FUNCTIONS

Youwill findthat thereisalmost no necessity to definefunctionsonthe
command line; you may have defined them in your profile file, or
elsawhere, andthuscall themfromthecommand|line, but thereisrarely
aneedtoactually defineafunctioninsuchcircumstances. Inthissection
weusecommand linefunctionsonly toillustrate s mpleexamples.

Suppose, for exampl e, youwished to defineyour ownspecial versionof
|s, which usesthe-x and -F optionsto giveamulti-column listing with
directoriesandexecutabl efilesappropriately marked. Thiscanbeachieved
with:
1s( )

{
/bin/1s -x -F

}

Asyoutypethisfunctiondefinitionat your terminal youwill beprompted
withthesecondary prompt, usually >. Theconversationwill look like:

1s( )

$
> A

> /bin/1s -x -F
>

$

}
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Youwill automatically revert to the usual primary prompt, $, after you
havetypedtheclosing} toterminatethedefinitionof your function. When
you enter the |s command without arguments (we shall later deal with
argumentstofunctions), thenew versionwill beexecuted, givinglistings
asrequired.

Youmust bevery careful when namingyour functions, especially when
you are creating one to produce a modified version of an existing
command. Toillustratethis, redefinethel () function, andinstead of using
thefull pathname, /bin/ls, replaceitwithls. Whenyounowtrytorunthis
function, thesystemwill eventually display amessagestating that there
cannot be more than nine levels of recursion, or some such similar
message, dependingonthecurrent operating systemrel ease.

Thisisbecausethisnew version of Isistryingtocall Is(thatis, tryingto
call itself), whichistryingtocall itself, and soon. Thiscan beavoided by
usingthefull pathnameof thecommandwithinthebody of thefunction,
or by using atotally different namefor thefunction.

Youshoulda sobeawarethat you cannot createfunctionshavingthesame
nameasbuilt-inshell commands. Youwill getanerror messagetellingyou
that theoperationisnot allowed sinceyour function nameisashel | built-
in,

If youwishtochangeafunction, or removeitcompletely, youshoulduse
thecommand:

unset -f function_name

You can also seewhat functionshave been definedinyour current shell
by running thefunctionscommand, whichisanaliasfor typeset -f (see
below). Thiswill display al the functions that have been set and the
commandsthat areto berunwithinthebody of eachfunction, whichmay
giveyou alargeamount of output.

FUNCTIONS IN SHELL SCRIPTS

Caremust betakenwhenfunctionsareplacedinshell scripts. Suppose,
for example, we had placed thels() functioninasimpleshell script:

$ vi testls
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print The current directory Tisting is:
1s

1s()
{

}. ..

When you execute this shell script you will notice that the normal Is
commandisexecuted, and not your modifiedversion. Thisisbecausethe
shell actsasaninterpreter, andnotacompiler. Itinterpretsonelineat atime,
and when it reaches the |s command, it has not yet seen the function
modifyingitand soit executesanormal Iscommand. Toovercomethis,
functionsmust bedefinedwithinshell scriptsbeforethey areintendedto
beused; most programmerscreateasectionnear thestart of their scripts
to contain all function definitions and thus ensure that they are defined
beforeuse.

Itisa sogood programming practicetonameyour functionsinsuchaway
that whenyoucall themthereisabsol utely noconfusiontoacasual reader
that youarecalingafunctionandnot someobscuresystemcommandwith
whichthereader may beunfamiliar. Onemethodyou canuseistoensure
that all your functionnamesstart withf_sincethereislittlelikelihood of
encounteringan AlX commandstartingwiththesecharacters. Wewill use
thisconvention.

Asmentionedearlier, us ngfunctionswithinyour scriptsgreatly improves
your ability todebugthem. For exampl e, supposeyou had ascript that was
loosely structured with thefollowing functions (ignorethe syntax):

# Functions section
f_function_1()
f_function_2()
f_function_3()

# Main section
f_function_1
f_function_2
f_function_3

If you havedesigned your script sothat eachfunctionisaseparateentity
independent of other functions, you cancomment out sel ected functions
fromthemain section sothat your script runsonly thosethat you suspect
have bugs. You could comment out f_function_1andf function_3if
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yoususpectedthatthebuglayinf_function_2,forexample. Or,if youare
not sure where the bug is, you could run them in sequence, each time
commenting out all the functionsyou didn’t want to run. This greatly
speedsup thedebugging process, particularly if itisavery largescript.

Theuseof functionsto cut downontheamount of codeusedisnowhere
near as important as the ability to speed up debugging. As you will
discover, most scriptsaredevel opedinafairly ad hoc manner withlittle
foresight and planning, andusually itisonly whenyouaremorethanhal f
way through the script that you wish you had designed some of your
functions so that you could reuse the code!

Thereisasyntactical useof thefunctionwithin shell scripts, whichisto
beavoided. Suppose, for exampl e, that you haveal oopwithinyour script
whichcallsapredefined function. Supposea sothat your intentionwithin
thiscalled functionisto perform atest which, if true, should cause the
program to break out of the enclosing loop. In other words, the br eak
command iscontai ned withinthebody of thefunction.

Whenthesnell scriptisexecutedandthefunctioniscalled, evenif thetest
isfoundtobetrue, youwill not beabletobreak out of theenclosingloop.
Asyouwill seelater, you canonly break out of an enclosing loop if the
break commandisactually containedwithintheloopitsalf.

ARGUMENTS TO FUNCTIONS

A useful feature available with functionsisthat it is possible to pass
arguments to them. For example, suppose you have a script which
occasionally displays different messages on the screen when certain
conditionsaremet. Thefunction may look something like:

messages( )

{

print $1
print $2 >> Togfile

)
In the above example do not confusethe $1 and $2 in thefunction with

thecommand linearguments$1 and $2 which arepassed to scripts. The
functionargumentsarelocal copiesfor thefunction, sothat, if youwant
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topassascript’scommandlineargumentstoafunction, you caneither set
themto variablenamesfirst, and then passinthevariablesasarguments
to the function, or you can use them as arguments when you call the
function. For example:

messages $1 $2
or.
messages $*

In our example above, whenever the script requires a message to be
displayed, thefunctioniscalled by acommand embedded somewherein
thebody of thescript. For example:

messages "/tmp has exceeded its filesystem threshhold"

Whenthefunctionexecutes, thestring " /tmphasexceededitsfilesystem
threshhold" becomes$1, so that thecommand print $1 will display the
messageonthescreen. Eventhoughthefunctionexpectstwo command
linearguments, and you are only passing onetoit, it will set $2to null,
sothat inthisparticular caseit just addsablank lineto thelogfile.

You can call thefunction with multiplearguments:

messages "/tmp has exceeded its filesystem threshhold" $var

Inthiscasethecontentsof thevariablevar arepassedtothefunctionand
become$2. Intheaboveexamplewehaveenclosedthefirstargumentin
double quotes to ensure that the message itsalf is passed as a single
argument tothefunction. Wecoulda sohaveenclosed $var inquotesbut
weknow that weareonly passing afilepathnametothefunctionsoitis
not necessary. In general though, as you would for script arguments,
always enclose your function argumentsin quotesif you want to pass
spacesas part of theargument.

Inour earlier exampleof thels() functionwehad noargumentswithinthe
functionitsdf sothat thefunctionwouldonly display entriesinour current
directory. If wewantedto passit oneor morearguments, suchasanumber
of directoriesand/or files, then wewould modify thefunction to:

$ 1s( )

> {
> /bin/1s -x -F $*
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>}
$

and call it with, for example:

1s /tmp /var

FUNCTIONS AND THE TYPESET COMMAND

We mentioned earlier that thefunctionscommand, whichisan aliasof
typeset -f, can beusedto display al function nameswithinthe current
snell, dlongwiththelrinclusivetext. Sincefunctionnamesarestoredin
thehistory file, typeset doesnot display themif thehistory filedoesnot
exist. You can also display asinglefunction by using:

typeset -f function_name
or:
functions function_name

You can use an alternative form of typeset to display just the function
namesonly:

typeset +f

Ordinarily, functionsareunset whentheshel | executesashell script. For
example, if fromthecommandlineyou definethefunctionls() andthen
create asimple script which just runs|s and nothing more, when you
executethisnew scriptitwill notrunthefunctionls() butwill instead run
thestandardls.

Itispossible, however, toexport functiondefinitionssothat they remain
in effect acrossshell programsthat are not separateinvocationsof ksh.
Thiscan bedoneusing the-x option:

typeset -fx function_name

If younow runthecommandtypeseat -fx Isand againrunthesimplescript,
you will seethat it now runs your function |s() and not the standard Is
command. If you enter ksh to createasub-shell and thentry torunyour
functionls(), or thesimplescript that runsthefunction, youwill seethat
thefunctiondefinitionshavenot beenexportedtothisseparateinvocation
of the shell and the standard |scommand will beruninstead.

Functionsthat must be defined across separateinvocations of theshell,
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for examplewhenyouareinawindowsenvironment, or whenyousimply
executethek sh commandasabove, shouldbedefinedintheENV variable
file,whichisusualy .kshrc. Thereisnoneedtoexportthefunctionsince
Kkshrcisexecutedevery timeasub-shell iscreated, and thefunctionwill
awaysbeavailableinthenew sub-shell.

Andjusttoconfuseyoucompletely, thefunctionwill still notbeaccessible
inany shell script whichisexecutedinthissub-shell! Toensurethat the
functionisalwaysavailable, bothinsub-snellsand inscripts, it shouldbe
exportedwithinthe.kshr cfileby usingthetypeset -fx command.

Options to typeset

In addition to using typeset for functions, there are anumber of other
useful optionsto thecommand that allow you to set, unset, and display
theva uesof variables, parameters, andthelr attributes. Withnocommand
linearguments, typeset displaysthenamesof dl variablesand parameters
ineffect, aswell astheirtypes(export, function,integer, read-only, etc).

Thevariousoptionsfor typeset are:

 -u-convertsal alphabetic characters assigned to the variable to
upper case. Numbersand other charactersremainthesame.

o -|l—convertsal dphabeticcharactersassignedtothevariabletolower
case. Numbersand other charactersremainthesame.

e -i[n]—declaresthevariabletobeaninteger withthebaseof n;if nis
not specifiedthedefaultisbase10. Declaringavariableasaninteger
makesarithmeticfaster. Use2for binary, 8for octal, and 16 for hex.

o -L[n]-leftjustifiesthevariable. Theoptional n specifiesthefield
width, otherwiseitisdeterminedby thewidthof thevalueonitsfirst
assignment. Whentheparameter isassigned, itisfilled ontheright
with blanks, or it istruncated. The L and R options are mutually
exclusive. Forexample:

$ typeset -L8 var=0@123456789
$ print $var
@0123456

o -LZ[n]-stripsoff leading Osor |eading blanks, countsthe number
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of charactersfromthel eft upton, andthenleft-justifies. For example:

$ typeset -LZ8 var=@0123456789
$ print $var
12345678

o -R[n]-right-justifies. If nisspecified, it truncatesafter countingn
charactersfromtheright. For example:

$ typeset -R8 var=p@123456789
$ print $var
23456789

e -RZ[n]-right-justifiesandfillswithleadingzerosif thelengthisless
thann. For example:

$ typeset -RZ8 var=1234
$ print $var
PP001234

o -r—marksthevariableasread-only.
» -X—marksthevariableasexported.

The- infront of an option setsthe attribute. You can unset the attribute
by usinga+ beforetheoption. If typeset isusedwithinafunction, alocal
variableiscreated. Whenthefunctionexits, thevariable soriginal value
and attributesarerestoredif it previoudly existed.

Althoughintheaboveexampleswehaveusedtheformat typeset options
var iable=xxxx, youdonot havetosetthevariabl € sval ueat thesametime
asyou declareit. You can definemorethan onevariableat atimeusing,
forexample:

typeset -i qtyl qty2

whichwill declareboth of thesevariabl esto betypeinteger, but will not
givethemavalue.

BLOCKS OF CODE

Whenyoulook at the syntax of afunction definition, youwill notethat
wearemerely surroundingasequenceof commandswiththecurly braces.
If weweretoremovethefunction nameand parentheses, andjust usethe
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bracesto surroundthecommands, wewould beleft withablock of code
that would behavejust like afunction without aname. The commands
would beexecuted asthey wouldinafunction, but wewould not beable
to call thisblock from elsewherein ascript.

Thisblock of codedoesnot appear tohaveagreat ded of useasit currently
stands, but theremay be occasi onswhenyouwant to redirect theoutput
fromanumber of commandstothesamelocation, or aternatively youmay
wishtoreceivetheinput fromafile. You could of courseredirect input/
output individually for each command, or you could useaconstruction
requiringlesscode.

Asasmpleexamplelet’ sassumethat weare performing asystem back-
upandwewant toredirect theoutput fromall our commandstoalogfile,
and any error messagesto aseparate error log. We can do thiswith the
construction:

{
date

print "Starting backup"
mksysb . . .

date

print "Backup completed"
} > Togfile 2> errorlog

In ssmple scriptsyou might use coding such asthat shown above, but if
thisback-up examplewereto be part of amuch larger script, wherewe
performed aseriesof testsfirst, and then perhapsavalidation at theend
of the back-up, then the block of code would probably be called as a
function, say f_start_backup, and wewould redirect the output of the
functionwith:

f_start_backup > logfile

Youshould, of course, indent thecommandswithinacodeblock tomake
It easi er to read and determinethe start and end of thecodebl ock, but be
awarethat you cannot use constructionslike:

{ date ; print "Starting backup" ; . . } > Togfile

Thisisbecausethelast braceof thecodeblock must bethefirst character
onaline. Instead, thesecondary promptwill bedisplayedif yourunsuch
aconstructionfromthecommandline, effectively askingyoutoterminate

© 2002. Reproduction prohibited. Please inform Xephon of any infringement. 31



thecommand withtheclosing curly brace. If yourunitinascriptit will
giveyouasyntax error.

Youshouldbeawarethat you cannot usecodebl ockssurrounded by braces
within afunction itself since thiswill generate a syntax error. Thisis
because the shell expects a closing curly brace to define the function
boundary after it hasencounteredtheinitia opening brace, and not another
opening bracestartingacodebl ock.

Code blocks in sub-shells

Thereisanother construction which groups commands into blocks of
code, but operatesinadightly different way frombl ockscontainedwithin
curly braces. Youmay remember the$( . . .) constructionthatisusedin
command substitution, where the commands within the brackets are
executed as a block with the resulting output usually alocated to a
variable. Thebracketsin thisconstruction serve asdelimitersto acode
block in much the same way as braces, and where you use the braces
constructioninascript youcan, inmost cases, usebracketsinstead. There
are, however, threemain differencesbetweenthetwo constructions.

Thefirstisardativelytrivia syntactical difference. If youusebracketsyou
can useaconstruction (not permissiblewith braces) such as.

( date ; print "Starting backup" ; . . ) > logfile

Thesecondinvolvesamuch moresignificant difference. Whenyouuse
bracketsaroundthegroup of code, thecommandsareexecutedinasub-
shell, unlikeus ng braceswherethecommandsareexecutedinthecurrent
shell. Under most circumstances thiswill not be aproblem, but if you
modify avariableintheblock of codewhichrunsinthesub-shell,itsnew
value will not be available elsewhere in the script, and under these
circumstancesyoumust usethebracesconstruction. Also, whenyouuse
sub-shellsyou canruninto problemswhentrapping signals.

Thelast differencerelatesto thefact that when you surround your code
withbrackets, thenthecommandsareruninaseparateprocess, whichis
usually lessefficient than using code blockssurrounded by braces.

Tonto Kowalski
Guru (UAE) © Xephon 2002
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Should I use ‘large file enabled’ file systems?

Do you run adatabase onyour Al1X system?|f you do and you haven't
checkedwhether your filesystemssupportingthedatabaseare* largefile
enabled’, thenread on(otherwiseit couldbeavery longnightforyousome
timein the not too distant future!).

Letmestart by sayingwhat ‘ largefileenabled’ means, then | will talk about
why youwoulduseit, how tocheck whether youareactually usingit, and
what could happenif you don’'t useit.

WHAT DOES‘LARGE FILE ENABLED’ MEAN?

‘Largefileenabled’ basically meansthat fileswithinafilesystemcanbe
larger than 2GB. Thedefault isthat filescannot belarger than 2GB.

WHY WOULD YOU WANT YOUR FILE SYSTEM TO BE LARGE FILE
ENABLED?

If youarerunningany application (andl count detabbaseshereasapplications)
that hasfileswhichwill growtobemorethan2GB insize, thenyouneed
tolargefileenablethefilesystem containing thesefiles. Onceafilehits
the 2GB limit you will get an error message back, evenif you still have
plenty of spaceinyour filesystem.

TO CHECK WHETHER YOUR FILE SYSTEM IS LARGE FILE
ENABLED

You cancheck whether afilesystem (<fs-name>) islargefileenabled by
issuing thefollowing command:

#1sfs -q /<fs-name>

Your output will look something likethis:

Name Nodename Mount Pt VFS Size Options
Auto Accounting

/dev/hd4 — / jfs 40960 —

yes no

(1v size: 40960, fs size: 40960, frag size: 4096, nbpi: 2048, compress:
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no, bf : false, ag: 4)

Inthisparticular case, thefilesystemisnot largefileenabled (bf: false);
if it were, you would see bf: true.

TO CREATE A FILE SYSTEM THAT ISLARGE FILE ENABLED
Youcanspecify largefileenabledwhenyou createafilesystemasfollows:

#crfs -v jfs -g <volume-group>

-a Size=<size-of-filesystem-in-512-blocks>
-m <mount-point>

-a bf=true

-a frag=512

the‘-abf=true’ bitisthelargefile enablehit.

WHAT CAN | DO IF | HIT THIS PROBLEM?

If youdon’t havelargefileenabledfilesystemsand afilewithinthefile
systemhitsthe2GB limit, at that point you haveonly oneoption—create
anew, temporary, file system and copy the datatoit; deletetheoldfile
system,; createanother new filesystem, thisonebeinglargefileenabled;
and copy thedataback tothat. Thissupposesthat you haveenough space
tocreatethetemporary filesystem. Thereisnoway toalter afilesystem
tomakeit largefile enabled; you must createit!

CONCLUSION

If youarerunningadatabaseon Al X, youshouldgiveseriouscons deration
to changing all thefile systemsthat support the databaseto belargefile
enabled (or makesurethat noindividual filewithinthefilesystemswill
ever belarger than 2GB!).

C Leonard
Freelance Consultant (UK) © Xephon 2002

Haveyou comeacrossany undocumented featuresin AIX5L?
Why not shareyour discoverywith others? Send your findings
to us at any of the addresses shown on page 2.
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Input for shell scripts

Thethreemost commonwaysthat shell scriptscan obtaininput are:
e  Commandsubstitution

e Interactiveinput usingther ead command
Commandlinearguments.

COMMAND SUBSTITUTION

Althoughwehaveincluded command substitutioninthisarticle, which
isintended to introduce you to thewaysin which shell scriptsget their
input, inreality, command substitutionismost frequently usedtoassign
the output of a command, or series of commands, to a shell variable.
Indeed, all theexampleswe haveused in scriptssofar havebeenof this
type. Becauseit canalsobeusedfor theinput for shell scripts, it seemed
like agood opportunity to introducethistopic.

Therearetwodifferent typesof syntax usedincommand substitution, and
theoneyouadoptispurely amatter of personal preference, but, asweshal
see, oneparticular typeof constructionleavesyouwithlimited options,

Using backquotes

Backquotes (also called grave accent marks) are metacharacters that
indicate to the shell that it is to perform command substitution. Any
command enclosed in backquotes will be executed, and the place it
occupiesonthecommand|ine, includingthebackqguotes, will bereplaced
withtheoutput generated by thecommand.

If, for example, you entered thecommand:
print you are currently in the “pwd™ directory

then before running print, the shell executes pwd and replaces the
sequence of characters ‘pwd” with the output generated by pwd. Then
print isrunwiththeresultant list of arguments.

You must exercise some care when the output from any command
substitution (whether using backquotesor otherwise) isused astheinput
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to another command, particular when the output generated contains
spacesand thecommand accepting theinput expectsasingleargument.
Thisismuchthesameasusi ngvariableva uesasinput for commands, and
youmust present thisinput asas ngleargument by enclosingall thespaces
inside double quote marks sincethey do not quote abackquote.

For example, suppose that you wanted to look for the current dateina
number of files. If you mistakenly entered thefoll owing command:

grep “date” filel file2 file3

the shell would perform the substitution, and gr ep would be run with
argumentssuch asthefollowing:

Mon, May, 3, @8:55:09, 2002

Thiswouldproduceaseriesof messagessaying, for example, can’t open
Mon, etc. Thecommandyou needtoenter is:

grep "“date " filel file2 file3

sothat thetotal output of thedatecommandwouldbepassedasasingle
argumenttoqgrep.

Using the $(. . . ) construction

There are two major disadvantages to using backquotes for command
substitution:

1  Whenreadingscripts, and depending onthetypeof font being used,
itissometimesdifficult to distinguish abackquotefrom astandard
singlequote, oftenleading to confusionwhentryingtointerpret or
debugascript.

2  Backquotes cannot be nested since the shell interprets everything
betweenthefirstand second backquotesit encountersonthecommand
lineasonecommand (or pipeline), everything betweenthethirdand
fourth backquotesasanother command, andsoon. Itisexceedingly
unlikely that nested backquoteswill producetheresult youintended,
andismorelikely to generate many error messages.

There is another form of command substitution that we have aready
briefly encountered in Examplesof shell scripts, AIX Update, |ssue 78,
April 2002, andwhichismoreversatileandlessconfusingtothereader;
thisusestheconstruction$(. . . .). Betweenthebracketsyou caninclude
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a single command, with or without arguments, or a pipeline, and all
commandsareexecuted aspart of thesubstitution. Becauseof theabove
disadvantages, wewill usethistypeof constructioninstead of backquotes.

You havea ready seenexamplesinoneof thesamplescriptsintheearlier
article, but thefollowingisan examplethat includesnesting. Forget the
syntax of the probably unrecogni zabletest commandfor thetimebeing
sinceit will beexplainedinafuturearticle.

DIR=$( [[ $(pwd) = "/" 1] && print root)

Theinnermost substitutionisexecutedfirst, andtheshell gradually works
itsway out until all substitutionshave been completed.

The above exampleisafairly complex command substitution used to
assignavaluetoavariableandinyour shell programming career youwill
probably start off withfar s mpler exampl es, getting progressively more
complicated asyou gainexperiencewiththeKornshell.

Generating argument lists

Command substitution can be used to generatealist of argumentsfor a
program. For example, supposethat you wanted to count the number of
linesinalot of filesand you al so wanted to perform other operationson
thisgroup of filesaswell. Tomakedealingwiththegroupeasier, youcould
createafile containing the namesof each of thefiles.

Tomakethe examplesmple, wewill only usethreefiles:

$ vi file_list

/etc/sendmail.cf
/etc/passwd
/etc/inittab

Createthistext fileand then run thefoll owing command:
time wc -1 $(< file_list)

Wehaveintroduced thetimecommandto giveyou someideahow long
thiscommandtakestorun. Thereasonfor thisisthat wecould haveused
catfile listinsteadof <filelist, butthelatter constructionisrunby theshdll
inamoreefficient manner than cat.

Now try runningthefollowing commandand notethedifferenceintimes,
ideally you should run both commands several times so asto give an
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average, sincetheremay beadditional systemactivity whenyourunone
command but not whenyouruntheother. Thisgapwouldbeevengreater
withlarge numbersof files, or withlarger files.

time wc -1 $(cat file_Tist)

In this particular example you could have used filename generation
characters to specify the files. However, if the files that you want a
command to operateon arenot named inaconsistent way, or arespread
acrossanumber of directories, it may not bepossi bleto specify themwith
patterns.

INTERACTIVE INPUT USING READ

Theread commandisusedforinteractiveinput for shell scriptsandwaits
until youenter alineof text. It thenreadsthelineand setsashel | variable
tothetext that you entered. The syntax for thecommandis:

read variable

Whenyouenteracommandsuchasthis, nothingwill happenuntil youtype
sometext and press<CR>. Then, whatever youtypewill beassignedto
variable. Ther ead commandactually separatesitsinputlineintowords
delimitedby thelnternal Field Separator (1 FS) variable, whichby default
canbeeither spacesor tabs. Intheaboveexample, variablewill besetto
the charactersof thefirst word.

Whenar ead commandisexecutedinashdll script, executionof thescript
halts until the user types something and pressesthe Enter key. In shell
scripts, ther ead commandwill usually beprecededby aprint statement,
whichdisplaysamessagetolet theuser know that hewill beexpectedto
enter some text. For any script containing aread statement, speed of
executionisobvioudy notanimportant factor sinceat somestageyouwill
bewaiting for auser to enter data.

Trythefollowingexample:
$ vi input
print Please enter a word

read word
print $word

Executetheshe | script and, after displayingthefirst message, theprogram
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will wait until you enter text. Onceyou havedoneso, thenext command
isthenexecuted andthewordyou enteredwill bedisplayed. If instead of
typingtextyouhadpressed<CR>, thenthevariablewordwoul dhavebeen
assignedanull string.

Youcanreadseveral wordsof inputintosevera variablesat thesametime
withasingler ead statement. Hereisan example:

$ vi input2

print Please enter two filenames:
read filel file2

print Filel: $filel

print File2: $file2

Whenyou executethisshell script, you must enter thetwofilenameson
the same line separated by spaces or tabs. The read command takes
whatever you haveentered andassignsittothetwovariables. If thereare
twovariablesandyouhaveentered only oneword, thesecondvariablewill
beassigned anull string. If youwereto enter morewordsthanthereare
variables, thenthefirst wordwould beassignedtothefirst variable, and
all theremaining wordswould beassignedto the second variable.

Accepting read input from afile

Thefollowing simpleexampleshowshow r ead canacceptinput froma
file. First createafile containingasinglelineusing

print "fred bloggs" > namefile

Thenenter:

read name < namefile

andtestthat thishasworked by entering print $hame. If thereismorethan
onelineinthefilethennamewill beassignedall thecharactersontheline
uptothecarriagereturnat theendof theline. Aswesnall seelater, wecan
use whileloopsto read all the linesin the file and perform operations
againsteachline.

Using read with fredmail

L et usnow renamethefredmail fileweprevioudy createdintheearlier
article, and modify it so that it asks the user to enter the name of the
recipient, and sendsthemail to that user:
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$ vi mailto

#1/bin/ksh

# Get name of recipient and subject of message
print 'Message to: \c'

read whom

print 'Subject: \c'

read subject

# Add the subject to the memo.

print "Subject: $subject" > memo_tmp

# The cat command reads whatever the user types and

# appends it to memo_tmp. End the text with CTRL D.
print 'Enter message and finish with “D on a blank Tine'
cat >> memo_tmp

# Append the date, the message, and a blank 1line to the Tog file
date >> logfile_$whom

cat memo_tmp >> logfile_$whom

print '\n' >> logfile_$whom

# mail the message

mail $whom < memo_tmp

# Remove the message now that a copy has been saved
rm memo_tmp

Thisversonof mailtowill promptyoutoenter theuser nameof theperson
youwantthemail sentto, and storesitinthevariablewhom. It next reads
the subject, and then promptsyouto enter thetext. A copy isstoredina
logfile, and aseparatelog will becreated for each user. Thenameof the
filecreatedislogfile $whom. Finaly, themail issent to the user.

Youwill noticethat theargument tothefirst two print commandsisthe
escape sequence \c. Thiswill leave the cursor on the same line asthe
message, andyou canenter your responsethere; someprogrammersprefer
thisneat andtidy approach. Notethat thewhol eargumenttoprint hasbeen
enclosed in quotes because the \ must be quoted to remove its normal
metacharacter meaningandwewant to passthispair of characterstoprint
sothat they canbeinterpreted asan escapesequence. Otherwisetheshell
will replacethepair of characters\cwiththesinglecharacter c. Youcould
achievethesameresult by using print -n, whichomitsthefinal newline.

If youlook at thelinethat printsthesubject tothetemporary file, youwill
seethat Subj ect: $subj ect isenclosedindoublequotes. Thisparticular
print command would al so work without the double quotes, until such
timeasasubj ect contai ningametacharacter wasentered, for example, a

40 © 2002. Xephon UK tdephone 01635 33848, fax 01635 38345. USA telephone (303) 410 9344, fax (308) 438 0290.



*. Without double quotes, print would then first display the word
Subject:, followed by the list of al the files in the current directory
becauseof thefilenameexpansioncharacter, *. Thedoublequotesresult
iIntheexecution of thecommandprint " Subject: *" ,andthe* losesits
meaning asametacharacter and merely becomesanordinary character.

If youhadinstead used singlequotes, thentheprint commandwouldhave
appendedthecharactersSubj ect: $subj ect tothememo, whichisnotwhat
youintended.

You canpractiseus ngthemailtocommandto send messagestoyourself,
View them with the mail command. Remember to removethelogfile
whenyouhavefinished.

COMMAND LINEARGUMENTS

Another way that you can give information to ashell script isthrough
command linearguments. Although ther ead command can awaysbe
used to obtain input interactively, it isnot always the most convenient
method. Oftenitiseasier for theuser toenter whatever datathecommand
needsonthe samelineasthecommanditself.

Consderthecommandline:
cp filel file?2

Therearetwoargumentsonthiscommandline, whicharefilelandfile2,
Similarly:

1s -1 /usr/bin

also hastwo arguments, namely -1 and /usr/bin.
Thecommandline:

ps -ef | grep root

contains two commands, ps-ef and grep root, each of which hasone
argument. The | is not an argument and will not be passed to either
command.

Withinashell script you canhaveaccesstotheargumentsthat appear on
thecommandlineusedtoinvokethescript. Thecommand|linearguments
areaset of variablescalled positional parameters, their notationsbeing $1,
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$2, $3, etc. Thevaueof $1isthefirst commandlineargument, $2isthe
second, and soon.

If you consider theexample:
script one two

thenany occurrencesof $1inthescriptwill bereplacedwiththestringone,
and$2will bereplacedwithtwo. If youaregoingtoaccessthesevariables
iIn multiple placesin your script, then it isgood practice to set them to
variablenamesat the start of the script. Thismaintainsconsistency and
helpsto avoid confusionsince, asyouwill seelater, $1inthemainbody
of ascript isnot the same as $1 when used in afunction.

Hereisashell script that displaysthefirst threeargumentswithwhichit
was called. Before printing the arguments, the script displaysits own
name; $0 isalwaysequal to the name of the shell script.

$ vi param

print \$0 is: $0
print \$1 is: $1
print \$2 is: $2
print \$3 is: $3

Whenyou enter thecommandwith threecommand linearguments, you
will seethemdisplayed as, for example;

$ param hi there folks

$0 is: param
$1 is: hi

$2 is: there
$3 is: folks

If yourunpar am withtwo command lineargumentsinstead of three, $1
and $2 will be assigned thefirst two arguments, and $3 (aswell as all
subsequent positiond parameters) will beassignedthenull string. Similarly,
if yourunpar amwithout any arguments, thenall thepositiona parameters
will beassignedtheempty string. Ontheother hand, if youinvokeparam
withfivearguments, $1to$5will besettothefiveargumentsentered, and
$6 onwardswill beassignedthenull string; par am doesnot reference$4
and $5, but that does not stop valuesfrom being assigned to them.

In the Korn shéll, if you use the expression $10 to try to get a tenth
command|lineargument, theshell will interpret the$10as${ 1} 0; inother
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words, thefirst commandlineargument followedby zero. Insteadyou can
accesssuch parametersby using ${10}, ${ 11}, etc.

You also need to be aware that you cannot assign new values to the
positional parameters in the way you assign new values to ordinary
variables. For example, the following command will not assign anew
vaueto $1:

$ l=newvalue
/bin/ksh: 1=newvalue: not found

Asyouareaware, if youwant astringthat containsspacestobetreatedas
asngleargument, youmust precedethespacewithal), or enclosethestring
insingleor doublequotemarks. Inthefollowing example, notethat the
entire quoted string isassigned to $1.;

$ param "hi there" folks

$0 is: param

$1 is: hi there
$2 is: folks

$3 is:

Hereisanother examplethat illustratesthe use of variablesubstitution,
but fromadifferent perspective:

$ greeting=hello
$ param $greeting

$0 is: param
$1 is: hello
$2 is:
$3 is:

If yousetgreetingtohellother e, andyouwantthistobetrestedasasingle
argument to param, then you must surround $gr eeting with double
guoteswhen you useit asan argument to param.

Making mailto accept an argument

L et usnow modify themailto script fromtherenamedfredmail, sothat
it acceptsacommandlineargument contai ningtherecipient’sname. This
modificationwill makeit behavemorelikethemail command.

Thenew mailtofileshould bemodifiedto thefollowing:

$ vi mailto
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#1/bin/ksh

RECIPIENT=$1
LOG=Togfile_$RECIPIENT
LOGDIR=/usr/Tocal/log
TMPDIR=/var/tmp
MEMOFILE=memo_$$

# Get subject of message
print 'Subject: \c'

read subject

# Add the subject to the memo.

print "Subject: $subject" > $TMPDIR/$MEMOFILE

# The cat command reads whatever the user types and
# appends it to MEMOFILE. End the text with CTRL D.
print 'Enter message and end with “D on a blank Tline'
cat >> $TMPDIR/$MEMOFILE

# Append the date, the message, and a blank 1line to the Tog file
date >> $LOGDIR/$LOG

cat $TMPDIR/$MEMOFILE >> $LOGDIR/$LOG

print '\n' >> $LOGDIR/$LOG

# mail the message

mail $RECIPIENT < $TMPDIR/$MEMOFILE

# Remove the message now that a copy has been saved
# and it has been mailed

rm $TMPDIR/$MEMOFILE

Youwill seethat wehaveintroducedanumber of variablesat thebeginning
of thescript. RECIPIENT definesthenameof theuser whowill receive
thememo (seemethod of executionbel ow), L OG definesthenameof our
log file (which becomes a unique name because we are appending the
recipient’s nameto it), LOGDIR defines the location of our log file,
TMPDIR issettoatemporary directory name(moreonthat later), and
MEM OFI L E isthe name of thefile containing our temporary memo
(remember that the copy of thememowesendislocatedinthelogfile).

In general, any string of characterswhich areto be used multipletimes
within a script, whether they be a directory pathname, filename, or
otherwise, should always be defined as early as possible in the script.
Shouldthevauehavetobechangedat alater datethenall youneedtodo
ismakeasinglechange.

Onemagjor flaw with thescript isthat wedo not test that thereisasingle
commandlineargument, andthat itisavalidusername, beforesettingthe
RECIPIENT variable. Thereasonfor thisisthat youhavenot yet|earned
theappropriatecommandstodoso; al will berevededinafuturearticle!
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Youwill alsodiscover that asignificant task increatingany well-written
scriptwill involvecodewnhichdoesextensiveerror testingtoensurethat
your scriptisasresilient aspossible. Quiteoftenthiscan begreater than
the other codeyou need to achieveyour ends.

If two peoplerantheoldversion of mailtoat thesametime, they did not
interfere with each other, because each time the script was run, the
temporary filewasmost likely createdintheir homedirectories. However,
iIf two peopleweretorunthenew versonwiththetemporary filestill being
named memo_tmp, and located in the directory set by the TMPDIR
variable, thenboth processeswoul dtry tocreatethesamefileinthesame
directory, at thesametime.

To avoid this problem, we make sure that, each time mailtoisrun, a
different filenameisused. Asyouwill recal, $$isthevariablethatisequa
totheprocess|D of thecurrent shell process. If thetemporary filename
isof theformmemo_$%$, theneachtimemailtoisinvokeditwill berun
by a separate shell process with a unique process ID, and a different
temporary filewill becreated for each user. If two usersrunthescript at
thesametime, thetwoprocesseswill havedifferent| Ds,andtwodifferent
temporary fileswill becreated.

You might arguethat thereisvery little chance of two usersrunning the
script at thesametime, and onasystemwithasmall user basethismight
beso. But many scriptswhich start off withasingleuser, or just asmall
number of users, haveahabit of increasingin popularity, particularly if
they performafunctionnot previoudy available, andsoareintroducedto
amuchlarger user base. When thishappensall sortsof thingsstarttogo
wrongwhenthescriptissimultaneoudy executed by multipleusers, and
asageneral principleall your scriptsshould bewrittenwiththisinmind;
itisfar easier toaccommodate multipleusersinthedesign stagethanto
makechangesat alater date.

If theold version of mailtowereterminated abnormally, thetemporary
file, which the code triesto remove at the end of mailto, would not be
removed. Programsthat createtemporary filesshouldusually createthem
inadirectory thatisperiodically cleaned up by systemadministrators, and
/var [tmp shouldbeonesuchdirectory. Another dternativeistocreatethe
temporary fileinany suitabledirectory andthenintroducecodetoremove
it whenthecommandisterminated abnormally.

© 2002. Reproduction prohibited. Please inform Xephon of any infringement. 45



Torunthisnew versionof mailto, youmust specify therecipient’sname
onthecommandline;

mailto fred

What happensif morethan one argument is specified onthe command
line?Themail commandinthescript only sendsthememoto$1, sothat
only thefirst personlisted onthecommandlinewill receivethemessage.
You will later learn how to make a shell script loop over the list of
command linearguments, and performasequenceof operations, suchas
mailing afile, oncefor each argument.

All the command line arguments — $*

Thevariable $* isequal tothelist of all the positional parameters. The
following snell script illustratesthis:

$ vi all

print The parameters:

print $1 $2 $3 $4 $5 $6 $7 $8 $9

print "$*':

print $*

Whenyourunthiscommandyouwill seethat $* doesnotinclude$0, the
nameof thescript.

Althoughthereare only ninepositional parametersinthisscript, if you
enter morethannineargumentsonthecommandline, $* will includethem
all.Youcantry thisby runningall withmorethan ninearguments. Youcan
also modify this or any script to process more than 9 command line
argumentsusing the ${ 10} typenotation.

Asyoumay recall, wecreated ashell script namedword_count, which
countsthenumber of occurrencesof eachwordinafile. WWecan modify
thisscript sothat it can operateonany file, not just theonenamedinthe
original script. Thiscan bedoneby changing thefirst lineto:

tr -A "[A-Z1" "[a-z]" < $1 |

This now alows input from the file specified by $1, rather than by
redirectingtheinput frommytext.

Wecanfurtherimproveonword_count by makingitoperateonmorethan
onefile. You may betempted to changethefirst tr command to read:
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tr -A "[A-Z]1" "[a-z]" < $1 $2 $3 $4 $5 $6 $7 $8 $9 |

or:

tr -A "[A-Z]" "[a-z]" < $* |

Neither of thesecommandswill work becausethestandardinput canbe

redirected from one file only. This can be overcome by using the cat
commandtojoinal thefilestogether. For example:

cat $1 $2 $3 $4 $5 $6 $7 $8 $9 |
tr -A "[A-Z]1" "[a-z]1" |

or.

cat $* |
tr\ _A Il[A_Z]II ll[a_Z]ll I

You should use $*, rather than listing the positional parameters, if you
want this script to be able to deal with more than nine filenames. You
shoulda sonotethat thisversionof word_count will producecombined
totalsof the occurrencesof wordsinall files, and notinindividual files
listed one after the other.,

The number of command line arguments — $#

$# is another automatically maintained variable, and is equal to the
number of command linearguments. It doesnot includethenameof the
script. Thefollowing shell script ssmply printsthenumber of arguments
withwhichitwasinvoked:

$ vi count
print $#
Try thisscript by entering:

$ count
@

$ count hi there
2

$ count 'hi there'
1

Tonto Kowal ski
Guru (UAE) © Xephon 2002
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AlX news

Micro Focus has announced the general
availability of the only 64-bit COBOL
development environment for AIX 5. Micro
Focus Server Express is now capable of
providing busi nessesmaximum performance
from both the processor and updated
operating system architecture.

For further information contact:

Micro Focus, Old Bath Road, Newbury,
Berk, RG14 10N, UK.

Tel: (01635) 32646.

URL: http://www.microfocus.com/press/
releases/20020514.asp.

* % *

IBM has announced Version 2 of its
Workstation APL2 V2 application
development and data exploration tools for
use on AlX, Linux, Solaris, and Windows.
New features include support for Linux on
PC-compatible systems, namespaces for
application encapsulation and reuse,
interface to Tcl/Tk command language for
platform-independent GUI development,
and APL2RuntimeLibrary for distribution of
APL2applications.

The programming language is used by both
developers and interactive end users for
application development and problem
solving, targeting both commercial and
scientific applications in areas such as
commercia data processing, system design
and prototyping, engineering and scientific
computation, artificial intelligence, and the
teaching of mathematics and other subjects.
It supports what-if modelling, exploratory
programming, interactive computing,
decision support, and data analysis. It

manages|arge quantities of dataand enables
development of applications that can be
deployed on both host and workstation
systems.

The latest version combines the features of
previous workstation APL2 products for
AlX, Solaris, and Windowswith support for
Linux on PC-compatible systems.

For further information contact your local
IBM representative.
URL: http://www.ibm.com/software.

* % %

ValiCert has released Version 3.5 of
SecureTransport for AIX 5.1. Theproductis
asecure document and datadelivery system.

The new release provides a new browser-
based ActiveX client for Internet Explorer
users, increasingtheefficiency andreliability
of their filetransfer whilelowering customer
support and software distribution costs.
There are new, customizable end-user
interfaces, and an improved authentication
framework.

Theproduct now offerscustomizableHTML
templates, which maintain visual continuity
for existing Web portals, preserve corporate
branding, and can be customized to include
application-specificuser interfaces.

For further information contact:

Valicert, 1215 Terra Bella Avenue,
Mountain View, CA 94043, USA.

Tel: (650) 567 5400.

URL: http://www.valicert.com/products/
secure_transport.html.
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