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Show all user authorizations

I have written this utility for two reasons – first, to help DBAs with
problem solving, and, secondly, for security departments before issuing
GRANT/REVOKE statements.

I tested it with OS/390 2.5, TSO 2.6.0, ISPF/PDF 4.5, and DB2 5.2.

This utility brings all user authorizations and privileges from the DB2
catalog for a given userID or groupID. It automatically creates a
sequential dataset whose format is <UserID>.SHOAUTH.INF, and
writes the information to it.

Part of the output screen is shown in below:
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There are two parts of this utility. The first part is the user interface,
which is a combination of REXX, CLIST, and ISPF panel. The second
part is a COBOL/DB2 program that gets the information from the DB2
catalog.

The catalog tables used in this utility are:

• SYSIBM.SYSTABAUTH

• SYSIBM.SYSUSERAUTH

• SYSIBM.SYSRESAUTH

• SYSIBM.SYSPLANAUTH

• SYSIBM.SYSPACKAUTH

• SYSIBM.SYSDBAUTH
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• SYSIBM.SYSCOLAUTH.

The REXX EXEC is DB2AUTH, the ISPF panel is SHOWAUTH, the
CLIST is SHOWAUT2, and the COBOL/DB2 program is SHOWAUTH.

DB2AUTH
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SHOWAUT2
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Editor’s note: this article will be concluded in next month’s issue.

Mehmet Cuneyt Goksu
DB2 Specialist (Turkey) © Mehmet Cuneyt Goksu 2002

Space calculation for a tablespace

We have developed a program to determine the space allocated and
space used for the tablespaces in a database. In our shop, we use this
program to determine the space needed to take an image copy of that
database. By using this program, we find the currently allocated space
for each tablespace and choose a medium to take the back-up. That
medium may be a cartridge or a disk. If the back-up is to be taken on
disk, then the primary and secondary allocations are calculated using
the program.

This program can be used in different ways also:

• To determine whether the space allocations are efficient or not. For
example, if a tablespace is allocated as 600 cylinders but only 1
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track is used, that tablespace size can be altered.

• To determine whether we have to add more disks to the storage
groups.

This program can also be extended to be used for VSAM files.

The program is called from JCL. The first step of the JCL takes an
unload of the names of all the tablespaces in a database. In the second
step, it uses the names of the tablespaces as input, and writes the name
of the tablespace, the space allocated by that tablespace, and the space
used by that tablespace for every tablespace in the database.

THE JCL TO CALL THE REXX PROGRAM
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DB2 OLAP Server with DB2 OLAP Server Miner and
DB2 OLAP Server Analyzer

DB2OS VERSION 7.1

DB2 OLAP Server (DB2OS) provides rapid, intuitive, multidimensional
analysis for requirements such as ‘Show best and worst students in
Computer Engineering’. DB2OS includes a no-cost DB2 OLAP Server
Miner (DB2OSM) to combine OLAP and data mining technology. The
key difference is that OLAP is hypothesis-driven while data mining is
discovery-driven. OLAP is best suited for ‘what’ queries like ‘What
business units are performing poorly?’ or ‘What products have cost
overruns?’. Data mining is better at ‘why’ questions used to pinpoint
anomalies like ‘Why have sales declined in the third quarter in the
Northeast?’ DB2OS benefits include:

• Integrates Hyperion Essbase OLAP products with DB2 UDB.
More than 70 third-party vendors provide analytical tools and
applications that interface to the Essbase API. Some of the biggest
include Brio, Business Objects, Microsoft, Netscape, and
PeopleSoft.

• Combines powerful multidimensional analysis with a
comprehensive set of more than 100 built-in financial, mathematical,
and statistical functions.

• Provides tools for full-function Web access.

• Supports concurrent read/write operations for ‘what-if’ applications
such as forecasting and budgeting.

• Combines the flexibility of a relational database and performance
of an OLAP multidimensional cube. A cube has dimension tables
like time, markets, products, measures, and fact tables that contain
cube data values. OLAP provides usability tables such as cube
catalog table, cube catalog view, cube table, cube view, etc.

For more information, see my OLAP articles in DB2 Update: Using
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OLAP with DB2, Issue 102 (April 2001), DB2 OLAP Server for OS/390
Version 7.1, Issue 103 (May 2001), and DB2 OLAP Server for OS/390
V7.1: DB2 Warehouse Manager, Issue 105 (July 2001).

DB2OSM

IBM’s Almaden Research Center developed DB2 OLAP Server Miner
(DB2OSM) as “an opportunity-discovery feature for DB2OS” by
marrying discovery analysis with multidimensional analysis. It applies
data mining algorithms to OLAP cubes to find interesting values,
providing analysts with a starting point for deeper exploration.

Deviation detection finds interesting values in a loaded OLAP subcube.
The subcube is defined by specifying the source cube, number of
reportable deviations, and individual dimension members and
combinations. Analysts receive identified individual deviations.

For example, to find deviant values in actual sales where Sales is in the
Measures dimension and Actual is in the Scenario dimension:

• Extract OLAP data corresponding to Sales and Actual dimensions.

• Apply the deviation detection mining algorithm to extracted cells.

• Write all deviations to OLAP Miner Deviation Viewer or a
spreadsheet providing deviation magnitude. Magnitude shows the
calculated difference from surrounding values with larger
magnitudes being more significant.

• Analysts can use Deviation Viewer or DB2OS spreadsheet to
continue investigation of specific red highlighted deviant cells.

PATENT

IBM designed and optimized the deviation detection algorithm to apply
statistical models and data mining techniques to OLAP subcubes to
find deviant values. IBM believes deviation detection is an ‘invention’
worthy of a patent. The title is A method for determination of an
exception in multi-dimensional data. It contains substantive information
on how deviation detection works, including how to:
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• Determine an expected value for a set of cells in an OLAP subcube
using ANOVA (ANalysis Of VAriance between groups). ANOVA’s
major benefit is having one result for normal and null hypotheses.

• Determine each cell residue.

• Scale residuals for magnitude.

• Compare scaled residues to a threshold value to isolate deviant
values.

IBM’s goal is to provide an easy method for ensuring that no abnormal
data patterns are missed when exploring a data cube of any data
dimensions or hierarchies. Paradigms of pre-excavated exceptions are
used to drastically reduce the quantity of drill-downs and selection steps
normally required by large data cubes.

PROCEDURE

The general procedure is:

• Calculate expected values for all cells i of an OLAP cube using
ANOVA.

• Residual i = observed value of cell i minus expected value of cell
i.

• Calculate standard deviation for all cells i of the same aggregate
value (standardized residual i = residual i divided by standard
deviation).

• Determine whether standardized residual i > threshold.

DB2OSA

DB2 OLAP Server Analyzer (DB2OSA) is an add-on feature allowing
end users to access analytical data in the enterprise or Web. It employs
point-and-click, colour-coding, exception alerts, calculated metrics,
etc, so novices and experts can do complex analyses.

Developers use the Analyzer API Toolkit (DB2OSAT) to invoke
DB2OSA functions in Web-based applications using standard
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development tools like Java or HTML. Use Java for highly interactive
data navigation and manipulation. Employ HTML for thin-client
deployment to many users. Use Java API to develop fully customized
applications.

SUMMARY

DB2OSM adds another powerful analytical tool for effectively exploring
and mining OLAP cubes. DB2OSA and DB2OSAT add Web interfacing
and access tools making DB2OS a complete package allowing IBM to
get closer to its goal of providing a single version of truth at all
organizational levels.

Caveat: the data must be accurate and current. The old DP maxim of
Garbage In, Garbage Out (GIGO) still applies, particularly when so
many users are making important decisions based on that data.

REFERENCES

M Keller & D Roller, A method for determination of an exception in
multi-dimensional data, IBM. Available from IBM.

The author recommends acquiring The IBM Business Intelligence
Solutions CD for extensive examples including Return on Investment
(ROI). The CD also contains many white papers. Available from IBM.

Eric Garrigue Vesely
Principal/Analyst
Workbench Consulting (Malaysia) © Xephon 2002

DB2 Recovery Log – detailed analysis of user
update activities

Our computer system serves a large number of customers, so online
transactions (triggered from a wide network of classic terminals,
Internet, and devices like answering machines and ATMs), are processed
round-the-clock, and large-scale batch work is carried out as well. In
this environment there are times when the need arises to find out by
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whom and when some data was changed. To satisfy these requests we
developed an online auditing tool for tracing the history of changes
made to user DB2 tables.

Extracting data from a recovery log is not an easy task because
considerable work has to be done to locate the log range where
information resides and, afterwards, the detailed report produced by the
DSN1LOGP utility is not particularly readable. So the following
procedure is designed to filter criteria like dates, times, and tables,
interpret the log records that represent user record changes (insert,
update, and delete records in a data page), and display the output in a
convenient presentation form.

Our installation is currently using DB2 OS/390 Version 5 with production
and test subsystems installed. The procedure consists of:

• LOGR0 – application start-up REXX EXEC.

• LOGR1 – log information (main REXX EXEC)

• LOGP0 – log information (main input panel)

• LOGP1 – log information (user tables display panel)

• LOGP2 – log information (log summary display panel).

The main REXX EXEC calls the stand-alone utilities DSN1PRNT,
DSNJU004, and DSN1LOGP and the program SQLISPF (published in
the July and August 2001 issues of DB2 Update). Regarding the fact
that the DSN1LOGP utility cannot be used on active log datasets when
DB2 is running, if the change being considered has not already been
archived, the command -ARCHIVE LOG (which initiates the off-load
task) should be executed. It is also assumed that archive logs are stored
on tape.

The parameters required on the main input panel are DB2 subsystem
name (DSN or DBT at our installation) and the date (given in the form
yyyy/mm/dd) when the modification occurred. The names of the DB2
load modules library, bootstrap, and Syslgrnx VSAM dataset are
generated according to the chosen DB2 subsystem. The main input
panel is shown below:

�����������������������C���� 
����,�� ����������������������������
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The next panel, which is shown below, lists all the user tables. The list
can be searched by database, table space, or table name, and then the
required table (and the corresponding tablespace) can be selected.
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Log ranges relating to the selected table space and the previously chosen
date frame are extracted from the output of the DSN1PRNT utility run
on the SYSLGRNX table space. Then, by using the list of archive log
datasets obtained from the DSNJU004 utility and taking into account
only those where extracted log ranges belong, we reduce the amount of
the log that, after being copied to a temporary dataset, will be processed
further.

Below is a modified DSN1LOGP summary report for the selected table
space.The last two columns in the panel represent the disposition and
status of the unit of recovery (UR), while the meaning of other columns
is obvious. Focusing on the concrete UR log range is pretty easy,
because we usually have some additional information, like approximate
time of the modification, connection-name, correlation-id, authorization
ID, and/or plan used to update the specific table.
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Then, based on output from the DSN1LOGP utility (this time limited
to log records that represent data changes for the just selected log range)
and extracting records for the selected table only, the final, easy-to-
analyse, detailed report is generated as shown below:
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Several excerpts from different reports are shown below, just to present
some cases of various data formats. This procedure covers the following
column data types: INTEGER, SMALLINT, DECIMAL, FLOAT,
REAL, CHARACTER, VARCHAR, DATE, TIME, and TIMESTAMP.
VARCHAR is supported in all kinds of data change if, as recommended,
it represents the data type of the last column(s) in the table.
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NEON Systems has announced that it has
added BEA WebLogic Platform 7.0 support
to its ShadowConnect and ShadowDirect
products.

With this integration, the NEON and BEA
solutions provide JCA, JDBC, or ODBC
access to mainframe data sources and
transactional environments supporting
CICS, IMS,  DB2,ADABAS, Natural,
IDMS, and flat files.

ShadowDirect J2EE connectors for z/OS are
now certified for BEA WebLogic.

For further information contact:
NEON Systems, 14100 Southwest Freeway,
Suite 500, Sugar Land, TX 77478, USA.
Tel: (281) 491 4200.
NEON Systems UK, No 1 High Street,
Windsor, Berkshire SL4 1LD, UK.
Tel: (01753) 752800.
URL: http://www.neonsys.com.

* * *

Following its June acquisition of Metamerge,
IBM has announced the LDAP-based
Directory Server 4.1, promising a software
infrastructure for identifying enterprise
resources, controlling access to networked
systems, and deploying Web services
securely across leading operating systems,
including Linux, for Intel and zSeries servers.
The metadirectory software aggregates
directory information that may be stored in
directories or databases provided by multiple
software vendors and running on a variety of
operating systems.

Also introduced is new Metadirectory and
Directory Professional Services to help with
the analysis, design, and deployment of

enterprise directory and metadirectory
applications.

Built on DB2 and supporting AIX, HP-UX,
Linux, Solaris, and Windows 2000, the
software provides a common identity
infrastructure for Web applications that can
use Directory Server to identify network
users and resources.

It also provides directory functions that link
user data so that security applications get
simplified access to the data, to help provide
user provisioning and access management
across Web and legacy applications.
It’s out now for free as a download.

For further information contact your local
IBM representative.
URL: http://www.ibm.com/software.

* * *

Syncsort has announced Version 2.1.5 of its
Backup Express enterprise back-up and
restore software, which includes enhanced
NDMP features, improved flexibility of
media and job control, and advanced remote
deployment, device auto-configuration, and
cluster support.

There’s expanded platform support for
database interfaces including DB2, Lotus
Notes, and Sybase, plus new NetWare node
copy function support.

For further information contact:
Syncsort, 50 Tice Boulevard, Woodcliff
Lake, NJ 07677, USA.
Tel: 201 930 8200.
URL: http://www.syncsort.com/bexpress/
bexpress29.htm.
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