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Backing up a Unix queue manager that uses linear
logging

In common with al production IT systems one of the housekeeping
functionsthat youwill needto doonaregular basisfor your Unix queue
managersistoback upthefilesystemsthey use. If you' vefollowed | BM’s
recommendationstherewill betwo suchfilesystems: onefor thequeue
manager’sdataand onefor itslogs. Itisvitally important that thesetwo
arecompl etely insyncwhenabackupistaken, andthemaqgbackup scriptand
thoseit callswill ensurethis.

Inorder to prevent any new messagesarrivingwhilst thebackupistaken,
al channd sarestoppedandthequeuemanager isended. Immediately prior
to its being brought down, the system ‘record media image’
commandrcdmgimgisruntowriteanimageof al thequeuestothelogs
(for useinmediarecovery).

The channelsare stopped by routing the output of an MQSC DISPLAY
CHANNEL command, enhancingitwithawk, andwritingittoatemporary
filethat will bepipedback intoM QSC. Inthesescriptsthreesuchfileswill
becreated: onethatissuesanormal STOPCHANNEL command, onethat
repeatsthiswith MODE(FORCE) for any that are still up, and one that
1ssuesSTART CHANNEL commandsoncethebackuphascompletedand
thequeuemanager hasbeenrestarted.

Once the queue manager isback up and running, the linear logs can be
cleaned up using the cleanmglogs script from the M S62 Support Pack.
This highlights any logs that the queue manager no longer needs by
compressing them. Any such compressed filesthat aremorethan seven
daysoldareautomatically erased.

Hereisthe consol e output from running mgbackup.

MQBACKUP
$ mgbackup MYQMGR
@783889, 5765-B75 (C) Copyright IBM Corp. 1994, 200@. ALL RIGHTS
RESERVED.
Starting MQSeries Commands.
1 : stop CHANNEL(BXLAR17_MYQMGR)
AMQ8@19: Stop MQSeries channel accepted.
2 : stop CHANNEL(CREWLINK.SVRCONN)
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AMQ8@19: Stop MQSeries channel accepted.
3 : stop CHANNEL(MQS2_MYQMGR)
AMQ8@19: Stop MQSeries channel accepted.
4 : stop CHANNEL(SMPD9_MYQMGR)
AMQ8@19: Stop MQSeries channel accepted.
5 : stop CHANNEL(MYQMGR_BXLAR17)
AMQ8@19: Stop MQSeries channel accepted.
6 : stop CHANNEL(MYQMGR_MQS2)
AMQ8@19: Stop MQSeries channel accepted.
7 : stop CHANNEL(MYQMGR_SMPD9)
AMQ8@19: Stop MQSeries channel accepted.
8 : stop CHANNEL(MYQMGR_SPLHRL@6)
AMQ9533: Channel *"MYQMGR_SPLHRL@6" is not currently active.
9 : stop CHANNEL(SUNSMPD2_MYQMGR)
AMQ8@19: Stop MQSeries channel accepted.
19 : stop CHANNEL(TO.MYQMGR)
AMQ8@19: Stop MQSeries channel accepted.
1% MQSC commands read.
No commands have a syntax error.
1 valid MQSC commands could not be processed.
Channels stopped with errors
@783889, 5765-B75 (C) Copyright I1BM Corp. 1994, 20@@. ALL RIGHTS
RESERVED.
Starting MQSeries Commands.
1 : stop CHANNEL(BXLAR17_MYQMGR) mode(force)
AMQ9533: Channel "BXLAR17 _MYQMGR® is not currently active.
2 : stop CHANNEL(CREWLINK.SVRCONN) mode(Fforce)
AMQ9533: Channel *CREWLINK.SVRCONN®" is not currently active.
3 : stop CHANNEL(MQS2_MYQMGR) mode(force)
AMQ9533: Channel *MQS2_MYQMGR" is not currently active.
4 : stop CHANNEL(SMPD9_MYQMGR) mode(force)
AMQ9533: Channel "SMPD9 MYQMGR® is not currently active.
5 : stop CHANNEL(MYQMGR_BXLAR17) mode(force)
AMQ9533: Channel *MYQMGR_BXLAR17®" is not currently active.
6 - stop CHANNEL(MYQMGR_MQS2) mode(force)
AMQ9533: Channel *MYQMGR_MQS2" is not currently active.
7 - stop CHANNEL(MYQMGR_SMPD9) mode(force)
AMQ9533: Channel "MYQMGR_SMPD9" is not currently active.
8 : stop CHANNEL(MYQMGR_SPLHRL®@6) mode(force)
AMQ9533: Channel *MYQMGR_SPLHRL@6" is not currently active.
9 : stop CHANNEL(SUNSMPD2_MYQMGR) mode(force)
AMQ9533: Channel *SUNSMPD2_MYQMGR® is not currently active.
10 : stop CHANNEL(TO.MYQMGR) mode(force)
AMQ9533: Channel "TO.MYQMGR" is not currently active.
1@ MQSC commands read.
No commands have a syntax error.
14 valid MQSC commands could not be processed.
Channels force stopped with errors
Media image for object MYQMGR, type catalogue recorded.
Media image for object MYQMGR, type gmgr recorded.
Media image for object SYSTEM.DEFAULT.PROCESS, type process recorded.
Media image for object SYSTEM.DEFAULT.NAMELIST, type namelist recorded.
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BXLAR17, type queue recorded.
CREWLINK.IMS.REPLY, type queue recorded.
CREWLINK._MAGELLAN.QUEUE, type queue recorded.
CREWLINK.TO.IMS, type queue recorded.
FROM_MQS2, type queue recorded.

FROM_SMPD9, type queue recorded.
IMSATS.REPLY.QUEUE, type queue recorded.
IMSDEV.REPLY.QUEUE, type queue recorded.
JS.IMS.IN, type queue recorded.

JS_IMS.OUT, type queue recorded.

JS.IMSATS.IN, type queue recorded.
JS.TESTIMSIN, type queue recorded.
MAGELLAN.CREWLINK.QUEUE, type queue recorded.
MQS2.XMITQ, type queue recorded.
OW.CLUSTER.TEST, type queue recorded.

OW_.TEST, type queue recorded.

SMPD9, type queue recorded.

MYQMGR .DEADLQ, type queue recorded.

MYQMGR.TO. IMSATS, type queue recorded.
MYQMGR.TO. IMSDEV, type queue recorded.
SPLHRL@6, type queue recorded.

SUNSMPD2, type queue recorded.
SYSTEM.ADMIN_CHANNEL .EVENT, type queue recorded.
SYSTEM.ADMIN.COMMAND.QUEUE, type queue recorded.
SYSTEM.ADMIN.PERFM_EVENT, type queue recorded.
SYSTEM.ADMIN.QMGR.EVENT, type queue recorded.
SYSTEM.AUTH.DATA.QUEUE, type queue recorded.
SYSTEM.CHANNEL. INITQ, type queue recorded.
SYSTEM.CHANNEL .SYNCQ, type queue recorded.
SYSTEM.CICS.INITIATION.QUEUE, type queue

SYSTEM.CLUSTER.COMMAND .QUEUE, type queue
SYSTEM.CLUSTER.REPOSITORY.QUEUE, type queue
SYSTEM.CLUSTER.TRANSMIT.QUEUE, type queue
SYSTEM.DEAD.LETTER.QUEUE, type queue recorded.
SYSTEM.DEFAULT.ALIAS.QUEUE, type queue recorded.
SYSTEM.DEFAULT.INITIATION.QUEUE, type queue
SYSTEM.DEFAULT.LOCAL.QUEUE, type queue recorded.
SYSTEM.DEFAULT.MODEL .QUEUE, type queue recorded.
SYSTEM.DEFAULT.REMOTE.QUEUE, type queue

SYSTEM_MQSC.REPLY.QUEUE, type queue recorded.

AMQ7467: The oldest log file required to start queue manager MYQMGR is

SBPP0328 . LOG

AMQ7468: The oldest log file required to perform media recovery of
queue manager is S@PP03?8.L0G

Media image recorded OK
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stop.gmgr started at Fri Jul 19 @7:55:24 BST 20@2
Fri Jul 19 @7:55:24 BST 2@0@2 stop.gmgr Performing immediate shutdown on
MYQMGR . BW
---. waiting for up to 3@ seconds ...

MQSeries queue manager ending.
MQSeries queue manager ended.
Fri Jul 19 @7:55:34 BST 2002 stop.gmgr Queue Manager MYQMGR already
stopped

stop.gmgr finished at Fri Jul 19 @7:55:35 BST 20@2
The two filesystems were backed up here #
queue manager “MYQMGR®™ started.
5765-B75 (C) Copyright 1BM 1994, 200@.
MQSeries Commands.
start CHANNEL(BXLAR17_MYQMGR)
Start MQSeries channel accepted.
start CHANNEL(CREWLINK.SVRCONN)
Start MQSeries channel accepted.
start CHANNEL(MQS2_MYQMGR)
Start MQSeries channel accepted.
start CHANNEL(SMPD9_MYQMGR)
Start MQSeries channel accepted.

5 : start CHANNEL(MYQMGR_BXLAR17)
AMQ8@18: Start MQSeries channel accepted.

6 : start CHANNEL(MYQMGR_MQS2)
AMQ8@18: Start MQSeries channel accepted.

7 : start CHANNEL(MYQMGR_SMPD9)
AMQ8@18: Start MQSeries channel accepted.

8 : start CHANNEL(MYQMGR_SPLHRL@6)
AMQ8@18: Start MQSeries channel accepted.

9 : start CHANNEL(SUNSMPD2_MYQMGR)
AMQ8@18: Start MQSeries channel accepted.

19 : start CHANNEL(TO.MYQMGR)
AMQ8@18: Start MQSeries channel accepted.
1% MQSC commands read.
No commands have a syntax error.
All valid MQSC commands were processed.
Channels started OK
cleanmglogs: MYQMGR: Needed for Media Recovery: S@@0@@d8.L0G
cleanmglogs: MYQMGR: Needed for Qmgr Restart: S@PPBD9 . LOG

#
MQSeries
7783889,
Starting
1 :
AMQ8@18:
2 :
AMQ8@18:
3 :
AMQ8@18:
4 :
AMQ8@18:

ALL RIGHTS RESERVED.

About
About
About
About
About
About
About
About

to
to
to
to
to
to
to
to

compress
compress
compress
compress
compress
compress
compress
compress

MYQMGR"s
MYQMGR"s
MYQMGR"s
MYQMGR"s
MYQMGR"s
MYQMGR"s
MYQMGR"s
MYQMGR"s

SPPPBBDD . LOG
SPPP33D1 . LOG
SPPPBDBD32 . LOG
SPPP3DP3 . LOG
SPPBB004 . LOG
SPPDBDD5 . LOG
SPPPDDBD6 . LOG
SPPPBBDB7 . LOG

The four scripts that make up this utility are show below:
#1/bin/ksh

# Script: mgbackup

# Purpose: This is the controlling script to backup up a Queue
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Manager"s #

# file systems
# It take the name of the Queue Manager as its only parameter
if [[ $# -ne 1 11
then
print "Usage is: mgbackup gmgrname'
exit 1
Ti

pre.backup $1

# In here you should place the commands that will backup the Queue
Manager®"s #

# two file systems:

# These are usually /var/mgm and /var/mgm/log

print " "

print
Print VHAHHHHAR R R R R
Print VHAHHHHAR R R R R
Print VHAHHHHAR R R R R
print UHAHAHS R R
print " "

print
post.backup $1

#1/bin/ksh

# Script: pre._backup

# Purpose: This script does a number of things before the queue manager

# is run:
# 1 creates the file with the commands to stop all the channels
# 2 creates the file with the commands to start all the channels
# 3 stops all the channels
# 4 runs "record media image® for the queuemanager ready for backup
# 5 stops the queue manager it [[ $# -ne 1 1]
then
print "Usage is: pre.backup gmgrname"
exit 1
fi

integer big_rc=0

# Create a file with the command in

echo "display channel(*)" > display.chan

# Create a fTile to stop the channels nicely

/usr/bin/runmgsc $1 < display.chan | grep CHLTYPE | grep -v SYSTEM |
awk "{print "stop "$1}" > stop.channel

# Create a file to stop the channels for sure using FORCE
/usr/bin/runmgsc $1 < display.chan | grep CHLTYPE | grep -v SYSTEM |
awk "{print "stop "$1" mode(force)"}" > force.channel

# Create a fTile to start the channels

# We need to do this now while the queue manager is still up!
/usr/bin/runmgsc $1 < display.chan | grep CHLTYPE | grep -v SYSTEM |
awk "{print "start "$1}" > start.channel

# Stop the channels nicely

/usr/bin/runmgsc $1 < stop.channel

case $? in
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?) print "Channels stopped OK" ;;

19) print “"Channels stopped with errors” ;;
20) print "runmgsc for channel stop failed® ;;
*) print “Error*

esac

# Give them a chance

sleep 10

# Stop the channels, no question
/usr/bin/runmgsc $1 < force.channel
case $? iIn

2) print "Channels force stopped OK®" ;;

19) print “"Channels force stopped with errors® ;;

20) print "runmgsc for channel force stop failed"; big_rc=big _rc+1@
*) print “Error-

esac

# Give them a chance

sleep 10

# Record the media image of the queues and their contents
# ready for the backup

/usr/bin/rcdmgimg -1 -m $1 -t all \*

case $? iIn

2) print "Media image recorded OK" ;;

132) print "Damaged object found® ;;

135) 3s

*) print "Error recording media image"; big rc=big rc+1@ ;;
esac

# Stop the queue manager

#

stop.gmgr $1

exit $big_rc

#1/bin/ksh

# Script: stop.gmgr

# Purpose: This script will shutdown the Queue Manager ensuring all
# processes have terminated before the backups can be run...
# It takes just one parameter - the name of the Queue Manager
# Check if we are in debug mode

[[ ${VERBOSE_LOGGING} = "true" ]] && set -x

# explicitly set our path to pick up our commands
PATH=""/usr/bin:/bin:/usr/sbin:/etc:/usr/local/bin"

export PATH

PROGNAME=""${@##*/}"" # The name of this program

# We expect a single parameter of a queue manager nam

ifF[L$# 1=11]

then
echo "\nusage: ${PROGNAME} <queue manager>\n"
exit 255

fi

echo echo "\t${PROGNAME} started at $(date)"
echo # Set any common variables here
# As per MQSeries System Management guide:
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PROGRAM_KILL_ORDER="amghasmx amgharmx amgzllp@ amqzlaa@ amqzfuma
amgzxma@ amgrrmfa"

QMGRS=%$1

# Function to check is a Queue Manager is still running #
check_gmgr()

{

if [ "ps -ef | egrep -v

""grep]amqgcrsta] runmgsc|stop.gmgr|mgbackup]pre.backup™ | grep -c $QMGR™
-ne @ ]

then return 1 # Still running

else return @ # Stopped

fi

}

# Function to stop Queue Manager #

stop_gmgr(Q)

{

# 1Immediate shutdown
check_gmgr
if [ $2 -ne @ ] ; then
echo “date” $PROGNAME Performing immediate shutdown on $QMGR
endmgm -1 $QMGR &
echo ™ .... waiting for up to 3@ seconds ...
for 1 in 12 3
do
sleep 10
check_gmgr
if [ $? -eq @ ] ; then
break
Ti
done
else
echo “date” $PROGNAME Queue Manager $QMGR already stopped
return
Ti
# pre-emptive shutdown
check_gmgr
if [ $? -ne @ ] ; then
echo “date” $PROGNAME Performing pre-emptive shutdown on $QMGR
endmgm -p $QMGR &
echo ™ .... waiting for up to 6@ seconds ...
for 1 in123456
do
sleep 10
check_gmgr
if [ $? -eq @ ] ; then
break
Ti
done
else
echo “date” $PROGNAME Queue Manager $QMGR already stopped
return
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fi
# Kill off any remaining tasks
check_gmgr
if [ $? -ne @ ] ; then
for PROGRAM in $PROGRAM_KILL_ORDER

do
PID="ps -ef|grep $QMGR]grep $PROGRAM|Jawk -F" ' *{print $2}""
if [ "."$PID 1= """ ] ; then
echo “date” $PROGNAME "Killing (-9) PID $PID $PROGRAM"
kill -9 $PID
echo ™ .... waiting for 1@ seconds ..."
sleep 10
fi
done
fi

}

# Function to clean up Processes
function cleanup_processes

{
for PROC in DCSQMain runmgsc amqgcrsta
do
ps -ef]grep -i $PROC|egrep -v greplawk "{print $2}"|while read PID
do
if [[ $PROC = runmgsc 1]
then
ps -fp $PID|grep -q $QMGR && kill -9 $PID
else
kill -9 $PID
Ti
done
done

} # end of cleanup_processes
# ascertain the 0S and set any specific variables here
0S=$(uname -s)
case $0S in
"ALX™)
# Set any IBM AIX specific parameters

"Sun0S™)
# Set any SUN Solaris specific parameters

n*n)

# Not a recognised 0S

echo "ERROR: the operating system is not known"
exit 255

esac
# Main code #
for QMGR in $QMGRS
do
stop_gmgr
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cleanup_processes
done
echo echo "\t${PROGNAME} finished at $(date)"
#1/bin/ksh
# Script: post.backup
# Purpose: This script does a number of things after the queue manager
back-up is run:
restarts the queue manager
starts all the channels
runs cleanmgqlogs to compress old log files
deletes compressed log files over 7 days old
deletes temporary files
if [[ $# -ne 1 11
then

H o H R H
a s> wN P

print "Usage is: post.backup gmgrname"
exit 1

fi

# Start the queue manager

/usr/bin/strmgm $1

# Start the channels

/usr/bin/runmgsc $1 < start.channel

case $? in

?) print "Channels started OK-

19) print "Channels started with errors-
20) print "Channels start failed " ;;

*) print “Error® ;;

esac

# Run IBM support pack MS62 (cleanmglogs) to compress unneeded log
files cleanmglogs -Z $1

# Get rid of compressed logs over 7 days old

cd /var/mgm

find . -mtime +7 -name "*_L0G.Z" -exec rm -f {} \;

# Get rid of the temporary files

rm display.chan

rm stop.channel

rm force.channel

rm start.channel

Chris Bell, Systems Consultant
British Airways (UK) © Xephon 2002

WebSphere MQ V5.3 clustering: hints and tips

INTRODUCTION
A number of changesto the MQSC commands have been madefor the
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WebSphereM Q (WSMQ) clustering supportinV5.3tomakeiteasierto
recover acluster after aproblem. Thisarticlesprovidessomehintsandtips
on how to usethese commandseffectively. Beginning with alook at the
key points that should be adhered to when creating a cluster,
wegoontofocusonthechanne sthat makeupthebackboneof thecluster
and onwhich everything el serelies. Continuing with an examination of
someproblemsthat havebeenencounteredwhenusingclustering, weshall
also discussways of fixing them. Theaimisthat by combining a better
understanding of how clusterswork withtheadditional functionsprovided
InV5.3 usersshould find it smpler to maintain clusters.

I’m assuming that readers have a basic understanding of what MQ
clusteringis. If not, | would recommend reading thefirst few chaptersof
the WSMQ Queue Manager Clustersmanual before proceeding.

TERMINOLOGY

From here on wetalk about partial repository and full repository queue
managers. A full repository queue manager holdsacompleteview of a
cluster, ieitknowsabout all thequeuemanagersinthecluster, thecluster
gueues they host, and which other queue managers in the cluster are
interested in the queues. It is recommended that there are two full
repositoriesfor acluster in order to avoid asingle point of failure.

All other queuemanagerswithinacluster holdapartial view of thecluster.
This means that they know only about the cluster queue managers and
cluster gueuesthat arerequired by applicationsontheir queuemanagers.
If apartial repository needsto find out about aqueue or queue manager
within the cluster, it will subscribe for the information from two full
repository queuemanagersandthenaddtheinformationtoitsownpartid

repository.

DEFINING CLUSTER CHANNELS

ThekeytousingMQ clustering successfully isthecorrect definitionand
mai ntenanceof themanually defined cluster channel sonqueuemanagers
withinthecluster. L et’ sstart by looking at thetwodifferent typesof cluster
channel andwhat they areusedfor.
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Manually defined cluster sender channels

A manually defined cluster sender channel hasadightly differentmeaning
dependingonwhether itisdefined onapartial repository queuemanager
or afull repository queue manage.

Onapartial repository queuemanager it can bethought of asabootstrap
to get agueue manager up and running inthe cluster. The channel must
pointat afull repository for thecluster. Thisisthefull repository that the
new queue manager will useinitially to subscribefor information about
other full repositoriesinthe cluster.

Once the new queue manager has the information about all the full
repositoriesinthecluster it nolonger requiresthemanually defined cluster
sender definition becauseit can automatically createchannelstothefull
repositories. However, when making a choice between which two full
repositoriesto usewhen publishing or subscribing for queuesand queue
managers within the cluster, those full repositories that have manually
defined cluster sender channel stothemarepi cked ahead of automatically
defined cluster sender channels. Soif youwant somecontrol over which
full repositoriesapartial repository usesyou shoulddefinemanual cluster
sender channelstothem.

(Notethat thisdoesnot guaranteethat subscriptionswill only bemadeon
those full repositories to which you have defined the manual cluster
senders. The queue manager makesits choice of repository based on a
number of different criteria, suchasthechannel state, iearunning channel
ISbetter thanaretryingone. If theother criteriaareall equal thenmanually
defined channel stakeprecedence.)

Onafull repository themanually defined cluster sender channel sareused
to tell the queue manager which other full repositoriesfor the cluster it
should send information to. Thismeansthat rather than have every full
repository talking to every other full repository for the cluster you can
decideonthebest routefor propagation of theinformation. Itisvital that
themanually defined cluster sender channelsonthefull repositoriesform
afully connected set, otherwise some of the full repositories will not
receiveall of the updates about the cluster.

IntheexampleshowninFigure 1thearrowsrepresent manually defined
cluster sender channels. Plisapartia repository and F1, F2, and F3 are
full repositories.
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|f P1 needstosubscribefor aqueueitwill preferentially chooseF1for one
of thesubscriptionsasit hasamanual ly defined cluster sender channel to
F1. 1twill a sochoosebetween F2 and F3to makeitssecond subscription.

If F1 recelved information about a new queue in the cluster it would
publish that information to F2; F2 would publishit to F3 and F3 would
publish it back to F1, which would notice that it had already seen the
information and discard the second copy. Notethat thisexampleisonly
meant to show how themanually defined cluster sender channel scontrol
theflow of information betweenthefull repositories. Inpracticeitwould
beuseful to havesomeredundant connectionsasinthisexampleafailure
of F2wouldmeanthat when F1receivesnew informationitwill notreach
F3.

Cluster receiver channels

By defining acluster receiver channel we are stating how other queue
managersinthecluster cantal k toour queuemanager. Thecluster receiver
channel al socontainsinformationsuchasaCONNAME. Thisisbecause
theinformation providedinthecluster receiver channel definitionisused
by other queue managers within the cluster to create automatic sender
channelsto our queue manager. Whenthecluster recelver isdefined the
informationwithinitissent tothefull repositoriesfor thecluster andthe
full repositorieswill passtheinformationontoany other queuemanagers
withinthe cluster that want to send datato our queue manager.

We can see that defining a cluster receiver channel has much further-
reaching effectsthan most M QSC commands, whichonly affect theloca
gueuemanager. For thisreasonitisworthbeing especially careful when

P1

F1 F2

F3

Figure 1. Manually defined cluster sender channels
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defining or modifying cluster receiver channel definitions. | would
recommendavoiding, for example, cutting and pasting of cluster receiver
definitionsfromonequeuemanager inthecluster toanother becauseif you
forget tochangesomeof theattributesthiscanadversaly affect thecluster.

Example problem

Let's take alook at what could go wrong when a cluster receiver is
incorrectly defined and how tofix theproblem. For our examplelet’ ssay
that when defining/altering the cluster receiver channel definition the
wrong CONNAMEisused.

*  Whathappens?

Thenew channdl informationissent tothefull repositoriesandthey
will passit onto other queue managersthat need to send datato our
gueue manager. The new information takes effect the next timean
attempt ismadeto start the automatic sender channel sto our queue
manager. Atthistimethey will gointoretry statebecausethey will be
unableto connect. Notethat if thechannel sarealready runningthey
will continuetorunwiththeoldinformationuntil thenext timethey
restart so you may not noticetheproblemimmediately.

e How doyoufix the problem?

Alterthecluster receiver channel to containthecorrect CONNAME.
Onceagain, theinformation will be sent tothefull repositoriesand
they will forwardit ontointerested queuemanagers. If thechannels
are in retry the next time they do retry they will pick up the new
CONNAMEandusethat. Alternatively thechannel scouldbestarted
manually if theretry interval isquitelong.

Channel definition summary

A lot of problemsthat weseein M Q clustering ari sebecausethechannels
havenot beendefined correctly. Itisworthtakingtimeto understand how
thetwodifferent typesof channel areused. L et’ snow [ook at what happens
when apartia repository queue manager isadded to thecluster and how
to determinewhether or not it hasbeen added successfully.
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ADDING A PARTIAL REPOSITORY QUEUE MANAGER TO THE
CLUSTER

Theinitia communicationbetweenapartia repository andafull repository
takes place when both a cluster sender channel and a cluster receiver
channel are defined on the partial repository for the same cluster. The
partial repository takestheinformationfromitscluster receiver channel
and sendsittothefull repository downthecluster sender channel. Thefull
repository then storestheinformationasanautomatically defined cluster
sender channel, whichit thenimmediately usesto send theinformation
fromitscluster receiver channel back tothepartial repository.

If youwant tocheck that thishastaken placetheeasiest way istoissuethe
command DISPLAY CLUSQMGR(*) ALL onthe partial repository
gueue manager and look at the cluster sender definitions as explained
below.

WhenyouissueaDI SPLAY CL USQM GR commandonacluster gueue
manager andlook at theDEFTY PE attributeof theobjectsdisplayedthere
arethreedifferent typesof cluster sender channel that you may see:

e CLUSSDR. Thisisamanually defined cluster sender channel with
which we have not yet successfully completed our initial
communicationswiththecluster gueuemanager at thereceivingend
of thechannd. The CLUSQM GR attributewill show thenameof the
gueuemanager asbeingSY STEM. TEMPQMGR... Thisisbecauseit
doesn’ tyet know thereal nameof thequeuemanager at thereceiving
end of thechannd.

e CLUSSDRB. Thisisamanually definedcluster sender channel which
has successfully completed its initial communications with the
cluster gueuemanager at thereceivingend of thechanndl. It will now
havearea queuemanager nameintheCLUSQM GRattributeandthe
other attributesof thechannel will reflect theattributesdefinedinthe
CLUSRCVRat thereceivingend of thechannel. NotetheQMTY PE
attribute should be REPOS. If it is not then the manually defined
channel doesnot point at afull repository for the cluster.

 CLUSSDRA.Thisisanautomatically defined cluster sender channd.

Soby displayingthe CLUSQM GR informationonthepartial repository
what we should see is a cluster sender channel with
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DEFTY PE(CLUSSDRB). If weseeonewithDEFTY PE(CLUSSDR) we
know that theinitial communi cationshavenot completed. Hereisalist of
thingsto check if thisoccurs.

1 IsaCLUSRCVRchannd defined?AretheCLUSRCVRandCLUSSDR
channel sdefinedinthesamecluster?Theinitial communicationswill
not take placeuntil bothacluster recelver and acluster sender exist
for thesamecluster.

2  IstheCLUSSDR channdl started?If thechannel isstoppedthenstart
it. Ifit’sinretry check that thelistener onthefull repository isstarted
andthat the CONNAME iscorrectinthe CLUSSDR definition.

3 IfyouissueDISPLAY CLUSQMGRonthefull repository doyousee
your gueuemanager displayed?!f nocluster sender channel for your
gueuemanager isdisplayed, check for any error messagesissuedon
the full repository. Check the CURDEPTH of the
SYSTEM.CLUSTER.COMMAND.QUEUE onthefull repository.
Thisisthequeuewherethework for therepository manager isqueued.
If the CURDEPTH ishigh but dropping, it could bethat therequest
fromyour queue manager hasnot been processed yet.

4  |Istheautomatically defined sender channel fromthefull repository
tothepartia repository started? |f thechannel isstopped, startit. If
it'sinretry, check that thelistener onthepartial repository isstarted
and that the CONNAME is correct in the partial repositories
CLUSRCVRdefinition.

Theremainder of thisarticlelooksat additionsto the M QSC commands
iINWSMQV5.3.

HANDLING DUPLICATE QUEUE MANAGERSIN A CLUSTER

When a change occurs to an object in the cluster the change always
originates at the queue manager in the cluster on which the MQSC
commandwasissuedthat causedthechange. That queuemanager will then
informtwoof thefull repository queuemanagersabout thechangeandthey
in turn will inform any other full repositories and aso any partia
repositories.

Thesameappliesfor deletes. If youwant toremoveaqueuemanager from
acluster the correct way to do thisisto delete any cluster resourcesthat
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the gqueue manager owns, ie issue ALTER QL (<queuename>)
CLUSTER(' ") oneachcluster queuethat thequeuemanager owns. This
will informtwo of thefull repositoriesthat thequeuesarenolonger apart
of the cluster. Issue ALTER CLUSRCVR(<channelname>)
CLUSTER(' ") oneachcluster recelver that thequeuemanager owns. This
will inform two of the full repositories that the automatically defined
sender channel stothequeuemanager should bede eted. Thisinformation
will then get propagated aroundthecluster viathefull repositoriessothat
all thequeue managersareaware of thedeletion.

(Seethe WSMQ Queue Manager Clustersmanual for thefull procedure
for removing agueue manager fromthecluster.)

A common problemthat hasbeen encounteredin clustering occurswhen
aqueuemanager isdel eted without first beingremoved fromthecluster.
Thismakesother queuemanagersinthecluster think it still existsandthe
gueue manager can nolonger informthecluster that it doesn’t. Thiscan
besolved by issuing thereset cluster command onafull repository inthe
cluster toremovethedel eted queue manager’ sdefinitions.

RESET CLUSTER(<clusname>) ACTION(FORCEREMOVE) QMNAME(<gmgrname>)
QUEUES(YES)

Note that the reset cluster command isavailablein all releases of MQ
clustering; however, the QUEUESkeywordisnewin5.3andalowsany
cluster queuesassoci ated withthedel eted queuemanager toberemoved
aso.

Theproblemshownaboveisoften mademorecomplicated by deletingthe
gueuemanager andthenrecreatingit fromascript, whichhastheeffect of
addingit back intothecluster withthesamequeuemanager nameandthe
samechannd definitions. Becausethequeuemanager wasrecreatedit will
haveanew uniqueidentifier associatedwithit, calledtheQMID, and other
gueuemanagersinthecluster will now seetwoinstancesof thechannels,
oneinstancefor theold QMID and onefor thenew QMID.

We cannot use the reset cluster command shown above as the queue
manager name is no longer unique so we must use adightly different
version of thecommand.

RESET CLUSTER(<clusname>) ACTION(FORCEREMOVE) QMID(<oldgmid>)
QUEUES(YES)
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Notethat the QMID keywordisnew for 5.3.

Thiswill forcethefull repository to deleteany cluster queueand cluster
gueue manager information for the QMID specified and propagate the
deletesaroundthecluster.

REFRESHING A QUEUE MANAGER’S VIEW OF THE CLUSTER

Theremay betimeswhenaqueuemanager’sview of thecluster becomes
out of sync with the rest of the cluster. There is a command called
REFRESH CLUSTER, which causesthequeuemanager onwhichitis
run to discard the information it holds in its local repository and then
communicatewiththefull repositoriesagainto get back in sync.

Theversionof thiscommandthat existsinthepre-5.3rel easeswill never
completely removeall of theinformation from thelocal repository asit
triestoleaveenoughinformation aroundto enabl ethequeuemanager to
jointhecluster successfully again. For example, onapartial repository the
information regarding full repository queuemanagersisnot removed so
that aspart of therefreshthequeuemanager cantalk tothefull repositories
andrequest new information.

Situationsmay arise, however, whenitisuseful tobeabletosay “I want
to get my queue manager to start again in the cluster from the initial
manually defined channels’, soinV 5.3thishasbeen added asan option.

If youspecify REFRESH CLUSTER(<clushame>) REPOS(YES) all
of theinformationabout thecluster inthequeuemanager’ slocal repository
Isremoved. In order to achieve this the sender channels for the cluster
shouldbestopped asthequeuemanager cannot removeinformati on about
them if they arein use. If the sender channels are not stopped when the
command is run it will force them to stop so that the refresh can be
completed. Therearesevera pointstocons der whenus ngthiscommand.

First, theREPOS(Y ES) option cannot berunonafull repository. Thisis
becauseit will deleteall the channelsand, therefore, cannot ensure that
other queuemanagersinthecluster know itisbe ngrefreshedandthat they
shouldtakesomeaction. Thereforeyoumust first alter thefull repository
tobeapartial repository. Thiswill makethefull repository informtheother
gueuemanagersinthecluster thatitisnot afull repository any moreand
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they canthenrequest information from another full repository if thereis
one.

Having madethequeuemanager apartial repository it’ sworthwaitingfor
thechangeto bepropagated aroundthecluster beforeissuingtherefresh
command, ieif thereareal ot of channel sthat thefull repository needsto
starttoinformthepartial repositoriesthat itisnolonger afull repository,
waitforthemtostartfirst. Oncethepartia repositorieshavebeeninformed
about thechangethechannel scanthen bestopped andtherefreshcommand
Issued.

Secondly, if youhaveonly onefull repository for thecluster (whichisnot
recommended), then after therefresh hasoccurred and thequeuemanager
is atered to be afull repository again it cannot tell al the other queue
managersthat it isafull repository becauseit'sjust deleted all of the
information about them. Therefore, itwill benecessary torefreshall the
other queuemanagersinthecluster to get them communicating correctly
with the full repository again. If you have two full repositories for the
cluster, temporarily makingoneof themapartial repository isfinebecause
oncetherefreshiscompleteand the queue manager isaltered to beafull
repository againitwill tell theother full repository, whichwill informall
thepartial repositories.

Thirdly, if your queuemanager haschannel sthat areinmultipleclusters,
refreshing a single cluster will not completely remove al of the local
repository information becausesomeof itisrelevant to other clustersas
well. Another optionthat hasbeenaddedtotheREFRESH commandis
theability tosay:

REFRESH CLUSTER(*)

Thiswill causeall theclustersto berefreshed onthelocal queuemanager
at thesametime.

Themostimportant pointto remember about therefresh cluster command
isthat all itisdoingisclearingthelocal repository state, whichwill then
getaddedagainlater whenitisrequired. Inaworking clusterit shouldnot
benecessary to runthiscommand. If aqueue manager appearsto be out
of syncwiththefull repositoriesit wouldbemoreuseful tocheck that the
channel sarerunningandthedefinitionsarecorrect, rather thanhopethat
arefreshwill fix the problem.
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TO CONCLUDE...

Clustering canbeavery powerful tool, providing aneasy way to connect
and shareresourcesbetweenalargenumber of queuemanagers. Whenwe
look at implementing a cluster it is important to get right the initial
manua ly defined channel sthat providetheinformationthequeuemanagers
require to cluster themselves. Therefore it's worth having a good
understanding of what functionsthese channels perform and the effects
they haveonthecluster.

Thechangesto the MQSC commandsin WSMQ V5.3 focusonthetwo
main problems seen by usersof clustering. First, being abletoremovea
duplicatequeuemanager fromthecluster whenthat actual queuemanager
nolonger existsand, second, to beabl eto cold start aqueuemanager inthe
cluster fromitsorigina manually defined channel s. For moreinformation
on clustering | would strongly recommend reading the WSMQ Queue
Manager Clustersmanual, whichcontainsnumerousexampl esof setting
upclusters.

My thanks go to Mike Horan and Andrew Banks of IBM for their
contributionstothisarticle.

Dan Millwood, WSVIQ Development
IBM Hurdey (UK) © IBM 2002

Stand-alone MQSeries Workflow client/server setup
on Windows NT

Theaim of thisarticleisto assist developers who would like to set up
M QSeriesworkflow onWindowsNT instand-alonemode. Itisbasedon
existingandinformativeguidelinesby IBM but | haveattemptedtomake
it morepractical sothat programmersjumpinginto MQSerieswithlittle
or no background knowledgewill benefit most.

TO BEGIN

Check that WindowsNT Workstation Version 4.0 at Service Pack 6ais
installed onyour workstation. Theversionand servicelevel installedon
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your system are displayed on the screen at boot-up. See the Microsoft
Network or theMicrosoft Web sitehttp: //support.microsoft.conysupport/
ntser ver/content/servicepacks/ for WindowsNT servicepacks.

Click onServicePack 6a,thenonDownload, thenonHigh Encryption
Version.

Click on Start SP6a Express Download (for single computer
installationonly).

Savethe program sp6patch 1386.exeto disk.

Open Windows Explorer, locate the downloaded file, and double-
clickonit. Thiswill promptyouwithalicenceagreement, whichyou
should accept. Click onInstall toinstall the Service Pack. Oncethe
installationissuccessful youwill bepromptedtorestart themachine
to makethesoftwareupdateseffective.

The next step isto create a new Windows user-I1D with administration
rights. Thisuser-1D isused|ater duringtheM Q Workflow configuration.
Note that this user-1D must conform to the naming rulesfor DB2. The
password must be no longer than elght characters and must not contain
accent characters.
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Onthetask bar click ontheWindowsStart menuand select Programs-
>Adminigtrative Tools(Common)->User Manager. TheUser Manager
window appears.

Within the User Manager window from the menu bar select User-
>New User.... ANew User dial og box appears.

Withinthe New User dial og box:

— enter auser name that isamaximum of eight characterslong
withintheUsernamefield. Makeanoteof your new user-1D, ie
ChandralJ.

— enter a password within the password field and confirm the
passwordwithinthe ConfirmPasswordfield. Makeanoteof the
password‘ Password’ andkeepitinasafeplace.

— DesdlecttheUser Must ChangePasswordat Next Logon check
box.
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—  Click ontheGroupsbutton. A Group Membershipsdia og box
aopear’s.

—  WithintheGroup M embershipsdia ogbox makeyour new user-
ID a member of the administrators group by selecting
Administrators and clicking on <-Add. Select OK. Control
passesback tothe New User dialog box.

e Select OK andclosethe User Manager window.

L og off from Windowsand |og on agai n specifying the new user-1D and
password.

INSTALLING PREREQUISITE SOFTWARE

DB2 and MQSeries are prerequisites for MQ Workflow and must be
installedbeforerunningtheM QWorkflowinstallationonyourworkstation.
Thefollowingstepsaretheminimumneededtoinstall DB2andM QSeries
foranM Q Workflow stand-alonesystem.

Installing DB2 on Windows

Thefollowingingtructionsdescribehowtoinstall DB2Universal Database
Version 7.1 onWindowsNT for an M Q Workflow stand-alone system.

e Youmustbeloggedonwithauser-I1D that hasadministrativerights.

* Insertthe CD-ROM labelled DB2 Universal Database Enterprise
Edition\Version 7.1 for WindowsOper ating Environmentsintoyour
CD-ROM drive.

« Iftheinstallation doesnot start automatically, startit by clickingon
the Start menu on the task bar, selecting Run..., and entering
x:\Setup.exeintheOpenfieldandclick on OK, wherexisthedrive
|etter for your CD-ROM drive.

 Theingtlation window with the welcome text appears. Click on
Ingtall tostart theinstallation procedure. The Sel ect Productswindow
isdisplayed.

« Select DB2 Enterprise Edition and then click on Next. The Select
Installation Typewindow isdisplayed.
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Select Custom and then click on Next. The Select Components
window isdisplayed.

Select thefollowing components:

—  Application Devel opment I nterfaces

— Documentation

— BaseDB2UDB support

—  Administrationand Configuration Tools.

ClickonNext. If youget amessageaboutingtalingMicrosoft MDAC
click on OK. MQ Workflow will install thisif itisrequired.

Whenyou seethe Create DB2 I nstancewindow click on Next.
Whenyou seethe Configure DB2 Serviceswindow click on Next.

Enter theuser-1D and passwordthat you created earlier andclick on
Next.

WhenyouseetheStart Copying Fileswindow clickonNext. TheDB2
program fileswill now be copied to your workstation, DB2 will be
configured, andthe DB2 serviceswill bestarted.

Whenyou seethe Setup Compl etewindow, click on Finish.

Installing M QSeries on Windows

Now you needtoinstall M QSeriesfor WindowsNT and Windows2000
V5.2 for an MQ Workflow stand-al onesystem.
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InserttheCD-ROM |abel ledMQSzriesfor WindowsNT andWndows
2000, V5.2 into your CD-ROM drive.

If theinstallation doesnot start automatically, startit by clickingon
the Start menu on the task bar, selecting Run..., and entering
x:\Setup.exeintheOpenfield, wherexisthedriveletter foryour CD-
ROM drive, andclick on OK.

The Select Setup Language window appears. Select the language
English and click on OK. The Setup dialog appears as MQSeries
prepares the install shield, after which the Welcome window is

digplayed.

Click on Next. The Read Licence Conditionswindow isdisplayed.
Click on Yesto accept thetermsof thelicence agreement.
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Certainprerequisitesoftwaremust exist onyour workstationfor M QSeries
toinstall correctly. If anything is missing, the Software Requirements
window appearsdisplaying alist of itemsyouwill needtoinstall. If you
have everything you need, the Choose Installation Folders window is

digplayed.

Toacceptthedefault M QSeriesingtd lationfolders, click onNext. I f
youdo not want tousethedefaultsgiven, changethemandthenclick
onNext. TheSetup Typewindow isdisplayed.

Select the Typical radio buttonand then click on Next.
TheSelect Program Fol der window i sdisplayed.

ClickonNext. Thiscausesafolder called1BM M QSeriestobeadded
totheWindowsStart menuunder Programs. TheReady toCopy Files
window isdisplayed.

ClickonNext. ProgramfilesarecopiedtotheM QSeriesinstallation
directory. Thismay takesometime, after whichthe Setup Complete
window isdisplayed.

MQSeries is now installed and is set to start automatically as a
Windowsservice. If necessary (depending onyour current setup) your
workstation will berebooted.

The Setup Compl etewindow allowsyou to launch thefollowing:
—  MQSeriesDefault ConfigurationWizard

—  MQSeriesInformationCentre

—  MQSeriesFirst Steps

—  MQSeriesExplorer

— Notepadtoview thereleasenotes.

Uncheck all check boxes.

Click onFinish. YouhavecompletedinstallingM QSeries. Ithasbeen
set to start automatically asaWindowsservice.

Installing MQ Workflow on Windows

BeforeinstallingtheM Q Workflow stand-a onesoftwaresevera services
that may berunning onyour system must be stopped.
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If IBM Antivirusisinstalled on your workstation, stop the service
AvSavice.

If Norton Antivirusisinstalled onyour workstation, stoptheservice
NAV Auto-protect.

If Microsoft Outlook is installed on your workstation, close the
applicationand log off.

After stopping these servicesfollow theinstructions given next, which
describe how to install astand-alone M Q Workflow system onasingle
WindowsNT workstation.
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InserttheCD-ROM labeled 1 BM MQSeries\Wor kflowV.3—Program
Code for Windows Platformsinto the CD-ROM drive.

If the installation program does not start automatically, start it by
opening a command prompt window and entering:
X \WINDOW S\SET UP,wherexisthedriveletter fortheCD-ROM
drive.

Sdl ect thelanguagethat youwant touse. Thisbecomesthedefaultfor
your M Q Workflow stand-aloneinstallation.

The Software License Agreement window is displayed. You may
either accept or decline the licence. Note that the language of the
SoftwareL icenseAgreement dia og dependsontheRegional Settings
specified in the Windows Control Panel, not on the language you
selectedinthepreviousdialog.

Click onNext. TheWel comewindow isdisplayed.

ClickonNext. TheChooseDestination L ocationwindow isdisplayed
withthedefaultdirectory C:\ProgramFiles\MQSeries\Wor kfl ow set
astheinstallationdirectory for M Q Workflow. If you do not want to
usethisasyour installation directory enter anew location.

Click on Next. The Setup Type window is displayed. Select All
Componentsandclick on Next.

TheSd ect Componentswindow isdisplayed. If notal thecomponents
areselected, click Select All.

Click onNext. The Select Program Folder window i sdisplayed.
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o ClickonNext. A folder for MQWorkflow iscreated and appearson
the Windows Start menu under Programs. The Start Copying Files
window isdisplayed.

«  Confirmyour selectionby clickingonNext. Programfilesarecopied
totheM Q Workflow installation directory.

*  Whentheingallationphaseiscompleteremovetheprogramcodedisk
fromtheCD-ROM drive.

o Click Finishtorestart your workstationandactivatethechangesmade
by the installation program. After rebooting, the MQ Workflow
configuration utility should start automatically.

CONFIGURING MQ WORKFLOW

Configurationmust beperformeddirectly afterinstalling M Q Workflow
sothat databaseand communi cationresourcesprovidedby theprerequisite
software, DB2 and MQSeries, can be used. Thisisdone using the MQ
Workflow configuration utility, which startsautomatically after theM Q
Workflow installation stage. If necessary you can start it manually by
sl ectingtheM QSeriesWorkflow Configuration Utility iconfoundinthe
IBM M QSeriesWorkflowfolder.

It isrecommended that you use the default values provided during the
configuration stage for atest and first-time MQ Workflow stand-alone
installation.

Therefollow the stepsrequired to configurethe Workflow System. The
screensnotscan befoundat www.xephon.com/extras/Appendix_A.doc.

 OntheGenera tab (Figurel):

—  Click New. You will be prompted with default configuration
FMC astheconfiguration-I1D (Figure2). Click OK to confirm.

—  Check al componentsyou want to configure. It iscommon to
selectall components.

OntheRuntimeDatabasetab (Figures 3, 4, and 5):

— Sdlect DB2 as the DB2 instance. You will also see other
Instances, butignorethem.
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—  Click Newtotheright of thesecond box to createanew database
intheselected DB2instance.

—  Inthepop-upwindow that appearsaccept all thedefault values
by clickingOK.

—  When the pop-up closes click on the button DB2 CONNECT
PARAMETERS, whichwill promptyoutoenter auser-1D and
password. Enter the user-1D that hasworkflow admin-ID—inthis
caseitis‘Chandral’ andthepasswordis‘ Password'.

—  Click Next.
*  OntheQueueManager tab (Figure6):

— TCP/IP port configuration should be selected under the
communi cation protocol and the adjacent field should contain
either your computer’shost nameaor, if you' renot connectedto
network, localhost. Thenclick Next.

e OntheCluster tab click Next to accept all defaults (Figure 7).
e OntheClient Connectionstab, click Next (Figure8).

OntheBuildtimetab (Figure9) click Next. By default, IBM DB2
Universal Databaseissel ected.

e  OntheBuildtimeDatabasetab (Figures10and11), followthesame
procedureasfor the Runtime Databasetab above.

 OntheClienttab (Figure12), click Next.
OntheJavaCORBA Agent tab (Figure 13), click Done.

»  Theconfigurationtakessometime(15to20minutes), duringwhich
youwill beshownitsprogress(Figure 14). Oncompl etion you will
be prompted with an acknowledgement that the configuration has
been successful (Figure 15). Click OK and Reboot the system.

CHECKING THE CONFIGURATION WITH FMCZCHK.

TheMQWorkflow configuration-checkingutility canbeusedtocheck the
configurationof anM Q Workflow server, client, or buildtimerunningon
any of thesupported platformsinastandard M Q Workflow client/server
network or stand-alonesystem. To hel pyou configureM Q Workflow the
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configuration-checkingutility canfindandcorrectinstallationerrorsand
inconsi stencies, egyou cancheck that:

e  Environmentvariablesareset correctly.

* Networkdriversareinstalled properly.

*  Network configurationfileshavebeenupdated.
TheMQWorkflow profilecontainsconsi stent settings.

Start the utility immediately after each change to the MQ Workflow
configuration.

Starting the configuration checking utility

Theconfiguration-checkingutility isstarted and usedinthesameway for
all MQWorkflow components. Itisacommand-lineutilityinUSEnglisn
only andisdesi gnedtobeplatform-independent. Noadditiona instal lation
or configurationstepsarerequired. Itisaseal f-containedtool that iscopied
totheM QWorkflow BIN directory duringinstallation. Tostart theutility
typefmczchk at acommand prompt.

Configurationcheckingisdoneinseveral phases. Duringeach phaseone
particular M Q Workflow componentischecked. Evenif thechecksfor a
component do not complete successfully the configuration-checking
utility proceedswith the checksfor all other components. Problemsare
displayed assoonasthey aredetected.

In addition, the configuration-checking utility createsalog file caled
fmczchk.log, which contains al error or warning messages and other
importantinformation.

Using command-line options

Althoughyoucangtart theutility without any options, several areavailable
that can bespecified directly after thefmczchk command.

The command-line options explained here arevalid for MQ Workflow
V3.2 and later versions only. For earlier versions see the relevant MQ
Wor kflow I nstallation Guideor refer totheonlinedocumentation. Notall
optionsaredescribed here; for afull descriptionof thefmczchk command
see the MQSeries Wor kflow Administration Guide.
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Command-line options start with a dash (/) or minus (-) and can be
followed by anargument. Argumentsto optionscan beseparatedfromthe
optionletter by anempty string(....), ablank (**), acolon (:), or anequals
sign(=). Theoptionsarenot case-sensitive. Usetheoptionslisted below.
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-330—gspecifiesthat you want to perform checkson MQ Workflow
Version 3.3.0. Thedefault isthe version with which the utility was
Created.

WhichchecksareavailabledependsontheM QWorkflow versionthat
you specify. Whenyoustart theutility only thosechecks whichapply
tothedefined versionaredisplayed.

-b —selectsbatch mode. M essagesare not written to the console.

-d —show debug messages. Debug messagesare needed by support
personnel tohd panayseproblems. Sincethesemessagesareintended
for support personnel only they arenot documented here.

-e — show error messages only. The default is to show error and
warning messagesand to suppressinformation messages.

-1 show —all messages, ieerror, warning, andinformati on messages.

-htm,-html —writemessagesto thefmczchkO.htmfileinstead of the
fmczehk.log file. The fmeczchk0.htm file provides links to online
documentation that contains further information describing the
configuration-checking utility. Error, warning, and information
messages written to the fmczchkO.htm file are written as links.
Clicking oneachmessagetakesyoutoanonlinedescriptionfor that
message, whichgivesyouinformationregardingtheseverity and user
actionrequiredfor themessage.

Notethat thehyperlinksinthegenerated fmczchkO.htmfileonly work
inthelnstallationDirectory/bindirectory, becausethatiswherethe
messageexplanationfile(.......ntm) islocated.

-| filename — name of the log file. If this file already exists, the
messageswill beappendedtothefile.

-y configur ationidentifier —allowsyouto specify aconfiguration-
ID other than the default. Specifying a different configuration-1D
dlowsyoutoperformchecksondifferent systems. If thisoptionisnot
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used, the value of the DefaultConfigurationl D variable set in the
general configuration profileisused.

e -ccommand[;...] —performsatask specified by thecommand. The
followingarevalidcommands:

— sca [:filemask;...] — specify this command to scan all MQ
Workflow executabl esfor theversionstring. Youcanrestrictthe
scanning by specifying your own file mask as an optional
argument,ie

fmczchk -c sca:dll \fmck*.dll;bin \fmce*.exe

— tcp:serviceport —addsaport to the TCP/IP servicesfile. For
example, to add port definitionsfor M QSeriesto your services
file

fmczchk -c tcp:TfmclFMCQMA5@13@,501@

Port definitions are automatically added to the services file
duringconfiguration.

— trcleve [ filename][,split][,flipflop][,filesize] —canbeused
toenableanddisabletracing. Thetracelevel canrangefromzero
for minimum information to three for maximum information.
You can optionally specify the name of the trace file. For
exampl e, toenableafull traceof system Config001, using split
tracing and 5000 kilobyteflip-floptracing files, you canenter:

fmczchk -y Config@d@dl -c trc:3,/tmp/traces/my_trace,1,1,5000

— @cmdfile—dternatively, youcancreateafilecontaining several
commandsthat youwishtorun. Forexample, if youcreateafile
fmczchk.cmd with thefollowing linesinit:

-c tcp:fmclFMCQM5@13,5013
-c sca:dll \fmck*.dll;bin \fmce*.exe

you can start the utility asfollows:
fmczchk @fmczchk.cmd

Notethat you must prefix commandswiththe-c option. Thisallowsyou
toincludeother command optionsthat previoudy could not beusedinthe
responsefile, for example: -y FMCL.
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The configuration checking log file and online documentation

The configuration checking utility writes a log file with the name
fmczchk.loginthecurrent directory. Thislogfileisintendedtobeused by
your support personnel. The message options you specify after the
fmczchk command determinewhat messagesaredisplayed onthescreen
duringtheconfigurationcheckingroutine. Theseoptionsareignoredwhen
writing tothelogfile, thatis, all messagesarerecordedinthelogfile.

A list of all themessagesthat canbewritteninthelogfileisavailablein
thefilefmczchk.htm. By specifyingthehtml optionafter fmczchk anhtml
fileiscreatedinstead of thelogfile. Thishtml filecontainslinksthat give
you accessto onlinedocumentation. Theonlinedocumentationgivesan
explanation, user response, and severity for each message. Eachmessage
ismadeup of amessageidentifier codeand messagetext. Thelast character
of themessageidentifier codedenotesthemessagetypeor severity of the

message.
Notethat thehyperlinksinthegenerated fmczchkO.htmfileonly work in

thelnstallationDirectory/bindirectory becausethat iswherethemessage
explanationfile(.......ntm) islocated.

Thefollowing showstheformat for eachtypeof messageidentifier code,
wherennnisanumber used to identify each message.

e FMC34nnnl —informational message. No actionisrequired.

o  FMC34nnnW—-warning message. Actionmay berequired. Check the
user responseintheon-linedocumentation.

FMC34nnnE —error message. Action isrequired. Check the user
responseintheon-linedocumentation.

Thelogfileisnot createdif it cannot beopened, egbecauseof missingwrite
permission in the current directory. However, the configuration utility
continuestodisplay important error and warning messagesonthescreen.
Todisplay all messagesonthescreenuseoptioni.

VERIFYING THE MQ WORKFLOW CONFIGURATION

Toverify that componentsarecommunicating correctly you should check
your MQ Workflow installation. Thisisdone by verifying that the MQ
Workflow Server on your workstation is running and that the MQ
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Workflow Client on your workstation can connect toiit.
Toverify that theM Q Workflow Server isrunning:

Runthebatchjob START M Q, whichwill generate;
—  srmgmFMCQM

—  start runmglsr /t tcp/p 5010 /M FMCQM

—  sartrunmgtrn/mFMCQM /gFMCTRIGGER

and start:

— gqueuemanager for configuration FMC1

—  MQSeriestrigger monitor for configuration FMC1

—  MQSeriescommand server for configuration FM C1: thiswill
start two DOSwindows; do not closethem.

Sdalect services.

OnWindowsNT:

— onthetask bar, click onthe Windows Start menu and sel ect
Settings

— sdect Control Panel

—  selectthe Servicesicon. A dial og box appears.

Withinthe Servicewindow of thedia ogbox locatethelinethat reads
M QSeriesWorkflow Version 3.3.0- FMC.

If the status of this service is Started the MQ Workflow Server is
running.

Toverify that theclient canconnect totheserver, start thefollowing:
— theAdministration Server

— theAdministration Utility

—  StandardClient

— BuildTime.

Starting the administration utility

Startthe Administration Server beforestartingthe Administration Utility,
the procedurefor whichisasfollows:

OntheWindowstask bar click onthe Start menu. Select Programs.
SelectthelBM M QSeriesWorkflow programfol der.
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o  SdecttheMQSeriesWorkflow AdminigtrationUtility—Configuration-
ID, where Configuration-I1D is the configuration identifier that
identifies the MQ Workflow configuration for the Administration
Utility. A command promptwill beopened, displayingthefollowing:
-FMC160@61 Administration Utility started.

System group name :[FMCGRP ]FMCGRP
System name :[FMCSYS ]FMCSYS

Userid :[ADMIN JADMIN
Password :[]

e  Enter the password for the MQ Workflow user-ID ‘ADMIN’. The
passwordisinitially set to ‘ password’ . For more details about the
administration utility refer to the IBM MQSeries Workflow:
Administration Guide.

Starting and stopping other MQ Workflow servers

If MQWorkflow server componentsarenct startedwiththeAdministration
server youmust usetheM Q Workflow administrationutility tostart each
server componentindividually.

Starting the standard Client

Before starting the standard MQ Workflow Client, the Administration
server and all other MQ Workflow server components must already be
running. To start astandard M Q Workflow Client:

e  OntheWindowstask bar click onthe Start menuand select Programs.
o SdectthelBM MQSeriesWorkflow programfolder.

o Sdect the MQSeries Workflow Client - <ConfiglD> icon, where
<ConfiglD>isreplacedby theconfigurationidentifier thatidentifies
the MQ Workflow configuration for the standard MQ Workflow
Client.

In the window that appears enter the Client’s user-ID (ADMIN) and
password (password) and the name of the MQ Workflow system and
systemgrouptownhichtheClient shouldconnect. If unifiedlogonhasbeen
set in the runtime database you are automatically logged on to the MQ
Workflow system without the need to specify the Client’s user-1D and
password. Unified logon means that when users have logged on to
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Windows2000or NT withtheir password thereisno needtofurther log
ontoindividual applications. M QWorkflow supportsunifiedlogonwhen
it is gpecified in the system properties table during MQ Workflow
Buildtime.

Starting Buildtime

To start Buildtime installed on any of the supported Windows-based
operating platforms, performthestepslisted bel ow.

e  OntheWindowstask bar, click ontheStart menuandsel ect Programs.
o SdectthelBM MQSeriesWorkflow programfolder.

o  SdecttheMQSeriesWorkflow Buildtime- <Configl D>icon, where
<ConfiglD>isreplacedby theconfigurationidentifier thatidentifies
the M Q Workflow configuration for MQ Workflow Buildtime.

Inthewindow that appearsenter theBuildtime suser-1D (ADMIN) and
password (password). If unified logon has been set in the Buildtime
databaseyou areautomatically logged onwithout theneed to specify the
Buildtime suser-1D and password. Your stand-al onesystemisnow fully
functional.

COMMON ERRORS

Herearesomeof theerrorsl haveencounteredwhileconfiguringworkflow
instand-alonemode.

FMC34808W: Javacould not befoundinthedefined PATH.
« FMC34023E: error 126 loading javai.dll.

« FMC34023E: error errorcode loading libname. The explanation
given wasthat the configuration checker could not load thelibrary
libname. Inresponse, youmust makesurethat thelibraryisinstalled
and that the path is contained in the LIBPATH (AlX and OS/2),
LD LIBRARY_PATH (Sun Solaris), SHLIB_PATH (HP-UX) or
PATH (Windows) statement.

« FMC34811E:theJavaVersion1.1.8isnot supported by theM QWF
JavaAPI.
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e FMC34811E The Java Version version is not supported by the
MQWF JavaAPI. Theexplanation given wasthat the Javaversion
installed is currently not supported by MQSeries Workflow. In
response, make sureyou are using Java Version 1.1.x where xis
greater thansix. For M QSeriesWorkflow Vers on 3.3.0and subsequent
releaselevelsyou must use JavaVersion 1.2.2 or later.

Chandra Upadhyayula
Programmer Analyst (USA) © BlueCrossBlueShield of Tennessee2002

Creating and using generic profiles

WebSphereM Q (WSMQ) V 5.3introducestheconcept of genericprofiles
withtheaim of enabling eas er administration of WSM Q object security.
Essentially, generic profilesallow the specification of severa wildcard
types within object names when setting authorities. This allows an
administrator toset theindividual or group accessrightstomany different
objectsusing just onecommand.

Thisarticlewill examinethewildcardtypesandtheir useand explainhow
profilemanagement usingthesetmgaut and new dmpmagaut commands
works. It will assume somebasicfamiliarity with WSMQ security, such
assettinganddisplayingauthorities.

CREATING PROFILES

A profileisaset of information cons sting of aprofilename, anobject type,
anentity name, and anauthority. Theentity namemay beeither aspecific
user-1D or agroup name. Each set of information specifiestheauthority
that theentity hastodll objectsof thespecifiedtypewith namesthat match
theprofilename. Inthiscontext* match’ meansawildcard character match
inaccordancewith aset of rulesthat will be outlined later inthisarticle.

Profilesarecreated us ngtheexisting setmagaut command. Thiscommand
remains largely unaltered from the previous version of MQ; the only
differenceisthat the-n parameter isnow usedtoindicateaprofilename
Instead of an object name. Anoutlinesyntax of theWSM Q5.3 versionof
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thecommandisasfollows;

setmgaut -m <queue manager name> -n <profile name> -t <object type>

p/-g<principal/group> <authority specification>
A moredetailed syntax examplecanbefoundin WSM Q publications.

Theprofilenamemay takeoneof twoforms: fully specified,inwhichcase
the profile name contains no wildcard characters, or generic, when
wildcard charactersareused.

If theprofilenameisfully specified anobject of thetypeindicated by the
-t parameter must a ready exist withan object name identical totheprofile
name. Inthisway theadministrator canspecify theaccessrightsthat auser
hasto aparticular object andthebehaviour of thesetmgaut commandis
unateredfrompreviousversionsof WSMQ. If theprofilenameisnot the
sameasanexisting objectarelevant error messagewill bedisplayedwhen
|Ssuing thesetmgaut command.

If theprofilenameisgeneric,ieif it containswildcard characters, clearly
itwill not beidentical tothenamesof any existing objects. Additionally,
it need not wildcard match any existing objectsat thetime of creation of
theprofile.

All genericprofilesarepersistent. They apply toall existing objectsof the
specifiedtypethat they wildcardmatchat thetimeof creation; additionally,
they apply to all objects of the specified type created in the future with
object nameswhichwildcard matchtheprofilename.

Onceaprofilehasbeencreatedit remainsineffect until explicitly removed.
Itispossiblefor theauthority that auser hasto an object to be set to null
by givinganauthority specificationof -all. Therewill be, however, times
whenitwill beuseful toremovetheprofilespecifically. Thisisachieved
by givinganauthority specificationof + removeor if you prefer, -remove.

Having coveredthecreation of profilesusingthesetmgaut commandit
will beuseful totakeal ook at someexamples. Beforedoingthisthereare
two further important concepts to consider — naming objects and the
wildcardmatchingrules.

OBJECT NAMES
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It has long been the practice to use the period or full stop (.) to act asa
Separator in object names, eg SY STEM.AUTH.DATA.QUEUE. The
separators have previously been treated simply as part of the character
string forming the object name. The introduction of generic profiles,
however, bringsfunctional significancetotheway inwhichobject names
arestructured using these separators.

|ntheexamplequeuenameSY STEM.AUTH.DATA.QUEUEtheseparators
gplit the object name into four parts: SYSTEM, AUTH, DATA, and
QUEUE. Thesepartsareknownasqualifiers. A qualifier can bedefined
asacontiguoussequenceof charactersdelimited by either theperiodor the
string boundary.

Genericprofilesbringfunctional significancetoqualifiersbecauseaswell
as the wildcards being capable of matching various combinations of
charactersthey may also be used to match qualifiers. Thiswill become
clearer by examiningthefollowingwildcard matchingrulesand examples,

WILDCARD MATCHING RULES OVERVIEW

Wildcardsarespecial charactersthat canbeincludedwithinprofilenames
tomatch zero, one, or morecharactersor qualifierswithin object names.
Therearethreetypesof qualifier:

o  Specify aquestion mark (?) in aprofile name to match any single
characterinanobject name.

o  Specifyanasterisk (*) aseither:

— aqudifierinaprofilenametomatchany onequalifierinanobject
name

— acharacter withinaqualifierinaprofilenameto match zeroor
morecharacterswithinaqualifier inan object name.

e  Specify adoubleasterisk (**) onceinaprofilenameaseither:
— theentireprofilenameto match all object names

— abeginning, middle, or ending qualifier to match zero or more
qualifiersinanobject name.

Theseruleswill befamiliartouserswithexperienceof RACF. They allow
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an administrator to specify avariety of generic profilesthat will match
variousobjectsat thecharacter leve or, if preferred, at thehigher structural
level of qudlifiers.

Having examined the various structures and rules which make up the
functiona behaviour of generic profiles let’'s ook at the creation of a
generic profileand how it control saccessto various objects.

EXAMPLE PROFILE CREATION

For the purpose of illustration let’s assume that there exists a queue
manager called QM GR onwhich queueswiththefollowing nameshave
beendefined:

« QUEUEADMIN.A.
« QUEUEADMIN.B.
e QUEUE.DEFAULTA.
e QUEUE.DEFAULT.B.

Similarly, thereexist operating system userswith user-IDsUSER1 and
USER2.

Consider thecasewherethesystemadministrator wantstogrant authority
to USER1to beableto put to thetwo administration queues. In previous
versions of MQ it would have been necessary to use two setmqaut
commandsbut with generic profilesonly onecommandisnecessary:

setmgaut -m QMGR -n "QUEUE.ADMIN.*" -t g -p USER1 +put

This command creates a generic profile allowing USER1 to put to all
gueues with an object name that matches the profile name
QUEUE.ADMIN.*. Clearly,usngthewildcardrulesoutlinedprevioudly,
thefirsttwo queuesof our examplematchtheprofilenameand, hence, after
issuing the setmgaut command USERL is able to put to the two
administration queues as required. Note that profiles with the names
QUEUE.ADMIN.?0or QUEUE.ADMIN.** woulda sohavematched here
butinamorecomplicated exampl eit may benecessary tochoosecarefully
which of thethreeismost appropriate.

Inasimilar way consider thecasewheretheadministrator wantstogrant
full authority to USER2to boththeadministration queuesandthedefault
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gueues. Again, whereasfour setmgaut commandswouldprevioudy have
been necessary, this can now be accomplished by
creatingonegenericprofile:

setmgaut -m QMGR -n "QUEUE.**" -t q -p USER2 +all

Further points worth noting here include the fact that it is advisable to
encloseprofilenamesinquotationmarks(",") onUnix platforms, otherwise
thewildcard charactersmay beaffected by thecommand|lineparser before
being passed to the administrative commands, such as setmqgaut and
dmpmaqaut, for processing. Alsonotethat all profilesarecase-sensitive

andthat athough QUEUE.* * matchesthefour queuesqueue.* * doesnot.

Fromtheseexampleshopefully itisapparent how thenaming of objects,
and the use of qualifiersin particular, takes on extrasignificance. Itis
important when considering naming schemes for objectsto anticipate
waysinwhichtheadministrator may wishtoallocateaccessrights. [tmay,
for example, be useful to ensurethat groups of objectsthat will require
similar accessrightsshareaparticular qualifier intheir names.

WILDCARD MATCHING RULESIN DETAIL

Althoughthematchingrulesarequites mply stateditisworthconsidering
afew further examplegeneric profilesto emphasize how theruleswork
inpractice. Thefollowingexampl esgiveagenericprofilenamea ongwith
listsof object names, someof whichmatchtheprofileand somewhichdo
not.

Profile name Matching objects Nonmatching objects
QUEUE.?.DEFAULT  QUEUE.A._DEFAULT (¢H) QUEUE .DEFAULT
©)
QUEUE .B.DEFAULT () QUEUE .AB.DEFAULT
)

QUEUEX.A.DEFAULT
®
|n the above example (1) and (2) match becausethe A and B characters
match‘? . (3) doesnot matchas’ ? must match precisely onecharacter —
Itisnot permittedtomatchno charactersnor, asinexample(4), morethan
onecharacter. (5) doesnot match astherest of theprofilename, excluding
the*? character, must match the object nameexactly.

Profile name Matching objects Nonmatching objects
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QUEUE.*_DEFAULT QUEUE.A_DEFAULT (¢H) QUEUEX.ADMIN .DEFAULTY

C))
QUEUE._ADMIN.DEFAULT (2) QUEUE .ADMIN.X_.DEFAULT

®)
QUEUE. .DEFAULT (3)  QUEUE.DEFAULT

©)

The*’ character may bespecified, asintheaboveexample, asaqualifier
torepresent oneor morequalifiersintheobject name. Hence (1) and (2)
match; thelengthof thequalifierisirrelevant so (1) matcheseventhough
thequalifierisonly asinglecharacter.

Notethat aqualifier of null lengthisa sopermittedand so (3) alsomatches.
Aswiththepreviousexample(4) doesnot match becausetheremaining
gualifiers in the profile name, excluding that represented by the **’
character, must matchthequalifiersintheobject nameexactly. (5) doesnot
matchbecause‘*’ isonly permittedto match precisely onequalifier and
ADMIN.X consistsof twoqualifiers. Inasimilar way (6) doesnot match
because‘*’ isnot permitted to match no qualifiers.

Profile name Matching objects Nonmatching objects
QUEUE .AD*N QUEUE .ADMIN (1) QUEUE.AD.N
o
QUEUE . ADN (2) QUEUE.ADNX
(C))

The‘*’ character isspecifiedinthisexampleaspart of aqualifier, which
impliesthatitwill matchzeroor morecharactersinanobjectname. Soin
thisexample(1) matchesbecausethe’*’ matchesthecharacters'MI’. (2)
also matchesas* may match zero characters. (3) does not match asthe
object namecontainsthreequalifiers, whereastheprofilenamecontains
only two. (4) does not match becausethe part of the qualifier following
the'*’ character in the profile name does not match the end of the last
qualifier intheobject name.

Profile name Matching objects Nonmatching objects
QUEUE.**_DEFAULT QUEUE.ADMIN.DEFAULT (€&D) QUEUE .DEFAULT

€))
QUEUE .ADMIN_X.DEFAULT (2) QUEUEX.DEFAULTY

€Y

Specifying ‘**’ inaprofilenameasaqualifier matchesany number of
qualifiersin the object name, hence (1) and (2) clearly match. (3) also
matchesasitispermittedfor‘**’ tomatchzeroqualifiers. Finally, (4) does

© 2002. Reproduction prohibited. Please inform Xephon of any infringement. 41



not match as qualifiersin the profile name other than ***’ must match
gualifiersintheobject nameexactly.

PRIORITY

Theflexibility providedby thevariouswildcard charactersmeansthatitis
possibleto create generic profiles such that morethan one profile name
matchesaparticular object. Giventhat accessrightsarebaseda soonusers
andtheir group membership, thepossibility of several profilesmatching
an object namefor each of the various users and groupsinvolved in an
accesscheck wouldleadtoadegreeof complexity. Inordertopreventthis,
aconcept called profilepriority isintroduced.

Profilepriority statesthat, inthecasewheretwo profilesmatchan object
name and type for a particular user or group, only the profile with the
most specificprofilenameapplies. Themost specificprofileisdetermined
by comparingthetwoprofilenamesfromlefttoright. Theprofilewiththe
most specificcharacter at thepointwherethetwodifferisdeemedthemost
gpecific. Incomparing charactersanon-genericcharacterisdeemedmore
specificthanageneric character. In comparing two generic charactersa
guestion mark is more specific than an asterisk, which in turn ismore
specificthanadoubleasterisk.

Toillustratetheconcept of profilepriority consider thefollowingexample.
L et’ sassumewe haveaqueue manager called QM GR onaqueuecalled
QUEUE.ADMIN.A. Now let’sconstruct two generic profilesusing the
followingcommands:

setmgaut -m QMGR -n ""QUEUE.ADMIN.?" -t q -p USER1 +put
setmgaut -m QMGR -n ""QUEUE.ADMIN.*" -t q -p USER1 +get

Thefirst command creates ageneric profile granting operating system
user-ID USER1 put access to all queues that match the profile
QUEUE.ADMIN.?. Thesecondcreatesagenericprofilegrantingthesame
user-1D get accesstoad | queuesthat matchtheprofile QUEUE. ADMIN.*,

Now consider thecasewhereanauthority check isperformedfor USER1
todeterminewhat accessrightstheuser hastothequeue QUEUE.ADMINL.A.
Thekey point to notein thisexampleisthat both of the generic profiles
matchthequeuename. Inthiscasetheconcept of profilepriority isreevant
andsoonly themost specificprofilewill apply. Comparingthetwoprofile
namesfrom left to right: the profile names differ at the point of thelast
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character. Bothcharactersaregeneric, but followingthedefinitionoutlined
earlier aquestion mark is deemed more specific than an asterisk. The
profileQUEUE.ADMIN.?is, therefore, deemedthemost specificandwill
betheonly onethat applieswhen performing the authority check. This
meansthat USER1 hasput accessonly tothequeue QUEUE.ADMIN.A.

DISPLAYING PROFILES

Profilesare displayed using the new dmpmagaut command. An outline
syntax diagram of thecommandisasfollows;

dmpmgaut -m <queue manager name> [-n <profile name>/ -1] -t <object
type> -p/-g <principal/group>
Again,amoredetailed syntax examplecanbefoundinWSMQpublications.
Theparametersaresimilar tothoseused by thedspmaqgaut and setmqgaut
commands, withnotabledifferencesbeingthat all parametersareoptional
andthat a-| parameter may bespecifiedinplaceof aprofilenametoproduce
aterselist.

The dmpmagaut command dumps all authority profilesthat match the
specified parameters. Inthisway theparametersare, inessence, actingas
a filter: only profiles with fields that match those of the specified
parametersaredisplayed. Theuseof thedmpmagaut commandis, therefore,
varied. By specifyingnoparametersat all acompletelist of dl profilesmay
be obtained. Conversely, by specifying al parameters, details of one
particular profilemay beexamined.

It is important to note the difference between the two administrative
commandsdmpmagaut anddspmgaut. Dspmgaut isunchangedfor this
release of WSMQ; it still performs the clearly defined function of
displayingtheauthority that aparticular entity hastoaspecifiedobject. In
doingsoittakesaccount of al appropriateprofilesand, inthecaseof the
entity beingauser-1D, ital sotakesaccount of theuser’ sgroup membership
and any profilesthat may be applicabletothosegroups.

Conversdly, thedmpmagaut commanddisplaystheactud profiles,including
genericandnon-genericprofiles, whichhavebeenexplicitly created by the
adminigtrator, alongwithprofilesthat thesystemcreates. Thelatterinclude
those which give the creator and the mgm group full accessto objects.
Profilesdisplayedby thedmpmaqgaut command areused by thedspmaaut
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commandandthe OAM when cal cul ating theauthority that anentity has
to aparticular object.

When dumping authority records using the dmpmgaut command, the
profilesthat aredisplayed matchall specified parametersexactly, withthe
one exception being that of the -n profile name parameter. When this
parameter is non-generic, profiles with generic names that match the
object nameared sodisplayed. Thisallowstheadministrator todetermine
which profiles have been defined on the system that match a particular
object.

Notethat if the-nparameter specifiesagenericprofiletheprofilesthat are
displayed must haveaprofilenamethat matchestheparameter exactly.

Dmpmqgaut examples

A few examplesof thedmpmagaut command along with typical output
whichthecommand may produceineach caseshow thedifferentwaysin
which the command may be used. The examplesare based on asystem
wherethequeuesand profileshavebeendefined asintheprevioussection
onexampleprofilecreation.

Example
dmpmgaut -m QMGR -n "QUEUE.ADMIN.*" -t g -p USER1
profile: QUEUE .ADMIN.™*
object type: queue
entity: USER1

entity type: principal

authority: get
In this example the -n parameter is generic and so only profileswith a
profilenamethat matchesthisparameter exactly aredisplayed. Displayed
profiles must also match the other parameters and so only profilesfor
gueuesand user-1D USER1 areincluded.

Example
dmpmgaut -m QMGR -n “QUEUE.ADMIN.A" -t q
profile: QUEUE.ADMIN.*
object type: queue
entity: USER1

entity type: principal
authority: get
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profile:

object type:

entity:

entity type:

authority:
profile:

object type:

entity:

entity type:

authority:
profile:

object type:

entity:

entity type:

authority:

QUEUE . **

queue

USER2

principal

allmgi dlt chg dsp clr
QUEUE._ADMIN_A

queue

administrator
principal

allmgi dIt chg dsp clr
QUEUE._ADMIN_A

queue

mgm

principal

allmqgi dlt chg dsp clr

In this example the -n parameter is non-generic and so all profiles for
gueueswith nameswhich the object name matchesare displayed. This
includesthegenericprofileswithprofilenamesQUEUE.ADMIN.* and
QUEUE.ADMIN.** aong with the non-generic profiles with profile
namesmatchingtheobject name QUEUE.ADMIN.A exactly, whichwere
createdwhentheobject wascreated. Notethat inthisexamplenouser-1D
or group name parametersare specified and so nofiltering based on the
entity nameoccurs.

Example

dmpmgaut -m QMGR -1

profile:
profile:
profile:
profile:
profile:
profile:
profile:
profile:
profile:
profile:
profile:
profile:
profile:
profile:
profile:
profile:
profile:
profile:
profile:
profile:

@CLASS, object type: authinfo
SYSTEM.MQSC.REPLY.QUEUE, object type: queue
SYSTEM.CLUSTER.COMMAND .QUEUE, object type: queue
SYSTEM.ADMIN.QMGR.EVENT, object type: queue
SYSTEM.DEFAULT .AUTHINFO.CRLLDAP, object type: authinfo
SYSTEM.DEFAULT.PROCESS, object type: process
SYSTEM.ADMIN.COMMAND.QUEUE, object type: queue
SYSTEM.CICS.INITIATION.QUEUE, object type: queue
SYSTEM.CHANNEL. INITQ, object type: queue
SYSTEM._DEFAULT.NAMELIST, object type: namelist
SYSTEM.DEFAULT. INITIATION.QUEUE, object type: queue
SYSTEM.CLUSTER.REPOSITORY.QUEUE, object type: queue
SYSTEM.DEFAULT.MODEL .QUEUE, object type: queue
SYSTEM.DEAD.LETTER.QUEUE, object type: queue
SYSTEM.PENDING.DATA.QUEUE, object type: queue
SYSTEM.DEFAULT.LOCAL.QUEUE, object type: queue
SYSTEM.CHANNEL.SYNCQ, object type: queue

SELF, object type: gmgr
SYSTEM.DEFAULT.REMOTE.QUEUE, object type: queue
SYSTEM.DEFAULT.ALIAS.QUEUE, object type: queue
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profile: SYSTEM.CLUSTER.TRANSMIT.QUEUE, object type: queue
profile: SYSTEM_ADMIN.PERFM_EVENT, object type: queue
profile: @CLASS, object type: queue

profile: @CLASS, object type: namelist

profile: @CLASS, object type: process

profile: @CLASS, object type: gmgr

profile: SYSTEM_ADMIN.CHANNEL.EVENT, object type: queue

The-| parameter instructsthecommandtodisplay aterselistinwhichonly
theprofilenameandtypeof object towhichtheprofileappliesisdisplayed.
Notethat inthisexampletheonly other parameter i sthe queue manager
name. Inthiscase nofiltering of theauthority records occursand so the
command generatesalist of all defined profilesfor the specified queue
manager.

Theaboveoutput isatypical indication of theprofilesthat aregenerated
when a queue manager is created with the profiles listed being those
associ atedwiththedefault queuemanager objects. Theseprofilestypicaly
givethecreator and mgm group full accessto the default objects.

|nadditiontherearetwo specid typesof profile. Authoritiesfor thequeue
manager itself arestoredin profileswiththename SELF. Authoritiesfor
object classesarestoredin profileswiththename @CLASS.

RECOVERY

The introduction of the dmpmagaut command enables users to take a
record of all authority profilesfor aparticular queue manager. WSMQ
V5.3a sostoresentity typeinformationwithinanauthority profileandthe
combination of thesetwo new featuresenabl esuserstostoreand thenl ater
recreateall authoritiesassoci ated with aqueue manage.

Onceasystem administrator hasdefined all the profileswhichthey will
later wishto recover, running thedmpmagaut command and specifying
only the queue manager name will display all profiles for that queue
manager inverboseformat. Theoutput fromthecommand may bepiped
toatext fileand stored until recovery isrequired.

Torecover theauthoritiesconsider atypical profileentryinthestoredtext
file of theform:

profile: <profile name>
object type: <object type>
entity: <user name>
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entity type: <principal/group>
authority: <authority>

Toreconstruct aprofile, issueasetmqgaut command of theform:

setmgaut -m <queue manager> -n ‘<profile name>" -t <object type> -p/-
g

<user name> <authority>
The-pflagshouldbespecifiedinthecasewheretheentity typeisaprincipa
or, dternatively, the-gflagif itisagroup. Sofor example, if the profile
entryis:

profile: QUEUE .ADMIN.*
object type: queue
entity: USER1

entity type: principal

authority: get
the setmqgaut command required to reconstruct the profile on aqueue
manager named QMGRis:

setmgaut -m QMGR -n “QUEUE.ADMIN.*” -t queue -p USER1l +get

Notethatinthespecial caseswheretheprofilenameis@CLASSor SELF
thesetmgaut command must bei ssued against an obj ect of theappropriate
typeor thequeuemanager respectively.

Performing this process of issuing setmgaut commandsfor all profiles
listedintheprevioudy saveddmpmaaut output will recreateexactly al
theauthoritiesthat exi sted at thepointwhenthedmpmagaut commandwas
run.

David Postlethwaite, MQSeries Devel opment
IBM Hurdey (UK) © IBM 2002

Editor’s note;

Inlast month'’sissueof MQ UpdateaWeb URL for twofileswas
omitted from Stefan Raabe's article entitled Multiple CKTI
trigger monitor transactionsin CICS Thefiles(STCKTI1and
STCKTI2, mentioned on page 36) can be found at
www.xephon.com/extras/stckti.txt.
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MQ news

CommerceQuest has introduced its
CommerceQuest Suitefor IBM WebSphere,
whichissaid to act as an enabling engineto
create additional connectivity to enhance
WebSphere software capabilities, enable
faster implementations, and complement
existing systems such as WebSphere and
WebSphereMQ.

This suite helps IBM and CommerceQuest
sitesminimizetheintegrationeffort neededto
Integrateexistingdataand applicationsasXML
Web services interfaces to support new
WebSphere-powered applications. It will
enable functional access and visibility to
distributed disparate data and applications.

The suite comprises applications, tools, and
expertiseto support mainframeapplications,
MQ Integration middleware, and
WebSphere. The specific elements include
Rapid CICS Enabler for WebSphere, Rapid
Web ServicesEnabler for WebSphere, Rapid
Application Enabler for WebSphere, and
Rapid Database Enabler for WebSphere.

Other tools and applications include Rapid
File Transfer Enabler for WebSphere, Rapid
MQ Enabler for WebSphere, Rapid MQ
Integrator Enabler for WebSphere, and
Rapid POS Enabler for WebSphere.

For more information contact:
CommerceQuest, 2202 N Westshore Blvd,
Tampa, FL, 33607, USA.

Tel: +1 813 639 6300.

Fax: +1 813 639 6900.

Web: http://www.commercequest.com

CommerceQuest (UK), Doncastle House,
DoncastleRoad, Bracknell, Berkshire, RG12
8PE, UK.

Tel: +44 1344 861010.
Fax: +44 1344 861011.

* % %

M QSoftware has announced that its Q Pasal
middleware management solution now
supports IBM WebSphere Business
Integration.

Q Pasal Version 3.0 provides end-to-end
monitoring and administration capabilities
for WebSphere Business|ntegration, aswell
as support for WebSphere Application
Server 4.0, WebSphereMQ Everyplace, and
z/OS.

Thenew versionof Q Pasal also offersanew
architecture designed to support larger
configurations, an enhanced Java-based
Management Console, and additional
security authorization and administration
functionality.

With the new release, MQSoftware is aso
rolling out a training course on WebSphere
Business|ntegration Implementation.

For more information contact:
MQSoftware, 1660 South Highway 100,
Suite 400, Minneapolis, Minnesota 55416,
USA.

Tel: +1 952 345 8720.

Fax: +1 952 345 8721.

M QSoftware, Surrey Technology Centre, 40
Occam Road, Surrey Research Park,
Guildford, Surrey, GU2 7Y G, UK.

Tel: +44 1483 295400.

Fax: +44 1483 573704.

* % %
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