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Confirming a user’s RACF access to generation
datasets residing on tape

The IFGOEX OB exit presented hereisinvoked during OPEN’sinitial
processing of all datasets that are located on tape and direct access
devices. This version of IFGOEXOB processes only those OPEN
requests that are directed toward generation datasets that reside on
tape volumes. It's intended for use by installations that are using the
OS/Security Server and which do not have TAPEDSN activated.

Whenever an attempt to OPEN such adataset is made by aprogram,
aRACROUTE macro isissued, to ascertain whether or not the user
who submitted the job can legitimately access the dataset being
OPENed. The ACEE operandisnot used onthe RACROUTE macro,
so RACF will useeither thetask’sA CEE or theaddress space’ sSACEE
to check the user’sauthorization to accessaparticular dataset. If heor
she has access to the dataset, processing of the OPEN request is
allowed to continue; if not, an error message that contains his/her
name and the name of the dataset that (s)he’s attempting to accessis
displayed on consoles in the computer operations area.

Below isan example of the messages that would have been issued if
auser named Fiona Smith had not previously been granted access to
a dataset named XEPHON.RACF.G0001V 00:

ICH4@81 USER(USER1 ) GROUP(BA@@@ ) NAME(FIONA. SMITH )
XEPHON.RACF.G@@@1V@@ CL(DATASET ) VOL(111111l )
INSUFFICIENT ACCESS AUTHORITY
FROM XEPHON.RACF.* (G)
ACCESS INTENT(READ ) ACCESS ALLOWED(NONE )
FIONA SMITH
HAS NO RACF AUTHORIZATION TO ACCESS
XEPHON.RACF.G@0@21V@0

Afterwards, the task that issued the OPEN request is abnormally
terminated with an abend code of S913, along with areason codethat
matches the return code from RACROUTE.

If Fiona should have had access to the dataset, a RACF PERMIT
DATA SET with READ authority must first beissued to grant her the
necessary access.

© 2001. Reproduction prohibited. Please inform Xephon of any infringement. 3



A SETR REFRESH GENERIC(DATASET) command would also
have to be issued since thisis a generic profile for a dataset.

A word of warning: all UCBs are assumed to be located below the
16M line. Also, it’s assumed that there will always be 1,000 bytes of
free storage availablefor IFGOEXOB’suse—that is, an unconditional
STORAGE request of that amount may be requested during every
OPEN request.

Only areturn code of eight is considered relevant by this version of
|FGOEX 0B, since protecting datasets via RACF is not arequirement
in my shop. For installations that do require RACF protection of all
datasets, IFGOEX OB must be modified to consider return codes other
than zero and eight.

SMP/E CONTROL STATEMENTS

The following SMP/E control statements were used to install
IFGOEXOB intoSY S1.LPALIB. AnlPL withaCLPA wasrequiredto
implement it. Thereasonthat aREJECT control statement i s present
isthat my code failed the first time that | used it, so another attempt
was required before successful results were achieved. Imagine that!

Only afew of the DD statementsthat wereused in SMP processing are
provided, since so many of them are site-dependent. Note that
IFGOEX OB must first have been assembled with its generated object
code stowed in a dataset named NTUSER.LROBJ for the following
set-up to work properly.

TheFMID usedinthisexampleisfor OS/390release2.9. For OS390
release 2.6, use HDZ11DO. (I don’'t know what to use for other
releases.)

//1FGQEX@B EXEC PGM=GIMSMP,REGION=6M
//LPALIB DD DISP=SHR,DSN=SYS1.LPALIB

//USEROBJ DD  DISP=SHR,DSN=NTUSER.LROBJ(IFG@EX@B)
//SMPCNTL DD  *

SET BOUNDARY(GLOBAL) .

REJECT S(NT@@@@1) BYPASS(APPLYCHECK).

RECEIVE S(NT@@@@1) SOURCEID(LOCALMOD) .

SET BOUNDARY(MVST10@) .

APPLY S(NT@@@@1) REDO.
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//SMP.SMPPTFIN DD *
++USERMOD(NT@0@001)

++VER(Z@38) FMID(HDZ11E®@)
++MOD(IFG@EX@B) TXLIB(USEROBJ).

|FGOEX OB
TITLE 'INSTALLATION-WIDE OPEN EXIT - IFGOEX@B'

*hkhkkkkkhkkhkkhkhkhkhkhkhkkkkhkhkhhhhhkhkkkkhkhkhhhhhkhkhkkkhkkhkhhhhhkhkhkkhkkkhkhhhkhkhkhkhkkkhkhkkhhhkhkhkhkkkkkkhkikx
*

THIS VERSION OF IFG@EX@B CONFIRMS A USER'S RACF ACCESS

TO GENERATION DATA SETS THAT RESIDE ON TAPES.

IFGOEX@B IS EMBEDDED WITHIN IGC@@@1I IN SYS1.LPALIB.

THE ACEE THAT IS ASSOCIATED WITH THE TASK OR ADDRESS SPACE
INVOLVED IN AN OPEN REQUEST IS USED FOR RACROUTE REQUESTS.

CONTENTS OF REGISTERS AT ENTRY TO IFG@EX@B ARE AS FOLLOWS:
R1 - ADDRESS OF IFGPEX@B'S PARAMETER LIST

R13 - ADDRESS OF AN 18-WORD SAVE AREA

R14 - RETURN ADDRESS - NATURALLY

R15 - IFGOEX@B'S ENTRY POINT

CONTENTS OF ALL OTHER REGISTERS - IRRELEVANT

UNLESS IT ISSUES AN S913 ABEND, THIS EXIT ALWAYS DEPARTS
WITH A RETURN CODE OF ZERO.

ok ok ok ok ok bk ok ok ok ok Ok o F *
ok ok ok ok ok b ok ok ok ok ok Kk ok Kk ok F

*hkhkkkkkhkkhkkhkhkhkhkhkhkkkkhkhkhhhhhkhkkkkhkhkhhhhhkhkkkkhkhkhhhhhkhkhkkkkhkhhhhhkhkhkkkhkhkkhhhkhkhkhkkkkkkhkikx

SPACE 3
MACRO
&TAPNAME TAPINFO
DS aF
PUSH PRINT
PRINT GEN
&TAPNAME DC CL8'&SYSECT'
DC A(&SYSECT)
DC CL6'&SYSTIME'
DC CL8'&SYSDATE'
POP PRINT
MEND
EJECT
IFGOEX@B CSECT
IFGOEX@B AMODE 24
IFGOEX@B RMODE 24
PRINT NOGEN

SPACE

USING IFG@EX@B,R12 ESTABLISH IFGAEX@B ADDRESSABILITY
USING OIEXL,R1 ESTABLISH OIEXL ADDRESSABILITY
USING PSA,R@ ESTABLISH PSA ADDRESSABILITY
SPACE

© 2001. Reproduction prohibited. Please inform Xephon of any infringement.



BAKR
LR

SR
SPACE
ICM
BE
USING
DROP
SPACE
SR

LR

LR
SPACE
ICM
BE
USING
™
BNO
SPACE
ICM
BE
SPACE
LA
USING
™

BO
SPACE
DROP
EJECT

PPGHAVIT

R14,R0
R12,R15
R13,R13

R10,15,0IEXTIOT
PPGDUST
TIOENTRY,R10

R1

R9,R9
R2,R9
R8,R9

R2,7,TIOEFSRT
PPGNXTDD

UCBOB,R2
UCBTBYT3,UCB3TAPE
PPGNXTDD

R8,7,TIOEJFCB
PPGNXTDD

R8,16(R8)
INFMJFCB,R8
JFCBIND1,JFCGDG
PPGDGDSN

R2

PRESERVE ENVIRONMENT AT ENTRY-TIME
PRIME BASE REGISTER
INDICATE NO WORKING STORAGE PRESENT

POINT TO TIOT ENTRY

EXIT IF UNAVAILABLE-SHOULD NEVER BE
ESTABLISH TIOENTRY ADDRESSABILITY
FORGET OIEXL

ZERO INDEX REGISTER
CLEAR UCB REGISTER
CLEAR JFCB REGISTER

POINT TO UCB

BRANCH IF POINTER IS ABSENT
ESTABLISH UCB ADDRESSBILITY
TEST IF THIS IS A TAPE DEVICE
IF NOT, PROCESS NEXT TIOT ENTRY

POINT TO JFCB PREFIX
BRANCH IF POINTER IS ABSENT

POINT TO JFCB PROPER

ESTABLISH JFCB ADDRESSABILITY
TEST FOR A GENERATION DATA SET
BRANCH IF 'TIS GDG

FORGET UCB

hhkkhkkkkhkhkhhkhkhkhkhkkkkdkdhhhhhhkhkhkddhhhhhhkhkhkddhhhhhhhdhkhkhkhhhhhhhkkkhkdkhhhhhxhkkkkktkkkx

.G...

* ok ok ok ok F

DETERMINE IF A DATA SET IS A GDG THE HARD WAY.
END AND LOCATE THE FIRST DELIMITER.
TO BE A GDG IF ITS LOW-LEVEL QUALIFIER IS OF THE FORM
N

BEGIN AT ITS
A DATA SET IS ASSUMED

* % ok X o F

*hkhkhkkkkhkkhkkhkhkhkhkhkhkkkkhkhkhhhhhkhkkhkkkhkhkhhhhhkhkhkkkhkkhkhhhhhkhkhkkkkhkhhhkhhkhkkkkhkhkkhkhhkhkhkhkkkkkkkikx

SPACE
LA

LA
CLI
BNE
BCTR
BCT

B
SPACE
CLI
BE
BCTR
BCT

PPGETNAM

PPGOTNAM

R1,JFCBDSNM+43
RO, 42

@(R1),C"
PPGOTNAM

R1,R0

R@, PPGETNAM
PPGNXTDD

@(R1),C"."
PPGCKNAM
R1,R@
R@,PPGOTNAM

POINT TO END OF NAME OF DATA SET
SET MAXIMUM LENGTH OF NAME

TEST IF END OF NAME

BRANCH IF SO

POINT TO PREVIOUS CHARACTER

LOOP POWER!

DO NEXT DD IF NO NAME

TEST FOR A PERIOD

BRANCH IF SO

POINT TO PREVIOUS CHARACTER
CONTINUE SEARCHING FOR AN EPOCH
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B PPGNXTDD DO NEXT DD IF NOT GDG

SPACE
PPGCKNAM CLI 1(rR1),C'G" TEST IF BEGINNING FORMAT OF A GDG

BNE PPGNXTDD BRANCH IF NOT

CLI 6(R1),C'V' TEST IF ENDING FORMAT OF A GDG

BNE PPGNXTDD BRANCH IF NOT

CLI 7(R1),C" TEST IF ENDING FORMAT OF A GDG

BE PPGNXTDD BRANCH IF SO

CLI 8(R1),C" ' TEST IF ENDING FORMAT OF A GDG

BE PPGNXTDD BRANCH IF SO, ELSE ASS-U-ME GDG

EJECT
khkkkkhkkkkhkkkhkkhkkkhhkkkhhkkhkhkkkhhkkhkhhkkhhkkkhhkkhkhhkkhhkkhkhhkkhkhhkkhhkkhkhhkkhhhkkhhkkhkhhkkhhkkkhhkkhkhkhkkhhkkkihkkhkikk
* *
* ACQUIRE WORKING STORAGE THEN, WITHIN IT, *
* CONSTRUCT A PARAMETER LIST FOR RACROUTE. *
* *

hhkhkhkkkkhkhkhkhkhkhkhkhkkkddhhhhhkhkkhkhkddhhhhhhkhkhkddhhhhhhhdhkhkhhhhhhhhkkkhkdkhhhhhxhkkkkktkkkx

SPACE

PPGDGDSN LTR R13,R13 TEST FOR PRESENCE OF WORKING STORAGE
BNE PPGGSTOR BRANCH IF PRESENT
SPACE
LA R5,PPGLEND SET LENGTH OF WORK AREA REQUIRED
STORAGE OBTAIN,LENGTH=(5) ACQUIRE VIRTUAL STORAGE
LR R13,R1 POINT TO SAVE AND WORK AREAS
USING PPGWORK,R13 ESTABLISH PPGWORK ADDRESSABILITY
SPACE

PPGGSTOR LA RO,44 SIZE OF THE NAME OF A DATA SET
STH R@,PPGBUFLN SET LENGTH OF BUFFER CONTAINING NAME
STCM  R@,12,PPGDSNLN SET MAX LENGTH OF NAME TO ZERO
MVC PPGDSN,JFCBDSNM SET NAME OF DATA SET IN PARM AREA
LA R3,JFCBVOLS POINT TO FIRST VOLUME SERIAL NUMBER
DROP RS8 FORGET JFCB
SPACE
LA R@,PPGCOMM POINT TO WORK AREA FOR RACF
LA R1,PPGRACM POINT TO 'L' FORM OF RACROUTE MACRO
MVC PPGRACM(PPGRACRL),PPGRACR PRIME MACRO'S DYNAMIC AREA
SPACE

RACROUTE REQUEST=AUTH,
ENTITYX=(PPGBUFLN),
VOLSER=(R3),
RELEASE=1.9,
WORKA=(@),
ATTR=READ,
DSTYPE=N,
MF=(E, (1))
SPACE 1
LTR  R7,R15 TEST RETURN CODE
BE PPGNXTDD BRANCH IF ACCESS TO DSN BY USEROK
C R7,PPGF8 TEST IF RETURN CODE OF EIGHT
BE PPGNOGO BRANCH IF NO ACCESS TO DSN BY USER

© 2001. Reproduction prohibited. Please inform Xephon of any infringement.
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SPACE
PPGNXTDD IC

LA

SPACE
PPGTEND SR

C

BE

CLC

BNE

B

EJECT

1

R9, TIOELNGH
R10,8(R9,R10)
1

R1,R1
R1,TIOENTRY
PPGCIAO

TIOEDDNM,PPGCLN

PPGCIAO
PPGHAVIT

LENGTH OF DD ENTRY
NEXT DD ENTRY

CLEAR REGISTER FOR COMPARE

TEST IF END OF TIOT

BRANCH IF SO

TEST FOR DDNAME OF BLANKS

EXIT IF NOT

PROCESS CONCATENATED DD STATEMENT

hhkhkhkkkkhkhhhkhkhkhkhkkkkdkdhhhhhkhkhkhkddhhhhhhhkhdhhhhhhhhdhkhkdhhhhhhkhkkkhkhkhhhhhxhkkkkktkkkx

* o ok F ok

CONSTRUCT THEN ISSUE MESSAGE INDICATING THAT ACCESS TO
A DATA SET BY A USER WAS DENIED.
TERMINATE THE CURRENT TASK WITH AN ABEND CODE OF S913.

AFTERWARDS ABRUPTLY

* %k ok ko

hhkhkhkkkkkhkhkhkhkhkhkhkkkkddhhhhhkhkhkhkddhhhhhhhkhddhhhhhhhdhkhkhkhhhhhhhkkkhkdkhhhhhxhkkkkkkkkx

SPACE
PPGNOGO LA
STH
MVC
SPACE
LA
STH
MVC
SPACE
L
USING
SPACE
LA
STH
MVC
SPACE
L
USING
ICM
BE
DROP
SPACE
SR
USING
ICM
BZ
SPACE
ICM
BZ
SPACE
CH
BL

1
R@,L'PPGNOCON
R@,PPGWLS2L

PPGWLS2,PPGNOCON

1

RO, 44
RO,PPGWLS3L
PPGWLS3,PPGDSN
1

R8,PSAAOLD
ASCB,R8

1

RO,30
R@,PPGWLSIL

MAXIMUM LENGTH OF INFORMATIVE CON-
STANT TO WTO AREA
MOVE CONSTANT TO WTO AREA

MAXIMUM LENGTH OF NAME OF DATA SET
TO WTO AREA
STOW NAME OF DATA SET IN WTO AREA

RETRIEVE ADDRESS OF ASCB
ESTABLISH ASCB ADDRESSABILITY

LENGTH OF NAME OF USER - MAXIMUM
TO WTO AREA

PPGWLS1,=CL3@'UNKNOWN USER'

1

R1,ASCBASXB
ASXB,R1
R2,15,ASXBSENV
PPHDOWTO

R1

R8,R8

ACEE,R2
R3,15,ACEEUNAM
PPHDOWTO

R8,1,8(R3)
PPHDOWTO

RS, PPHH3@
PPHLOK

ADDRESS SPACE BLOCK EXTENSION

ADDR ACCESS CNTL ENVIRONMENT ELEMENT
BRANCH IF NONEXISTENT

FORGET ASXB

CLEAR WORK REGISTER

FETCH ADDRESS OF NAME OF USER
IF NONEXISTENT, ISSUE WTO

RETRIEVE LENGTH OF USER'S NAME
BRANCH IF NONEXISTENT

TEST IF WITHIN LIMITS
BRANCH IF SO
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LH R8,PPHH30 SET UPPER BOUNDS

PPHLOK  STH R8,PPGWLSIL REVISE LENGTH OF USER'S NAME

BCTR R8,RO REDUCE BY ONE FOR EX INSTRUCTION

EX R8,PPHMNAME STOW NAME IN WTO AREA

SPACE 1
PPHDOWTO LA R3,PPGWLSIL POINT TO NAME OF USER INFORMATION

LA R4,PPGWLS2L POINT TO CONSTANT INFORMATION

LA R5,PPGWLS3L POINT TO DATA SET INFORMATION

SPACE 1

MVC PPGWTONB(PPGWTLNB) ,PPGWTOLS WTO PATTERN TO OUTPUT AREA

LA R1,PPGWTONB POINT TO LIST FORM OF WTO MACRO

WTO  TEXT=(((3),),((4),),((5),)),MF=(E, (1)) INFORMATIVE MSG

EJECT
*hkkhkkhkhkkhkkhkhkkhkhkhkkhhkkhkkhhkkhhkhkkhhkkhhhkkhhkhkkhhkkhhkhkkhhkhkhhkkhkhkhkkhhkkhkhhkkhkhkhkkhhkkhkhkhkkhhkhkhhkkhkhkkkhhkkhkkihkkhikk
* *
* TERMINATE THIS ACTIVITY - HERE AND NOW! *
* *

hhkhkhkkkkkhkhkhkhkhkhkhkkkkddhhhhhkhkhkhkddhhhhhhhkhddhhhhhhhdhkhkhkhhhhhhhkkkhkdkhhhhhxhkkkkkkkkx

SPACE 1

L 1,PPGI913 SET RACF ABEND CODE OF 913

ICM R1,8,PPGX04 REASON CODE SPECIFIED; NO DUMPOPT

LR 15,7 SET REASON CODE

SVC 13 TERMINATE THIS TASK WITH S913

SPACE 3
e ok e e e o e e e ok e ke ok ke ok ek e ok ke ok ke ok ek e ok ok ok ko ok ok o ko ko ok ke o ok ko ok ke ok ok ok ok ok ok ok
* *
* CLEAN-UP AND THEN TERMINATE *
* *

hhkhkhkkkkhkhkhkhkhkhkhkhkkkkdkdhhhhhkhkhkhkddhhhhhhkhkhkddhhhhhhhkhkhkdhhhhhhkhkdkkhkdkhhhhkhxhkkkkktkkkx

SPACE 1
PPGCIAO LTR  R13,R13 TEST IF WORKING STORAGE ACQUIRED

BE  PPGDUST BRANCH IF NOT

SPACE 1

LA R5,PPGLEND SET LENGTH OF WORK AREA OBTAINED

STORAGE RELEASE,LENGTH=(5),ADDR=(R13) FREE IT

SPACE
PPGDUST SR R15,R15 SET ZERO FOR A RETURN CODE

PR R14 BACK TO DUST

EJECT
khkkhkhkkkhkhkhkkhkkhkhkkhkkhhkkhkhhkkhkhhkhkhhhkhkhhkhkhhkhkhhkhkhhhkhhhkhhhkhhhkhkhhkhkhhkhkhhkkhkhkhkkhkhhkhkhhhkhkhkkikk
* *
* CONSTANTS AND OTHER SUCH NONSENSE *
* *

*hkhkkkkkhkkhkkhkhkhkhkhkhkkkkhkhkhhhhhkhkkkkhkhkhhhhhkhkhkkkhkhkhhhhhkhkhkkhkhkkhkhhhkhhkhkhkkkhkhkkhkhhkhkhkhkkkkkkhkhkx

SPACE

TAPINFO

SPACE
PPHMNAME MVC PPGWLS1(*-*),1(R3) ====> EXECUTE ONLY <====
PPHH3@ DC H'30'
PPGX04 DC X'g4’
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PPGCLN DC cL8*
SPACE

PPGWTOLS WTO  TEXT=((,C),(,D),(,DE)),MF=L

PPGWTLNB EQU  *-PPGWTOLS
SPACE

PPGNOCON DC C'HAS NO RACF AUTHORIZATION TO ACCESS'
SPACE

PPGF8 DC F'8'

PPGI13 DC XL4'00913000"

SPACE
PPGRACR RACROUTE REQUEST=AUTH, M
CLASS='DATASET", E
MF=L
PPGRACRL EQU *-PPGRACR
SPACE
PPG8Y DC X'80'
EJECT
B L R R L R R R R R R R R L R R R R R R L T T
* *
* DSECT FOR WORK-AREA USED TO ISSUE RACROUTE AND WTO MACROS *
* *

hhkkhkkkkhkhkhhkhkhkhkhkkkkdkhhhhhhkhkhkhkddhhhhhhhkhkddhhhhhhhdkdhkhkhhhhhhkhkkkhkdkhhhhhhkkkkkkkkx

SPACE
PPGWORK DSECT
DS 18F
SPACE
PPGRACM DS XL(PPGRACRL)
DS aF
PPGBUFLN DS XL2
PPGDSNLN DS XL2
PPGDSN DS CL44

DS @D
PPGCOMM DS CL512
SPACE
DS @F
PPGWTONB DS CL(PPGWTLNB)
SPACE
DS OF

PPGWLSIL DS XL2

PPGWLS1 DS CL392
DS aF

PPGWLS2L DS XL2

PPGWLS2 DS CL(L'PPGNOCON)
DS OF

PPGWLS3L DS XL2

PPGWLS3 DS CL44
SPACE

PPGLEND EQU  *-PPGWORK
TITLE "IFGOEX@B - GENERATE 0S/390 CONTROL BLOCKS'
YREGS
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SPACE
THAACEE
SPACE
THAPSA
SPACE
ITHAASCB
SPACE
THAASXB
SPACE
IECOIEXL DSECT=YES
SPACE
DSECT
TIEFJFCBN
SPACE

PPGUCB DSECT
IEFUCBOB ,
SPACE

PPGTIOT DSECT ,
IEFTIOT1
SPACE 1
END

Julia H Pond

Information Systems Technical Consultant (USA) © Reserved 2001
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RACF operations attribute for storage managers —
for and against

Storagemanagershaveto deal with datawhichisRA CF protected and
for which they are not explicitly authorized (in RACF terms). In the
past, thereweretwo waysto enablestorage managersto dotheir work:

e  Themaost popular method isto use the OPERATIONS attribute.
Thisgeneraly grants ALTER accessto all datasets except those
for which an OPERATIONS user is not explicitly excluded.

However, this attribute may grant too much authority. Accesses
granted by the OPERATIONS attribute can be audited using the
SETROPTS(OPERAUDIT) option. But remember that SMF
records do not show whether the dataset has just been moved to
another volume, hasbeen dumped to tape, or hasreally been read
or updated by the OPERATIONS user.

« A second way is to use ALTER access in class DASDVOL.
However, this cannot be audited and is not generally sufficient.

Some years ago, DFSM Sdss introduced a third method, whereby a
series of FACILITY class profiles can be used to control access to
specific types of DFSM Sdss processing (PGM=ADRDSSU).

This article considers the ways in which you can enable storage
managersto do their work, while at the same time removing as many
OPERATIONS attributes as possible, and ensuring that everyone has
only the lowest levels of access necessary for them to perform their
jobs.

COMMON TY PES OF WORK

First, let's have a look at the common types of work of storage
administrators, and consider therequired accessauthorizations. There
aretwo major objectsto deal with, namely whole DA SD volumesand
single datasets.

e DASD volumes can be:
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— initiaized (1)

— dumped (2) (Notethat in this case ‘dump’ istaken to mean
the same as back-up.)

—  restored (3)

e Datasets can be:
—  dumped (4)
— restored (5)
— copied (6)
— deeted (7)
— migrated (8)
— recdled (9)
— read (10)
— updated (11).

In the sections below, | list the tools required for these tasks, and
identify the required authorizations. Note, however, that because
tasks (10) and (11) are outside the scope of work of a storage
administrator, they’re not discussed in this article.

INITIALIZING A DASD VOLUME (TASK 1)

Tool
 |CKDSF — batch job.

Required authorizations
* Volume hasto be OFFLINE!

*  Operator-Reply?
« ALTER authority in DASDVOL class.

(* These are not authorizations in RACF terms, but they are used to
control thistype of access.)
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DUMP A DASD VOLUME (TASK 2)

Tool
« ADRDSSU - batch job.

Required authorizations
 ALTER authority in DASDVOL class.

or

« READ authority for STGADMIN.ADR.STGADMIN.DUMP
profilein FACILITY class, and

e Theuseof the ADRDSSU keyword ADMINISTRATOR.

Sample SYSIN

//SYSIN DD *
DUMP INDD(DASD) -

OUTDD(CART) -
OPTIMIZE(4) -
ALLEXCP
ADMINISTRATOR
ALLDATA(*)
COMPRESS

/*

RESTORE A DASD VOLUME (TASK 3)

Tool
« ADRDSSU - batch job.

Required authorizations
« ALTER authority in DASDVOL class.
or

 READauthorityfor STGADMIN.ADR.STGADMIN.RESTORE
profile in FACILITY class, and the use of the ADRDSSU
keyword ADMINISTRATOR.
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Sample SYSIN

//SYSIN DD *
RESTORE FULL INDD(CART) -
OUTDD(DASD) -
ADMINISTRATOR -
COPYVOLID -
PURGE -
WAIT(2,2)

/*

DUMP A DATASET (TASK4 , METHOD 1)

Tool
« ADRDSSU - batch job.

Required authorizations
 ALTER authority in DASDVOL class (NONSMS only).

or

« READ authority for STGADMIN.ADR.STGADMIN.DUMP
profile in FACILITY class, and the use of the ADRDSSU
keyword ADMINISTRATOR.

Sample SYSIN

//SYSIN DD *
DUMP DATASET(INCLUDE(HLQ.SAMPLE*.**)) -
OUTDDNAME(CART) -
OPTIMIZE(4) -
ALLEXCP
ALLDATA(*)
ADMINISTRATOR -

COMPRESS

/*
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RESTORE A DATASET (TASK 5, METHOD 1)

Tool
« ADRDSSU - batch job.

Required authorizations
 ALTER authority in DASDVOL class (NONSMS only).

or

 READauthorityfor STGADMIN.ADR.STGADMIN.RESTORE
profile in FACILITY class, and the use of the ADRDSSU
keyword ADMINISTRATOR.

Sample SYSIN

//SYSIN DD *
DUMP DATASET(INCLUDE(HLQ.SAMPLE*.**)) -
OUTDDNAME(CART) -
OPTIMIZE(4) -
ALLEXCP
ALLDATA(*)
ADMINISTRATOR -

COMPRESS
/*
DUMP A DATASET (TASK 4, METHOD 2)

Tool
« DFSMShsm (HBACKDYS).

Required authorizations
e AUTH userid DATABASEAUTHORITY (USER).

Sample command
« HBACKDS dataset.name
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RESTORE A DATASET (TASK 5, METHOD 2)

Tool
« DFSMShsm (HRECOVER).

Required authorizations
* AUTH userid DATABASEAUTHORITY (USER).

Sample command
« HRECOVER dataset.name [REPLACE]

COPY A DATASET WITH RENAME (TASK 6)*

Tool
« ADRDSSU — batch job

Required authorizations

« READ authority for STGADMIN.ADR.STGADMIN.COPY.
RENAME profilein FACILITY class.

e Theuseof the ADRDSSU keyword ADMINISTRATOR.

Sample SYSIN

//SYSIN DD *

COPY DATASET(INCLUDE(hlg.sample.**)) -
OUTDDNAME (DASDOUT) -
ADMINISTRATOR -

RENUNC((h1q.sample.** ,h1q.example.**))

/*

DFSM Sdoesnot alow duplicate uncatal ogued datasets. By adding a
delete step, this scenario can also be used to perform a ‘rename’.
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DELETE A DATASET (TASK 7)

Tools
 |EFBR14 —Dbatch job
e |SPF 3.x

 Any other delete as IDCAMS, TSO...

Required authorizations

 ALTERauthority inDASDVOL class(NONSMSonly) (dataset
will be deleted, but not uncatal ogued).

or
 ALTER authority to the catalog.

MIGRATE A DATASET (TASK 8)

Tool
e DFSMShsm.

Required authorizations
 AUTH userid DATABASEAUTHORITY (USER).

RECALL A DATASET (TASK 9)

Tool
J DFSM Sham.

Required authorizations
 AUTH userid DATABASEAUTHORITY (USER).
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SUMMARY

In order to perform the tasks discussed above, you need one of
following tools:

« |CKDSF —batch job
« ADRDSSU - batch job

e DFSMShsm
« |EFBR14 —batch job
e |ISPF3.x

The required authorizations are as follows:
e  Operator reply.
« ALTER accessto catalog.
» ALTER accessto class DASDVOL (NON-SMYS).
e DFSMShsm AUTH userid DATABASEAUTHORITY (USER).
* READ accessto class FACILITY profiles.
— STGADMIN.ADR.STGADMIN.DUMP
— STGADMIN.ADR.STGADMIN.RESTORE
— STGADMIN.ADR.STGADMIN.COPY.RENAME
— STGADMIN.ADR.STGADMIN.XxXX

All thetaskslisted abovecan beperformedwithout the OPERATIONS
attribute, provided that

« TheFACILITY classisactive.
 TheRACF profile for the desired function is defined.
 Theuser has READ accessto the profile.

READ access to a STGADMIN.ADR.STGADMIN.** profile and
the use of ADRDSSU will grant authorization similar to
OPERATIONS, except that it is not possible to read or update
datasets. For a complete list of profiles, refer to the chapter entitled
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‘Protecting DFSM Sdss keywords with RACF in the DFSM&dss
Sorage Administration Guide (SC26-4930-03 or later).

In our shop, wesuccessfully removed all OPERATIONSattributesfor
TSOusersabout 10yearsago. Sofar, wehaven't neededtoreintroduce
any of them.

However, it’simportant to remember that there might be situationsin
whichauseridwith OPERATIONSattributemay beof value(theonly
situation | can remember iswhen wewere merging two catalogswith
IDCAMS REPRO MERGECAT). For thisrare occurrence, we keep
asurrogate userid which can be used only in abatch job. This userid
has not been used for the last three years.

One of the real advantages of not having any TSO OPERATIONS
users at al is that al the output from batch jobs can be filed and
presented to auditors.

Theproblem, asso often happens, istodowith people—it’sraretofind
someonewith special authoritieswhoishappy togivethemaway. Try
to start with unnecessary batch OPERATIONS userids, and then
convince your auditors. They should support you in granting the
lowest level of access that is necessary.

Karl Reinhard Blatt
Systems programmer (Germany) © Xephon 2001

Looking for a specific article?

If you keep hoping for an article on a particular topic, but we
never publishone, pleaselet usknow what thesubjectis. Ifit's
likely tobeof interest to other subscriberstoo, we' || commission
it and publish it in RACF Update.

Visit the RACF Update Web site
http://www.xephon.com/racf
and follow the link to Opportunities for RACF specialists.
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RACF and security enhancements in new z/OS
versions

|BM’sannouncement of zZ/OSV 1R2 and preview of zZOSV1R30n 11
September introduced significant security enhancementsprovided by
RACF and other z/OS components. These are outlined bel ow.

RACF-SPECIFIC FUNCTIONS FOR zZ/OSV1R2
The RACF-specific functions for zZZOS V1R2 are as follows:

« The ahility to create a new kind of group that can contain an
effectively unlimited number of users. This accommodates the
need to associate more users under a RACF group definition
when designing e-business applications.

* Improved Unix security, through:

— improved RACF messages for security failures while
accessing Unix files and directories.

— extensions to superuser granularity to cover the chmod
command.

* Improved availability, through better toleration of CF errors.

e Improved security tracing, which minimizesthetimespent doing
problem determination.

RACF-SPECIFIC FUNCTIONS PREVIEWED FOR Z/OS V1R3

The RACF-specific functions previewed for zZ/OS V1R3 are as
follows:

*  PKI, anew component of the Secure\Way Security Server, will be
embedded in z/OS. This consists of:

— a certificate authority that provides digital credentials to
participants.

— apublic-key cryptographic system that uses these digita
credential sto helpensureoverall messageintegrity, signature
verification, and user authentication.
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PKI isgenerally agreed to becritical for transaction security and
integrity. New functionsin thisrelease will extend the currently
available Web-based front-end to manage the entirelife-cycle of
adigital certificatethat isbased on PK1. Using theWeb interface,
it will be possible to generate digital certificates for both users
with RACF user IDsand external clients. Additionally, it will be
possible to administer certificates and certificate requests using
the same Web-based front end. (Note that this extends the Web-
based PK1 services already supplied for O§390 V2R10, zZ/OS
V1R1, and ZZOSV1R2.)

 In z/OS V1R3, RACF and Unix will allow the use of access
control lists, ACLSs, to increase the quality of file and directory
access controls by adding extended pemissions assigned to
individuals and groups.

Theannouncement al so containsother security-relateditems, including
added SSL, Kerberos, and digital-certificate support, and intrusion
detection.

REFERENCES
The full announcement letter can be found at:

http://www2.ibmlink.ibm.com/cgi-bin/
master?xh=@iREdwY6y8y0jj1USenGnN9332&request=announcements&parms=H%5f2@1%2d248&xfr=N

The ZZOSV1R2 Overview and Release Guide can be found at:

http://publibz.boulder.ibm.com:8@8/cgi-bin/bookmgr_0S390/BO0KS/EQZ2A1108/
CCONTENTS

© Xephon 2001

E-mail alerts

Our e-mail alert service will notify you when new issues of
RACF Update have been placed on our Web site. If you'd like
to sign up, go to http://www.xephon.com/racf and click the
‘Receive an e-mail aert’ link.
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Can RACF help to block the FTP exposure?

FTPisawell-known file transfer application that is available within
TCP/IP. Its functionality is defined in an RFC (dated 1985, number
959).

M ore often than not, security managersdo not view FTP asanetwork
facility that could create any security exposure. They are persuaded
that it haslimited functionsand doesnot givefull accesstothesystem.
In any case, RACF is supposed to protect datasets and authenticate
any entity that wantsto initiate afile transfer.

However, aswe' |l see below, FTP offers more than just the ability to
move files from one environment to another.

FTP VERSUS PROPRIETARY PRODUCTS

A decadeago, inthemainframefield, therewasno FTP. Instead, there
were a variety of proprietary products, which still exist today. In
general, thesearevery effective, and more powerful than FTP because
they can do compression, encryption, checkpoint-restart, etc. They
offer some security of their own, mailboxes, andinterfacesto monitor
the transfers, and they are well integrated into current production
systems. The drawback is that they are invasive: some part of the
product must beinstalled on any platforminvolvedinthefiletransfer.

FTP, by contast, is now standard on every system that supports
TCP/IP. Many siteswant to benefit from FTP becauseit isastandard
tool, whichisimmediately usable by themselves and their partnersat
no cost. Some sites even consider dropping the proprietary products
they’ ve been using, because these were adapted to the closed world of
SNA, and are no longer cost-effectivein the IP world. However, the
generalized use of FTP raises some security problems (see below).

Now that the mainframeis part of the TCP/IP world, it has become
much moreaccessiblethanit wasintheclosed SNA world. There'sno
doubt that, for the ordinary (or potential) cracker, Telnet is the front
door through which to attempt to penetrate the system. However,
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many crackersprefer back doors—and FTP may bejust the back door
that gives undue access to 0S/390...

THE NETWORK ASPECT

RFC number 2577, ‘FTP Security Considerations’, published in
1999, mentions many potential risks stemming from the use of FTP:

» The bounce attack, by which the client instructs the FTP server
to send to a machine he wants to attack afile that may contain
specific commands (eg SMTP commands).

o Spoofing attacks could defeat protection based on network
addresses.

»  Bruteforcepassword-guessingthroughtheFTPserverispossible
if you do not limit the number of password attempts.

 Denia of service attacks, the purpose of which is to disable
access by avalid user.

« A malicious client may determine valid userids on a server,
because the server’s response differs when the userid exists and
when it does not.

»  Passwordsbeing sentinclear text may besubject to eavesdropping.

* Moregeneraly, privacy may beat risk, sinceall dataissent across
the network in unencrypted form (standard FTP provides no
encryption).

» Portstealing by anattacking client may prevent another legitimate
client from making atransfer.

Not al these weaknesses will be considered in this article. For
example, the problem of denial of service against userids due to
password-guessing isnot specificto FTP. Similarly, many of theother
risks listed above are common to all TCP/IP-based protocols. Static
passwordsshould beavoi ded when possible, and many solutionsexist
today to replace them, including passtickets, tokens, certificates, etc.

Although somesecurity extensionstothe FT P protocol wereproposed
in 1997 (they constitute RFC2228), they are not in widespread use
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today. VPNs or FTP over SSL could be the way to go to make FTP
much stronger, but this requires more products or facilities to be
installed.

FTP ON THE MAINFRAME

From OS/390 2.5 onwards, the IBM TCP/IP stack serves both
traditional MV'S and USS applications. This means that both MV S
and HFS file systems may be accessed through the same FTP port.
Before this version, there was a FTP server (port 21) for MVS
datasets, and an OE FTP server (often associated with port 1021) to
handle OE files.

The dternative to the IBM TCP/IP stack is TCPaccess from CA
(originally Interlink).

Although they’re very different, the two stacks offer a comparable
service. TCPaccessdoesnot require USS. Asfar asFTPisconcerned,
TCPaccess control s both inbound and outbound sessions, whilewith
the IBM stack the outbound FTP traffic is not controlled (the FTP
client on OS/390 will directly contact the remote FTP server, and the
local OS/390 FTP server is not involved).

Although this article discusses my experiences with the IBM stack,
most information applies to both stacks.

WHAT DOES RACF OFFER TO BETTER CONTROL FTP?

RACEF offers partial protection for FTP. You can control which IP
addressesareentitledtoaccessthe FTPserver. Thisisdoneby profiles
inclassTERMINAL. A profilesuchas A0* with UACC=NONE will
prevent any 160.xxx.yyy.zzz | P addressfrom doing FTP activity (A0
in hexadecimal is 160 in decimal).

For example, a RACF command such as
rdefine TERMINAL A@* UACC(NONE) »

will prevent any client with address 160.xxx.yyy.zzz from accessing
the FTP server:
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C:\WINDOWS>ftp myhost

Connected to myhost.

220-FTPD1 IBM FTP CS V2R1@ at S390@, 10:02:29 on 2001-04-29.
220 Connection will close if idle for more than 5 minutes.
User (160.27.47.145:(none)): prod@l

331 Send password please.

Password:

53@ PASS command failed - __passwd() error : EDC5163I SAF/RACF extract
error.

Login failed.

ftp>

On the server side, the following message will pop up in the MVS
syslog:

ICH4@8T USER(PROD@1 ) GROUP(ETIC) NAME(THIERRY FALISSARD )
LOGON/JOB INITIATION - NOT AUTHORIZED TO TERMINAL A@1B2F91

What's more, the date and time can be used to limit access during
certain time periods. For example:

rdefine  TERMINAL  A@1B2F91 WHEN(DAYS(WEEKDAYS) TIME(Q700:1900))

However, the protection based on terminals is an all-or-nothing
solution, which will apply to any FTP server you may have. You
cannot grant to thisrange of | Paddressesaccessto another FTPserver
on your system.

Inrecent versions of RACF, the SERVAUTH resource classenhances
TCP/IP security by controlling access to the TCP stack or to TCP
ports. You could useit to restrict accessto FTP portsto some userids.

AnonymousFTPaccessesarepossible(thankstotheANONYMOUS
statement inthe FTRDATA configuration). If you allow this, | would
recommend you to associate the anonymous clients with a restricted
userid, so that they can handle only resources they are explicitly
entitled to use, not benefiting from any UACC.

AUDITING

Thereis no audit facility to instantaneously monitor all FTP-related
events. You might undergo attackssuch aspassword-guessing without
receiving any notice, with no clue about the originator |P address,
Network administrators do not have a clear view of the FTP traffic.
Theonly way to get informationisto have SMF recordstype 118 cut
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for FTPserversand FTPclient calls. A record can becut for each FTP
command —Yyou haveto ask for it inthe FTP.DATA dataset. Thiswill
enable you to do some after-the-fact auditing.

SOME RISKSWITH FTP
There are a number of riskswith FTP:;

A valid userid/password isrequired to connect to the FTP server
on 0S/390. Ontheother hand, RACF accesslistsactively protect
datasets against unauthorized access (this is not true for USS
datasets).

However, security requirementsmay differ whenauseridaccesses
datafrom the internal network, or when the same userid isusing
a client FTP program from the outside or through an insecure
network like the Internet. You may want to restrict access to
certain files from certain places so that a certain file cannot be
transferred out of your organization.

You may not want confidential datato flow from the mainframe
(whereit is supposedly secure), through a public network, to the
user’s home computer. FTP has no encryption feature imbedded
into it, and anyway the end user’s PC is not the best place for
confidential data.

Theuser may alsotry touse FTPto ‘ navigate’ into your catal ogs.
For example, the CD command enables him to list all datasets
with ahigh-level qualifier of SY S1, and thentry to transfer some
of them.

Datasets can be deleted by a FTP command, and, unlike with
TS0, no confirmation is asked before deletion.

A malicious user might transfer big files to the host so as to
overuse disk space. When allocation is allowed to everybody, it
has been noticed that sooner or later the space serves as a
repository place into which hackers deposit files.

A user may also try repeatedly to mount tape datasets. Too many
mount requests may easily disrupt production by delaying jobs:
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ftp> 1s *

200 Port request OK.

125 List started OK

ISPF.ISPPROF

JCL

TEST.TAPE

250 List completed successfully.

ftp> get test.tape

200 Port request OK.

125-Waiting for allocation of tape data set PROD@1.TEST.TAPE

« Lastbutnotleast, many peopledon’t know about onefacility that
FTP provides on OS/390: job submission. You can submit aJCL
that may be stored either on the server or on the client. The way
to do thisis asfollows:

ftp> quote site file=jes

200 SITE command was accepted

ftp> get jcli

200 Port request OK.

125-Submitting job jcl FIXrecfm 80

125 When J0B@1770 is done, will retrieve its output
250 Transfer completed successfully.

The client getsthe job output as soon asthejob isterminated (in
thisexample, thejob output will becopiedtothePCintoafilealso
named ‘jcl’).

You may not want to grant this job submission feature — and
RACEF is of no help here. | remember one site where | had no

access to TSO; nevertheless, | was able to do my work through
FTP, by submitting jobs and getting back the output!

Wewon’'t examinehereasimilar facility toissue SQL commands
(‘quote site file=sgl’) because some set-up is required for it to
work, so only a deliberate decision in your site can allow it.

THE USS ASPECT

Because Unix crackers who try to penetrate through FTP will not
necessarily be interested in traditional MVS files, you shouldn’t
overlook the USS environment. The FTP client smply hasto type a
CD command (for example CD '/") to get accessto it.

In many sites, the USSfile systemisstill ablack box; very often, itis
|ess protected than standard OS/390files. It’ snot unusual tofind Unix
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filessusceptibleto Trojan horse or backdoor attacks, unprotectedfiles
with APF authorization (be cautious with facilities like ‘ Tools and
Toys'), filesthat are program-controlled or have SETUID or SETGID
authorization, andmany ‘ goodies' that may comefromtheopenworld
of Unix.

At the very least, you should review globally writable Unix files,
because some may be used by attackers to increase their authority.
APF files can potentially subvert the security of your whole system.

FTPEXITS: A GOOD WAY TO PROTECT FTP

What’sneeded to harden FTP, without diminishingitsflexibility, isto
be ableto check accesses based on | P address, userid/password, FTP
port, FTP command, and subcommand. With IBM’sFTP, some exits
can be used to implement a sort of mainframe-based ‘ FTP firewall’,
which is more reassuring for the security manager than an external
firewall with fewer controls. These exits are described in turn bel ow:

« The FTCHKIP user exit is called at logon, or whenever a new
connectionisopened. It canusethel Pand PORT addressesof the
local and remote hosts to decide whether the remote host’s
connection should be cancelled.

e TheFTCHKCMD user exit is called whenever the user entersa
command. It can rely on the user ID, the command, and the
command parameters to permit or block the execution of the
command. The best control is achieved by combining this with
the previous exit (which knows the client’s | P address).

» TheFTPserver SMF user exit, FTPSMFEX, iscalled before an
SMF record that contains information about an FTP server
sessioniswritten. It could be used to do somereal-time auditing,
or to log FTP sessions and commands in a specific dataset.

TCPaccess from CA has equivaent exits, namely: FTPCMND to
control FTP commands, and FTPLOGIN to control FTP logins.

WHAT ABOUT OUTBOUND TRAFFIC?
Because IBM has implemented only the FTP two-party-model inits
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stack, and the FTP client offers no exit, outbound FTP traffic cannot
be protected. With TCPaccess, the local FTP server can control
outbound FTP,

COMMERCIAL PRODUCTS

You canwriteyour own FTP exits and enforce some security rulesto
control FTPusers. Alternatively, if FTP security isconsidered critical
at your site, you might prefer to buy a dedicated product that would
use the FTP exit points to offer the following features:

« Tracing. Every FTP action should belogged in the system log or
in a specific file,

o Granularity of protection with dedicated RACF profiles. For
example, to forbid job submission from FTP port 21, you might
have an FTROO15.SITE.FILETYPE.JES profile in FACILITY
class with uacc=NONE.

e The client’s IP address combined with the userid could be a
selection criterion. For example:

rdefine FACILITY FTP.@@15.CWD.* audit(all(READ)) uacc(NONE)
permit FTP.@015.CWD.* class(FACILITY) id(PROD@1) access(READ) +
when(TERMINAL(C@AA83211))

Thiswill allow userid PRODOL1 to issue the CD FTP command
only if his IP address is COA83211 (that is, 192.168.50.17 —
generics work too).

| know of two commercial products which can help you do this:
e  Secure\FTP from Link\Manage.
 FTPAlert from WDS.

CONCLUSION

The Internet was originally designed to be open. And now we are
trying to protect it by closing all the doors. Thisisadifficult task for
us dinosaurs, who are not yet used to working in an open world. It's
equally difficult for network administrators with a Unix or NT
background, who haveto understand the mainframe specifics. But be
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warned: FTP is one of these apparently innocuous protocols that
actually need appropriate protection, beit through home-grown exits
or dedicated products.
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RACF and ACF2 — a comparison

32

ACF2 can protect dataset members.

RACF can currently protect only on the dataset name.
ACF2 alowstesting of accessrules.

RACF does not.

ACF2allowsaudittrail generationwithout havingto purchasean
add-on administrative product.

RACF requires an add-on product (ie Vanguard RACF
Administrator or Consul/RACF) to run reports.

ACF2 alows cloning when creating logonids.

RACF does not alow cloning, without the purchase of an
additional administrative product (eg VRA or Consul).

RACF hasaglobal accesstable, so that rules can be stored. The
global access table does not deny access, but will refer to the
RACEF profileif accessis not alowed.

With ACF2, dataset rules can be made globally resident, which
reduces overhead on validation checks.

ACF2 can restrict the time of day when someone can sign on to
the system viathe shift field.

RACF cannot.

ACF2cantraceall of anindividual’sactivity (TSO commandsor
dataset access) aswell aslog the activity of aresource.

RACF canlogresourceactivity but cannot logindividual activity
without a written exit.

RACF with an add-on product (VRA) can determine all the
resources to which an individual id has access.

ACF2 does not have this capability.
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WithVRA, RACF canasolist al occurrencesof anid on access
lists that no longer exist.

Granting access with RACF is as simple as connecting a userid
to a group that has access. Users can be connected to multiple
access groups.

ACF2requiresachangeto thelogonid’suidstring or achangeto
the rule key before access can be modified.

ACF2 maintains a listing of security violations in the logonid
record.

RACF does not maintain thisfield.

ACF2 alows the password violation counter to be set back by
one.

RACF does not allow this.
ACF2 rules allow temporary access to a dataset.

RACF does not alow temporary access to a dataset via the
profile. What can be donein RACEF, to providetemporary access
to aresource, isto connect the user to agroup that has accessto
the resource with a specified revoke date.

ACF2 hasa READALL privilege that allows browse access to
any file (without update/del ete).

RACF has only the OPERATIONS privilege, which provides
full accessto every dataset.

RACF alowstherunning of aDSMON utility which capturesall
of theRACF parametersandlistsall RA CF Groupsand Privileged
Userids.

ACF2 has the Global System Options which states all of the
ACF2 parameters, but does not list privileged logonids.

ACF2requirestheuse of NEXT KEY Swhen RULE KEY Sfill
up.
| have not (to date) seen a RACF profile run out of space.
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WithoutaNEXT KEY, ACF2rulesforaHigh Level Qualifier are
al stored under one key.

RACF can have severa rule profiles for each High Leve
Qualifier.

ACF2 and RACF now both require passwords for all ids on the
system. ACF2 did not make this requirement previously.

ACF2 protects by default.

RACF does not protect by default, unless PROTECTALL is
turned on.

RACF is reputed to be easier to interface with third-party
products than ACF2.

Control of batch JOB submission is more centralized in RACF
than in ACF2.

RACF controlsjob submission through one class.
ACF2 controls job submission in several places.
RACF requires aresource or id to be owned by an id or group.

ACF2 doesalow the owner of aresource with the $owner field,
but thisis optional.

RACF rulesarestoredeither through the panelsor TSO command
line, but never from a dataset.

ACF2 rules are usually stored in a dataset, but rules can be
compiled directly from ACF2. Because rules can be compiled
from a dataset or directly from ACF2, a rule change from one
source can wipe out a rule compiled in another source.

In addition, RACF rules can be changed by one line command.
ACF2 rule updatesrequire going through a series of commands.

RACF usesthe RVARY command to query or switch the RACF
databases. The databases are password protected.

ACF2 has no similar function.
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23 ACF2 alowsthe use of Firecall Emergency Logonids. When a
programmer has an emergency requiring access to production
resources, they log on to the firecall id to fix the problem. Their
name and id is captured for accountability purposes.

RACF does not have any such provision. An individual can be
connected to a group for emergency access, but there is no way
to connect someoneto agroup that hasnon-cncl (OPERATIONS
in RACF) privilege, because a privilege cannot be assigned to a

group.

24 Within RACF, a user can be connected to severa functional
groups that have different levels of access.

ACF2 allows masking of theuidstring or lid for rules, but a user
cannot be part of multiple groups.

CONCLUSION

If you use RACF aone, without an add-on package (ie Vanguard
RACF Administrator or Consul), ACF2 offers more granularity and
flexibility. Withtheadditionof VRA or Consul toRA CF, thedistinction
blurs.

In general, ACF2 provides more flexibility and better protection to
logonids/userids, while RA CF providesbetter protectiontoresources.

Bruce Josephs
(UKA) © Reserved 2001

Leaving? You don’t have to give up RACF
Update

You don’'t haveto lose your subscription when you moveto
another location — let us know your new address, and the
name of your successor at your current address, and wewill
send RACF Update to both of you, for the duration of your
subscription. There is no charge for the additional copies.
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The changing world of IT security

Inthefirst of threearticlesin thisissuelooking at remote security, we
consider thethreats posed by Distributed Denial of Serviceand virus
attacks,

Even if you managed to maintain a purely mainframe computing
environment, the day your first 3270 was replaced by a Windows
workstation running terminal emul ation software wasthe day RACF
stopped providing compl ete protection.

Earlier thisyear, the frequency and intensity of Distributed Denial of
Service (DDo0S) attacks increased markedly. And several
viruses’'worms have gone from unknown to widespread in aslittle as
24 hours. Infact, two of themost widespread, SirCAM and Code Red,
hit at the sametime. Theindustry pressisalready calling for achange
In approach towards combating viruses/worms and Denial of Service
attacks. Wehavetofacethefact that it isnolonger practical tocombat
attacks solely at the ultimate target.

DDOS AT GRC

Very few peoplearewilling to talk about computer security incidents,
becausethey generally represent bothanembarrassment tothetechnical
staff involved and ahugepublicrel ationsnightmarefor theorgani zation
asawhole.

Steve Gibson of Gibson Research Corporation (grc.com), by contrast,
has provided detailed information about the multiple DDoS attacks
his site has sustained. Thefirst attack, on 4 May 2000, was traced to
al3year oldboy who, withlittleknowledgeor skill, simply downl oaded
afew pieces of software from an Internet site for hackers and started
using them.

Even though this attack, or at least the target, appears to have been
decided on on the spur of the moment, he had been collecting his
weapons for sometime. Hisarsenal isaworldwide base of Zombies,
I nternet-connected PCsthat hecontrol sremotely without their rightful
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owners knowledge. Intotal, 474 Windows-based workstationswere
used in the first attack on grc.com.

It’s not clear whether these machineswere originally obtained by the
boy gaining access to (hacking) the machine and placing the hacker
program file there, or by an e-mail virus that installed the hacker
program. But itisknown that the hacker programisasinglefilestored
in a Windows directory with a name that’s almost indistinguishable
from area Windows component. The program is an Internet Relay
Chat (IRC) client that identifiesitself on the IRC's Internet site.

The attack itself involves issuing a single command that is
simultaneously performed by all availabl einfected machines—perhaps
a ping command that sends a large number of very large packets.

Stevetried contacting several of thel SPswhose customers’ machines
were being used for the attack, but most refused to help. The largest
said that they work only with the FBI. When contacted, the FBI were
friendly, but said they really needed documented |ossesin themillion
dollar range before they could investigate.

TWO MAJOR VIRUSES SSIMULTANEOUSLY

The SirCAM virus was discovered on 17 July 2001, and McAfee
delivereditsweekly virussignaturefile update that detected it late on
19 July 2001. Within little more than 24 hours, it was widespread
among individuals and small businesses. Larger organizations had
learned their lessons from previous viruses, most notably the
ILOVEYOU virus, and had the necessary processes in place: a
firewall that scans incoming e-mail for infected attachments, and a
check at least once aday for firewall updates.

This was a good thing, because many of these same organizations
were then faced with a particularly nasty worm known as Code Red.
Fortunately, it was restricted to a particular piece of Microsoft
software(11S) running on Windows 2000 Server. Thismeant that it did
not affect those likely to be hit by SirCAM: individuals at home and
in small businesses without their own Internet infrastructure.

Nearly aweek |later, when contacted by the media, the FBI stated that
they had not opened an investigation into SirCAM because no-one
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had come forward with a documented loss in the millions of dollars
range. (The Dutch authorities, by contrast, investigated the Anna
Kournikova virus that first appeared in February 2001 and then
arrestedthe20-year-oldresponsibleforit, confiscatingall hiscomputer
equipment in the process.)

MICROSOFT AND MCAFEE

Both Microsoft and M cAfeewere criticized about the SirCAM virus,
About ayear earlier, Microsoft released a poorly conceived security
patch for Outlook 2000 that should have prevented SirCAM from
infecting workstations that used Outlook to receive e-mail. Office
XP's Outlook 2002 was delivered ‘ out of the box’ with substantially
the same protection as Outlook 2000 with the security patch.

There are a number of reasons why most people never installed the
Outlook 2000 patch. First of all, few peopleknow about theavailability
of ‘updates' to Office. Second, the Web-based Office Update facility
— the easiest way for most peopl eto apply these updates— wasdown
for several monthslast winter. Finally, word spread qui ckly about how
the security patch worked. It made it impossible to receive many
common types of e-mail attachments. And, once you installed the
patch, there was no way to control it, disableit, or uninstall it, short
of deleting and reinstalling Office 2000 from scratch. Other software
vendors didn’'t help matters, by continuing to send updates to their
software as .exe file attachments to e-mail, which were then blocked
by customers Outlook with the security patch.

What's more, the Outlook security patch was incomplete, in that it
didn’'t block at least one of the executable types (file extensions) of
attachmentsthat SirCAM used. Worse still, at |east when tested with
Office XP's Outlook 2002, Outlook did not display the attachment’s
correct extension, even on a workstation with Windows 2000
Professional set to always display file extensions.

For all this to make any sense, a little background on SirCAM is
required. Thee-mail attachment it sendsis created by locating anon-
executablefile on the user’sworkstation, such asABSTRACT.TXT,
and randomly adding oneof fiveexecutableextensions. .BAT, .COM,
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EXE, .LNK, or .PIF. The result is a file that appears to have two
extensions, such as ABSTRACT.TXT.LNK, and which Outlook
displaysas ABSTRACT. TXT and evenindicatesisa‘ Text file'.

It took McAfee several days to correct its SrCAM oversight. The
default behaviour of itsanti-virus products, when asked to perform a
full virus scan of adisk drive or directory, had long been to scan only
certainfiletypes, significantly reducing the amount of timeit took to
performacompletescan. LikeMicrosoft, SrCAM usedfiletypesthat
McAfee did not scan by default. And, at one point during this time
period, McAfee's flagship product VirusScan Online began turning
off the Scan All setting that many of us had changed to override the
McAfee default.

CALLS FOR CHANGE

By andlarge, | SPshavefailed tofollow thelead of organizationswith
their own Internet infrastructure. Organizations long ago transferred
theresponsibility for hacker and virus protection from the end user to
the network security staff. More recently, the anti-virus software on
the desktop has become afail-safe, only there on the off chance that
the firewall lets something through. Individuals, small businesses,
and anyone else not running their own mail server(s) and firewall
should be behind their ISP's firewall, not unprotected as they are
today.

Steve Gibson holds a dlightly different view:

o Eachindividual should prevent the use of his’her workstationin
a DDoS attack.

*  Microsoft should removetheimproved DDoSattack capabilities
that are new to Windows XP.

e 1SPs should block outgoing DDoS traffic.

Putting all of thisin perspective, it isimportant to remember that the
majority of all security breaches still originate internally: carried out
by membersof your organization. Of course, no onelikestotalk about
such things, which explains why the numbers vary so widely on just
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how it dividesup betweeninternal and external threats. Plus, in recent
years, it'stheexternal threatsthat havemost visibly disruptedthelives
of computer users within organizations.

Jon E Pearkins
(Canada) © Xephon 2001

Contributing to RACF Update

Inadditionto RACF Update, the Xephonfamily of Update
publications now includes CICS Update, MVS Update,
TCP/SNA Update, VSAM Update, DB2 Update, AlX
Update, Domino Update, MQ Update, NT Update, Oracle
Update, and TSO/ISPF Update.

Althoughthearticlespublished areof avery high standard,
the vast majority are not written by professional writers,
and we rely heavily on our readers themselves taking the
time and trouble to share their experiences with others.
Many have discovered that writing an article is not the
daunting task that it might appear to beat first glance—and
the effort involved is more than offset by our generous
terms and conditions.

If you have ever experienced any difficultieswith RACF,
or made an interesting discovery, you could receiveacash
payment, a free subscription to any of our Updates, or a
credit against any of Xephon’swiderange of productsand
services, ssimply by telling us all about it.

M oreinformation about contributinganarticletoaXephon
Update, and an explanation of the terms and conditions
under which we publish articles, can be found at
www.xephon.com/nfc. Alternatively, please write to the
editor, Fiona Hewitt, at any of the addresses shown on
page 2, or e-mail her at fionah@xephon.com
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The anti-virus marketplace — focus on McAfee

RACFdoesnot deal withviruses, but someonehastotakeresponsibility
for the protection of each workstation now that terminal emulators
(workstation software) have replaced 3270s. That means getting to
know at least one anti-virus vendor and its products.

THE ANTI-VIRUS MARKETPLACE

Despiteconcentrating onorgani zationsrather thanindividuals, McAfee
still ranks number one in worldwide market share among anti-virus
software vendors. IDC’s July 2001 report gave McAfee 29% of the
combined consumer and enterprisemarket, whichtotalled $1.4 billion
US in 2000. The market grew 25% from 1999, despite a mgor
slowdown in IT spending last year.

In the corporate market, other major players include Computer
Associates, Symantec, and Trend Micro. Corporate-only market
sharefiguresarehardtocomeby, but McAfeeissomewhereinthe40s,
percentage-wise, with the others hard pressed to get into the 20s.

Althoughall four arelarge enough to merit consideration, it should be
pointed out that corporate sizemattersfor anti-virus software because
of the skilled manpower required to act quickly during a virus
outbreak. Vendors share a virus information clearing house, but that
still leavesthe challenge of rapidly responding by updating your anti-
virus product to handle the new threat.

WHY MCAFEE?

Some years ago, IBM effectively left the anti-virus business by
merging its product and research staff with Symantec, who had
purchased Norton Anti-Virus severa years earlier. As an existing
IBM customer, | managed to get two years of free anti-virus software
and signaturefile updatesfrom Symantec. But install ation on thetwo
workstationsfor which | wasresponsibledid not gowell, and I quickly
switched to McAfee.

© 2001. Reproduction prohibited. Please inform Xephon of any infringement. 41



Although McAfee has made a lot of mistakes over the intervening
years, it still seemsvery competent at its core anti-viruswork. It may
not alwaysbethefirst vendor with an updateto handlethelatest virus,
but it seems much more consistent in the sense of never being too late
(as at least one of the other magjor players has been).

Recently, McAfee began a concerted attempt to move customers off
its VirusScan traditional desktop-based software product to several
incarnationsof itsWeb-based * service' . Initially, anti-virusprotection
was bundled in Clinic, but it can now be purchased separately as
VirusScan Online.

KEEPING UP TO DATE

As long as I've used it, McAfee has offered free virus signature
updates for VirusScan on its Web site as a download. Updated
software had to be downloaded periodically from my telco’sintranet,
or the latest copy of the product purchased from aretailer.

McAfee then began to offer what it called SUPERDAT updates.
SUPERDAT is an executable program you download from its Web
site. When you run it, it updates both the software and the virus
signaturefiles. Actually, it only updateswhat McAfeerefersto asthe
‘engine’. Every year or two, McAfee brings out a new version of
VirusScan and not all SUPERDAT engine updates are available for
the previous version(s), eventually forcing a reinstall from your
employer or aretail purchase of the new version.

But al of thisisamanual process, at least in terms of rememberingto
download updates on aregular basis. And, while this may not have
mattered inthe mid-1990s, when most of uswerehappy receiving and
applying quarterly virus updates from IBM, it’'s certainly not enough
nowadays, when we're more likely to ask “is once a day enough?’.

Inlate 1999, M cAfee addressed this problem by licensing BackWeb
technol ogy, which ran constantly onyour workstation, monitoring for
McAfee updates on a minute by minute basis. The download was
performed in the background. When it was compl ete, the BackWeb
icon in the system tray alerted you that something needed your
attention, and you could then initiate installation whenever it was
convenient.
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Unfortunately, M cAfee discontinued its use of BackWeb just before
releasing Clinic, its Web-based service designed to replace the
traditional shrink-wrap VirusScan software. With Clinic and its
VirusScan Online component, you choose atime each day when an
automatic check for updates will be made.

VIRUSSCAN ONLINE

Like other products, VirusScan Online includesamonitor and ascan
module. Themonitor’smaintask istorunwhenever aworkstationfile
isabout to be opened, whether it’s an application requesting the open
or the operating system itself. It checks the file for virus infection
before allowing the open to proceed. If thefileisinfected, theuser is
prompted to determine what action should be taken: delete, rename,
disinfect, etc. Thescan modul eisrun ondemand by theuser requesting
afile, directory, disk drive, diskette, or data CD be checked for virus-
infected files.

VirusScan Online is different from traditional software in that it
downloads and installs directly. When you click Scan in the
M cAfee.com Servicesmenu onyour desktop, a\Web browser window
is initiated. You are automatically logged on, to ensure you are
licensed to use the ‘ service', then acheck is made to seeif the latest
scan module, engine and virus signatures are installed on the
workstation. If not, they are downloaded and installed. Then the scan
modulerunsinaWeb browser window withaGUI that |etsyou choose
what you want to scan. You can even select options and have them
remembered for future use. The status of the scan, right down to the
name of the current file being scanned, is shown right within the Web
browser window.

Themonitor updatesarealittlelesswell thought out. Thedaily check
opens up several Web browser windows that can disrupt your work
even if there are no new updates available. When there is an update
available, you are given 60 seconds to click on it, or it downloads,
installs, and prompts for a reboot automatically. Over the past year,
thisupdate procedure haschanged repeatedly, sometimeseliminating
the need to reboot, but mostly requiring it.

If your workstation is not running at the time you’ ve selected for a
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daily update, it may or may not occur when the workstation is next
activated. (Admittedly, my testing hasinvolvedtheuseof theWindows
2000 Hibernate feature, which is probably not used enough for
McAfeeto have considered it.) Even more baffling isthe fact that the
update check occasionally initiates adisplay of aMcAfee marketing
Web page, compl ete with pop-up window, rather than checking for an
update. On several occasions, an update that failed somehow was
considered done, and | had to wait a week for the next update to be
released before | could get the previous week’s update (updates are
cumulative).

Editor’'snote: * Virus protection —an essential piece of the mainframe
security puzzZle’ on pages 45-59 of thisissue looksin detail at how to
implement the €50 as part of the cor porate security solution.

Jon E Pearkins
(Canada) © Xephon 2001

Need help with a RACF problem or project?

Maybe we can help:

« If it'son atopic of interest to other subscribers, we'll
commissionanarticleonthesubject, whichwe' |l publish
in RACF Update, and whichwe' |l pay for —it won’t cost
you anything.

« |fit'samorespecialized, or morecomplex, problem, you
can advertise your requirements (including one-off
projects, freelance contracts, permanent jobs, etc) to the
hundreds of RACF professionals who visit RACF
Update’'s home page every month. This service is aso
free of charge.

Visit the RACF Update Web site
http://www.xephon.com/racf
and follow the link to Opportunities for RACF specialists.
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Virus protection — an essential piece of the
mainframe security puzzle

Our series of articles on remote security has looked at the problems
faced by the small remote office or single user at home trying to
securely access the corporate network and RACF-protected
mainframe. Here, we consider howthe McAfeee50 anti-virussolution
can help protect bothindividual users, and, by extension, thecorporate
mainframe.

THE PROBLEM

First, one question needs to be addressed: aren’t virusesirrelevant in
the mainframe world? After al, asIBM likesto brag, there has never
been a virus on the mainframe.

Virus-protecting the workstations that run 3270 terminal emulation
software to access the mainframe is essential to mainframe security.
Why?Becauseinfecting aworkstationisthefirst step that hackersuse
to gain accessto aworkstation fromthe I nternet. Today, the headlines
and hacker focusison remotely using other people sworkstationsfor
Distributed Denial of Service (DDoYS) attacks, but the same approach
can be used to gain access to your mainframe from that same
workstation. And RACFwill not helpyouif theworkstationisalready
logged onwhentheuser getscalled away unexpectedly and thehacker
sees his opportunity.

Hereishow it could work for aremote workstation with commercial
high-speed Internet and aVirtual Private Network (V PN) connection
across the Internet to the corporate mainframe. A virus enters the
workstation via the user’s personal or corporate e-mail account, or
software downloaded from the Internet or borrowed from afriend on
CD-ROM or diskette. The virus installs a program that makes its
presence known to a hacker through Internet Relay Chat (IRC). The
same program al so accepts commands from the hacker, who can use
the commands to monitor the workstation until the user leaves the
workstation unattended but still logged on to the mainframe. At this
point, the hacker can do anything the user can, from accessing
confidential information to (more likely) deleting large quantities of
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data. In my first hacker encounter (1980), a 14-year-old 2,000 miles
away was forcibly logged off just as he tried to zero the disk drive
housing half the corporate data.

BACKGROUND

L ast issue, we looked at the WatchGuard SOHO firewall asaway to
protect the remote office or single home user accessing the corporate
network and RA CF-protected mainframe viaan | SP's standard high-
speed Internet. As both the vendor and the article tried to emphasi ze,
the hardware firewall’s focus was illegal access, typically hackers,
Not viruses.

When M cAfeerecently began astrong marketing pushfor itsnew line
of hardware anti-virus solutions, the parallel wasinescapable. Could
thelow-end M cAfeee50 be pairedwith afirewall to providecomplete
protectionfor aremoteuser or user group? And beignored onceit had
been installed?

At the moment, the answer is“No”, but that doesn’t mean the device
should be ignored. It holds a lot of promise both now, in other
environments, andinthefutureasabig step towardsaremote security
solution. For the moment, however, the e50 really doesneed to bein
an environment whereit and the mail server(s) areonthe sameside of
afirewall.

WHAT YOU GET

Theeb0arrivesina9.5" x 17.5" x 20.5" shipping box weighing 28 Ib.
Open the box and the contents weigh 22 Ib, of which the caseweighs
151b. The caseissmaller than anormal PC andisnot rack-mountable
without additional rack mounting hardware.

A small box contains a mini-keyboard with built-in touchpad to
eliminate the need for amouse, which plugs into the e50's keyboard
and mouse ports. Although it weighs about the same as a typical
keyboard, it isabout the size of asheet of paper (11.25" x 8.5") rather
than the 17.25" x 6.75" of a keyboard, plus additional space for a
MOuSe.

You supply the monitor. If thisis starting to sound like a PC, you're
right. Itis.
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Without opening the case, a diskette drive and CD-ROM drive are
visible on the front. On the back are two NIC connectors, |abelled
CARD[1] and CARD[2], PS2 mouse and keyboard ports, three
analogue jacks from a sound card, two USB ports, a parallel port, a
serial port, a monitor port, and a red sticker covering the main
ventilation (back of the power supply) “Warning, this unit is set for
115v”.

There are two screws on the back for removing the cover from the
case. Inside you'll find:

* Intel D815BN motherboard with built-in NIC, video and sound
cards, and seria, paralel, primary, and secondary IDE, and
diskette ports.

e Pentium 633MHz Celeron processor.
« 256MB RAM.

o 20.4GB 7200 rpm Seagate Barracuda Model ST320420A Ultra
ATA (66MHZz) hard drive.

* Another 20GB hard drive hidden below the Seagate.

There are also two 10-foot RIM45 CATS5 network cables. And four
power cords, for four of the international power standards. The
manuals and other printed materia include:

Windows NT 4.0 Workstation Basics and Installation manual
with aMicrosoft Certificate of Authenticity with Product ID on
the front cover (118 pages).

o  \WebShield 50 Installation Guide (119 pages).
o \WebShield SVITP Administrator’s Guide (202 pages).
o \WebShield e50 Administrator’s Toolbox CD-ROM.

 Read This First card covering installation and configuration,
installing the appliance, and configuring the appliance.

» Reease Notes for McAfee WebShield e50.

»  SededPrimeSupport envelopewith certificateinsidefor connect
service which provides unlimited toll-free telephone access to
technical support during business hours (12 hours per day).
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o  Several other license agreements, a correction to a manual, and
PrimeSupport power and safety information.

DECIDING HOW TO USE IT

Beginning with the Read This First card, you are directed to page 20
of the WebShield e50 Installation Guide, ‘ Getting started with the
appliance’ . After stating “You can use the appliance in almost any
SMTP network topology”, it describesfive common situations, all of
which have the €50 right beside the mail server, protected from the
Internet by a firewall. The only exception is a portion of the fifth
topology, labelled an international organization, with three e50s in
three different locations.

One warning from the manual is worth noting: “McAfee strongly
recommends that you use the WebShield €50 appliance inside your
organization — behind a correctly configured firewall — for security
reasons.”

GATHERING CONFIGURATION INFORMATION

The next recommended step isto determineall names, addresses, and
other information needed during installation, to save major delays
during the actual installation process. First isthe computer name for
the e50. The default is ES0, but the manual recommends changing it
toreducethelikelihood of hackerstargetingit. | selected* MAILWALL'.

Next is network addresses, with this caveat: “McAfee recommends
that you do not choose to obtain the addresses from a DHCP server,
as this can cause configuration errors in your e-mail set-up. Using
static addresses avoids such errors.”

Therearetwo NICsinthee50, to support amulti-nomed network: two
different networks. The manual makes it clear that only one NIC
should be used in a single-homed network such as the one | was
testing, so only the TCP/IP addresses listed for Network adapter 1
were relevant, namely:

e |Paddress
e  Subnet mask
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» Default router/gateway (firewall)

« DNSaddressfor Internet (external)
 DNSaddressfor Intranet (internal)
WINS server address.

Thelastthreewerelistedasoptional, but withnoadditional information.,
Fortunately, the information is readily available by simply plugging
aWindowsNT/2000/X Pworkstationinto thefirewall port whereyou
plan to connect the €50, letting it connect, and then opening up a
Command Prompt (Start button-Programs-Accessories-Command
Prompt) and typing:

ipconfig /all

In Windows 95/98/Me, winipcfg replaces ipconfig.

In Windows 2000 Professional, you'll see the following sort of
information:

Microsoft Windows 2000 [Version 5.00.2195]
(C) Copyright 1985-2@@@ Microsoft Corp.

C:\>ipconfig /all

Windows 20@@ IP Configuration

Host Name . . . . . . . . . . : adiant
Primary DNS Suffix . . . . . :

Node Type . . . . . . . . . . : Broadcast
IP Routing Enabled. . . . . . : No

WINS Proxy Enabled. . . . . . : No

Ethernet adapter Local Area Connection 3:

Connection-specific DNS Suffix:

Description . . . . . . . . . : SOHOware 10/10@8 PCI Network Adapter
Physical Address. . . . . . . : @0-80-C6-E8-33-89
DHCP Enabled. . . . . . . . . : Yes
Autoconfiguration Enabled . . : Yes
IP Address. . . . . . . . . . :192.168.111.2
Subnet Mask . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . : 192.168.111.1
DHCP Server . . . . . . . . . :192.168.111.1
DNS Servers . . . . . . . . . :199.185.220.36
199.185.22@.52
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Lease Obtained. . . . . . . . : Tuesday, September 18, 2001 8:20:46AM
Lease Expires . . . . . . . . : Wednesday, September 19, 2001 8:20:46AM

C:\>

| soonlearnt that | couldn’t just pretend that my firewall used static IP
addresses, as the e50 manual suggests. Even though | could reliably
predict what IP address would be assigned by my firewall to its
internal hub’sports, it wasstill set upto use DHCPand would not fully
activate a port without a DHCP request.

E-MAIL DELIVERY METHOD
Next is the selection of the e-mail delivery method:

 Forward al e-mail messagesto asingle mail server or gateway.

 Relay al e-mail messagestoanumber of different mail serversor
gateways.

* Resolve where e-mail messages should be sent using DNS.

| found this confusing, because my | SP hasthe mail serversthat | use,
one for incoming (POP3) and one for outgoing (SMTP) e-mail. A
third is provided for IMAP.

Thefirst choice (forward) allowed only one host name or | P address
to be specified. The second (relay) didn’t seem to allow a separation
between ingoing and outgoing e-mail, but between domain names.

THE PHYSICAL INSTALL

The Installation Guide warnsyou not to place amonitor on top of the
eb0 case. For safety, | al soremoved thepower warning sticker because
of my concern for adequate cooling. The manual also emphasizesthe
importance of connecting the LAN cableto one of the NICs, |abelled
Card[1], and not the other, in a single-homed network.

Installation Step 10, towardstheend, hasanotemarked IMPORTANT,
which states, among other things: “Ensure that the appliance’s CD-
ROM and 3.5" disk drives are empty.”

Having tried, and failed, to open the drives manually with a small
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screwdriver, | switched on the appliance just long enough to get the
tray to open. It was empty.

POWERING UP

When you power up the €50, several screens appear automatically in
succession, followed by the familiar ‘Microsoft Windows NT
Workstation 4.0 with Microsoft Internet Explorer’ blue and black
graphics window in the middle of the screen. It hasa‘Begin Logon’
dialogue box over the top of it with ‘ Press Ctrl + Alt + Deleteto log
on’ and the animated graphic of ahand moving towardsthreekeyson
a keyboard (which took some getting used to).

A dialogue box then appeared, |abelled McAfee WebShield SMTP
€50, listing the ID (Administrator) and password. The message also
indicates that the all-upper-case password is case-sensitive, and
suggests the password be changed for security reasons. If you wait
more than a couple of minutes, without clicking the OK button, you
get back to the Logon dialogue box, where Administrator is already
filledin. All you havetodoistypethepassword. If you haveonly ever
used a mousg, it also takes some getting used to the touchpad and
buttons below it. (Don’t forget that hitting Enter on any Windows
keyboardisthe sameassingle-mouse-clicking onthedefault dialogue
box button.)

CONFIGURATION WIZARD

The NT desktop appears with, amongst other things, a dialogue box
|abelled* ConfigurationMethod’, whichallowsyouto choosebetween
configuring manually and automatically (manually is the default).

Another small dialogue box appears, with the message ‘Please
configure your IP and subnet mask addresses'. When | hit the OK
button alarger Server configuration dialogue box wasdisplayed, with
a photograph of the back of the e50, with the two NIC ports circled,
asking ‘How do you want to configure your WebShield €507 . Single
homed was the default choice; multi homed the other. For single
homed, | wasagain reminded to connect only to the NI C port | abelled
Card[1].
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Hitting OK revealed the familiar Network dialogue box of NT 4.0
withthe Protocol stab selected and TCP/I P Protocol highlighted asthe
sole entry under Network Protocols. When, as instructed in the
manual, | hit the Properties... button, the Microsoft TCP/I P Properties
dialogue box was displayed with the IP Address tab showing. Asthe
manual indicated, the NIC labelled Card[2] was displayed in the
Adapter box:

[2]1Intel 82559 Fast Ethernet LAN on Motherboard

Selecting the first entry from the drop-down list displayed the
parameters for Card[1]:

[11Intel PRO/10@+ Management Adapter with Alert on LAN

CHANGING THE COMPUTER NAME

My next task was to change the computer name (not required, but
recommended). | hit the OK button to return to the Network dialogue
box, and then clicked ontheldentificationtab. |nthe Computer Name
field, | entered my chosen MAILWALL name, replacing the default
ESO. It'seasy toforget, if you haven't used thesedialogueboxeslately
INNT 4.0and don’t read thee50installation manual carefully, that you
need to hit the Change button before trying to enter a new computer
name. Unlikemost read-only fields, thecursor appearswhenyouclick
onthefield, givingyouthefalseimpressionthat you candirectly enter
values into the field.

| wasthen prompted to shut down and restart my computer beforethe
new settings would take effect.

AFTER REBOOT

The fina step of the ‘Manua Configuration’ section of the €50
Installation Guide directs you to the ‘Configuring the WebShield
SMTP settings' section of the manual where additional planning is
required.

After detailed reading of this section and other sections referenced,
including quite abit in the WebShield SVITP Administrator’s Guide,
| decided that the approach of forwarding all e-mail ontoasingleMail
Server/Gateway would probably work. Although it referred to both

52 © 2001. Xephon UK telephone 01635 33848, fax 01635 38345. USA telephone (303) 410 9344, fax (303) 438 0290.



incoming and outgoing e-mail, it looked asif, by specifyingmy ISP's
outbound SMTP mail server, | would be able to initialy run the €50
just on outgoing e-mail from atest workstation with Outlook 2000 set
up to direct its e-mail to the e50.

HOW THE E50 IS SET UP

Meanwhile, checkingthee50itself, My Computer onthe NT Desktop
indicated that C: was a 7.84GB partition labelled SYSTEM with
561MB in use, and D: was a 9.76GB partition labelled DATA with
4.74MB inuse. BothwereNTFS. NT Disk Administrator showedtwo
hard drives, each 19454MB, but each with one partition that was
significantly smaller than the drive capacity.

Another point to noteisthat thereissome sort of blanking screen saver
in place that makes you think the e50 may have failed if you return
after an extended period and see a blank monitor. The monitor is not
in the normal deep state you expect to see when Power Management
initiates it on a modern Windows workstation.

After all my detailed reading, | went back to the ‘ Please configure
WebShield e50’ dialogue box, hit the OK button, and the WebShield
SMTP Configuration Wizard appeared.

SELECTING E-MAIL FORWARDING

When | selected the forwarding option, | was prompted to enter the
name or | P address of the server to relay all e-mail messages to. But
when | did this, aserver diagnostics dialogue box appeared with the
following message:

Finding Server:

smtp.telusplanet.net
Cannot resolve the given machine name.

Therewasonly anOK button, and no diagnostic detailswereprovided
in the €50 Installation Guide.

| decided to check whether the €50 had been ableto connect properly
to the Internet through the firewall. I’ d seen a reference to Internet
Explorer (IE) Version 2 in the Release Notes, but there wasno sign of
IE in the Start button menu or on the desktop. Start-Programs-
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Command Prompt and an ftp to aknown site gave me an * Unknown
host’ message, and a ping to a known site gave a ‘Bad |P address
message. Yet anipconfig/all indicated NT had assigned the expected
| P address, and double-clicking on Network Neighbourhood on the
desktop, then Entire Network, Microsoft Windows Network and
Workgroup, successfully found the other workstation connected to
the same firewall.

| decided to focus on getting aworking connection to the Internet. To
remove one layer of complexity, | decided to bypassthe firewall and
connect directly to the ISP by connecting the e50 NIC to the ADSL
modem using a CAT5 crossover cable.

DHCP, NOT STATIC IP

| quickly realized that this would mean going back to the Control
Panel settingsagain, but thistimewithout awizard to guideme. Then
it finally sank in that the firewall was set up for DHCP and couldn’t
be expected to work with aworkstation set up for static | P addresses,

After reconnecting thecables, | pushed the Start button, then Settings-
Control Panel-Network, Protocolstab, and the Propertiesbutton. The
Microsoft TCP/IP Properties dialogue box appeared with the IP
Addresstab displayed. | selected Adapter 1 from the drop-down list
under ‘Adapter’, then *Obtain an IP addressfromaDHCP server’. A
Microsoft TCP/IP dialogue box immediately appeared with the
message:

DHCP protocol will attempt to automatically configure your workstation
during system initialization. Any parameters specified in these property
pages will override any values obtained by DHCP. Do you want to enable
DHCP?

Once again, | was prompted to shut down and restart my computer
before the new settings would take effect.

REBOOT AND IT WORKS

Theeb0rebooted asit should, without any manual assistance, andthis
time my ISP's outgoing SMTP mail server passed inspection.

The next dialogue box to appear read:
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Webshield can be configured remotely by setting up trusted clients of
the Webshield configuration service.

Specify the trusted clients able to remotely configure this WebShield
Server:

Therewasalready asingleentry, localhost, and the Installation Guide
stated: “The‘localhost’ entry identifiestheappliance, and must not be
removed from the list.”

Hitting the Next> button displayed another wizard dialogue box
announcing that Webshield could send notification of infected e-mail
messages to adesignated e-mail address, and allowing meto specify
the address required (typicaly the postmaster of your domain),
Although this seemed avery useful feature, | 1eft the box unchecked
to simplify thingsinitially.

The last dialogue box of the wizard stated:

This concludes the WebShield SMTP Wizard. Press the 'Finish' button to
configure WebShield with the choices you have made, or 'Cancel' to
abandon the changes. If you abandon changes, you can manually configure
WebShield using the WebShield Console Tater.

Although this last sentence may be technically correct, it fails to
mentionthat hitting Cancel will takeyou back tothe‘ Pleaseconfigure
WebShield e50' dialogue box, with the only way out, other than
shutting down the €50, the OK button which starts up the wizard.

There were actually three buttons on this last wizard dial ogue box:
Back, Finish, and Cancel. | selected Finish.

CONFIGURATION COMPLETE

The WebShield e50 dialogue box then reappeared, saying that
WebShield e50 configured successfully. The larger WebShield e50
Installer dialogue box underneath it had much more to say:

WebShield e5@ installation process has started.

NT Network has been configured, but WebShield SMTP has not.

Mailscan service startup set to 'automatic'.

Mailconfig server startup set to 'automatic'.

Qutbreak Manager service startup set to 'automatic'.

Network configuration complete, WebShield SMTP configuration complete.

At the same time, a new logo joined the NIC card logo and the time
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inthesystemtray inthelower right corner of thescreen. Thenew logo
was adark blue circle with ared centre.

UPDATING VIRUS SIGNATURES

Hitting the OK button on the small dialogue box displayed a larger
WebShield e50 dialogue box urging me to configure autoupdate/
upgrade, to enable me to remain up-to-date with the latest virus
definitions.

| hit yes, to fully reveal the WebShield Configuration Console. The
Server wasselected intheleft sidebar, thefirst of eight items, referred
to in the Installation Guide as ‘modules': server, delivery, scanning,
exclusion, anti spam-relay, blocking, content filtering, and logging.
Anti spam-relay and blocking had red lines through them.

On the right there were four tabs. information, automatic update,
trusted clients, and service monitor. When | clicked on the automatic
update, | was given two choices under transfer method:

 Copy from aloca network computer
* Download from the Internet (the default).

| selected ‘download’ and pushed the ‘configure’ button. After a
couple of other boxes, a Scheduled Update Configuration dialogue
box appeared with four options, all, by default, empty check boxes:

o  Check for updates at system start-up.

o Usescheduler.

»  Randomize updates to within one hour.
o Update silently.

| selected all but randomize, which is intended to avoid network
contention when multiple e50s would otherwise be updating at the
sametime. The‘usescheduler’ optionincludesan arealabelled‘How
often would you like to check for updates? , with defaults of every 7
daysand at 9 am.
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HOURLY, NOT WEEKLY

| opted to check hourly, and assumed, since | could find no more
information in any of the Guides, that the time field was now
irrelevant. However, when the Upgrade Selections dialogue box
appeared, completing the wizard and stating that updates were
scheduled for every 1 hour starting from 9am, alarm bells began to
ring. To be on the safe side, | changed the time to 1 am. | was then
promptedtorestart theWebShield SMTPMail Cfg serviceonlocal host
and the WebShield SMTP Service.

NO MORE WIZARDS

This was the first time that the installation process had not been
controlled by awizard, and abare desktop wasvisible. Aswell asthe
usual icons on my desktop, | now had icons for back-up and restore,
configuration console, status monitor, and install Adobe Acrobat
reader.

But the majority of the desktop was occupied by “McAfee” in large
lettering, “ THE VACCINE FOR E-BUSINESS” just below it, athree-
shield logo, and “WebShield e50” just below the logo.

The next installation step listed in the manual was modifying the
Domain Name Server (DNS), which is required only if a DNS
determineswhere messages should be sent. Thefinal step wastesting
theconfiguration. Twotestsaredetailedinthee50 I nstallation Guide:

* Verifying that the appliance’s Mail Scan service is running.
» Veifyingthat e-mail messagesarescanned anddelivered correctly.

TESTING THE CONFIGURATION

Thefirst test involved using tel net to accessthe SM TP port of thee50
from another workstation. Since DHCP was used, this requires
running ipconfig /all on the e50 to determine the IP address. The
relevant part reads:

Ethernet adapter E100B1:

Description . . . . . . . : Intel(R) PRO Adapter
Physical Address. . . . . : 00-D@-B7-49-D8-1E
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DHCP Enabled. . . . . . . : Yes

IP Address. . . . . . . . : 192.168.111.4
Subnet Mask . . . . . . . : 255.255.255.0
Default Gateway . . . . . : 192.168.111.1
DHCP Server . . . . . . . : 192.168.111.1
Lease Obtained. . . . . . : Sunday, September 16, 2001 2:01:10 PM
Lease Expires . . . . . . : Monday, September 17, 2001 2:01:10 PM

At aCommand Prompt on aWindows 2000 Professional workstation
running off another port on the same firewall, typing

telnet 192.168.111.2 25

clearsthe screen, then, after about 15 seconds, displaysonelongline:

220 mailwall WebShield SMTP V4.5 Network Associates, Inc. Ready at Sun
Sep 16 21:49:04 2001

This matches the expected response listed in the Installation Guide.

The secondtest involvescreating an EICARtest fileand sending it as
an e-mail attachment from a workstation to seeif it is received and
handled by the e50. EICAR is the European Institute of Computer
Anti-virus Research, a coalition of anti-virus vendors headquartered
in Europe. Thetest fileisasinglelinein atext file. According to the
manual, it's treated like a virus by all anti-virus programs. The file
must be named EICAR.COM and the contents must be asingleline
consisting of the following:

X50 ! P%@APLA\PZX54(P*)7CC)7)$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+H*

However, when | sent atest e-mail with thisfile as an attachment, it
arrived safely at its destination, complete with attachment. And
McAfee VirusScan Online didn’'t indicate that the attachment was
infected, so there may be a typo in the é50 manual’s listing of the
contents of the EICAR.COM file. Nonetheless, the test did indicate
that the configuration was correct for outgoing mail.

For a summary view, the WebShield Status Monitor has a Statistics
section that providescountsof: received, scanned, filtered, delivered,
infected, corrupted, deferred, cleaned, blocked, returned, and
guarantined. Mail logs can a so be browsed from the Status Monitor.

CONCLUSIONS
As we saw earlier, virus protection is essential for workstations
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accessi ng the mainframe and for mainframe security itself, because
infecting a workstation is the first step that hackers would use to
remotely gain access to the mainframe.

Although the €50 looks like a promising solution for larger
environments, with their own on-site mail server(s), it isn't really
suitable for the small remote user(s) office connecting to the RACF-
protected mainframe.

Thereisalsotheissue of price. The €50 provides protection for up to
100 users for $3640/£2480, including the first year of support. If
you'relooking at it for asingle user or very small group, the per user
cost may well be too high.

Onefinal and important point that iseasy to misswhen evaluating the
e50: athough the update process, as McAfee likes to cal it, very
effectively automatically updatesthevirussignaturefilesasfrequently
ashourly, theupgrade process, wheretheanti-virusengineisupdated,
must be initiated manually.

Jon E Pearkins
(Canada) © Xephon 2001

Call for papers — share your expertise and
earn money at the same time!

Why not share your expertise and earn money at the same
time? RACF Update is looking for technical articles on
mainframe security issues and developments and sample
code that experienced RA CF practitioners have written to
make their life, or the lives of their users, easier.

Articlescan beof any length and can be sent or e-mailedto
Fiona Hewitt at any of the addresses shown on page 2.

M oreinformation about how to contribute can be obtained
from our Web site, at www.xephon.com/nfc
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RACF news

IBM’s announcement of z/OS V1R2 and
preview of z/OS V1R3 introduced
significant security enhancements provided
by RACF and other z/OS components.

For further details, see the article entitled
‘Z/IOSRACF enhancements' on pages21-22
of thisissue.

* % %

Tivoli Intrusion Manager is a new entry-
level security product that detects potential
vulnerabilities and provides a central event
and problem management console for
monitoring intrusions on up to 20 systems.

It uses DB2 Universal Database (UDB) and
runs on Windows 2000 Professional, Server
and Advanced Server, and NT 4.0. Version
3.7 isthefirst release of the product.

For more information, contact:

Tivoli Systems, 9442 Capital of Texas
Highway North, Arboretum Plaza One,
Austin, Texas 78759, USA.

Tel: (512) 436 8000.

URL: http://www.tivoli.com

eTrust Internet Access offers modular Web
access security that authenticates users
connecting over the Web and controls their
access to business applications and data.

eTrust Defense combines virus protection,
danger mobile code prevention, firewall
protection, and intrusion detection for
Internet gateways, messaging systems,
enterprise servers, and user desktops.

eTrust Management is an integrated
bundling of security products for large
organizations: eTrust Audit, eTrust Policy
Compliance, eTrust CA-ACF2, eTrust CA-
Top Secret, eTrust Single Sign-On, eTrust
Admin, and eTrust Access Control.

For more information, contact:

CA, One Computer Associates Plaza,
Idandia, NY 11749, USA.

Tel: (800) 225 5224.

URL.: http://www.ca.com

* % %
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