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Configuring AlIX to use the socksified IP stack

L etting clientsaccessservicesonthepublic I nternet can openuplarge
security problems. Without some sort of packet filter, such as a
firewall, it would be easy for an external user to attack your internal
network.

Evenwithafirewall inplace, it'sstill good security practiceto revedl
as little about your internal domain as possible, for instance, your
internal |P addresses and hostnames of your clients. If we take an
example such as telnet there are several ways of doing this.

First, without taking any special precautions, an internal client
tel netting externally over thelnternet wouldreveal its|Paddresstothe
outside world, and the firewall would aso have to allow external
boxesto routethroughit to reach theclient. Thisisinsecure, but from
the end user’s point of view is at least easy to use, because they just
use telnet in the usual way.

Thefirst method we could employ isto use Net Address Trandation
(NAT). Using this, thefirewall would rewrite the outgoing packets so
that the | P address was replaced with apublic one, and do thereverse
when the packet was responded to. Although thisis more secure in
termsof hiding your internal addresses, thefirewall isstill essentially
routing information through, so the end client is still open to attack;
there is also some additional configuration work needed on the
firewall.

Another method is proxy telnet. This involves the user using the
firewall as a proxy to the Internet. In this case the user would first
telnet to the firewall, and then from the firewall telnet over to a host
on the Internet. The advantage of thisis that there is no connection
directly from the client to the external host, but the disadvantage is
that theuser needstodoanextrastep, and additional user configuration
IS needed on the firewall.

Finally, thereis perhaps the combination of the most transparent and
secure method, which isto use socks. A socks server runson a TCP
port on the firewall and acts as atransparent proxy to the Internet. A
telnet client uses different TCP function calls in order to connect to
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a Site via a socks server. A client program that is able to do thisis
referred to as ‘socksified' . The socks server normally runs on port
1080 and, after the initial connection from the client to the socks
server, the client sends a packet which liststhe authentication method
to be used, destination IP address, and port of the server it wantsto
connect to. The socks server will then perform this function on the
client's behalf. Thisisillustrated in Figure 1.
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Figure 1. Socks server actions

In Figure 1, the numbers refer to the following:

1 The tenet client makes a normal TCP connection from an
ephemeral port to afirewall on port 1080 (a SYN, SYN/ACK,
ACK exchange).

2 Theclient sends a packet encoded with the destination port and
| P address it wants to attach to.

3 Thefirewall makes the connection from its own IP address and
ephemeral port to destination port 23 (tel netd) on the destination
server,

The telnet server answers as usual to the firewall.

5 Thefirewall takesthe packet and passesit back to the client via
its connection through port 1080.

Prior to AIX 4.3.3 and above, separate socksified clients were used,
such as the shareware products rtelnet and rftp. The problem with
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using these was that some client configuration work was needed, and
also that the user in question would haveto know that they haveto use
the socksified versions of the clientswhen communicating acrossthe
Internet.

InAIX 4.3.3andlater, afully socksVersion 5 Pstack wasintroduced.
This gives us the ability to configure which destinations require a
socksified connection. Thisiscompletely transparent to the user, who
isableto usethe same client program (tel net for example) in order to
connect via normal methods and via socks.

Thefact that AIX 4.3.3 hasafully socksified stack seemsto belittle
known, although it is documented if you're willing to hunt it out.
Before you go ahead and configure the client end of socks, you need
asocks5 server to connect to. Thisisnormally runin conjunctionwith
afirewall, and contains similar rulesin terms of authentication (such
as allowing the secure network to access ‘the world’). From the
firewall point of view it aso needs multiplerulesset up. For example,
inorder for atel net connection to be madefrom your internal network
totheoutsideword, youwill need oneruleallowing aconnectionfrom
your secure network to port 1080 on the firewall’s secure interface,
and another outbound from the firewall’s non-secure interface on a
port >1024 to port 23 on ‘the world'.

In order to configure an A1X 4.3.3 and later client to use socks, you
need to create an/etc/socksbe.conf file. Theformat of thisfileisquite
simple: you just specify whether any destination hosts or networks
should go viaasocksserver andif so what the | P address of hosthame
of that socksserver is. Alternatively it can be configured so all traffic
should go via a socks server unless the destination address fallsinto
your internal network. After the destination address, you can add an
optional prefix length to tell socks how many bytes of the addressto
match.

The following example specifies that all traffic on the internal
network (9) doesn’t use socks, while everything else will go through
the socks server socks.yourdomain.com:

 9.0.0.0/8 - NONE
* 0.0.0.0/0 — socks.yourdomain.com.
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The following example specifies that any traffic for the 160.100
network should use the socks server 9.10.10.10. Traffic to any other
destinations will not use socks:

« 160.100.0.0/16 — 9.10.10.10

Lastly, but very importantly, it's necessary to add an environment
variable into /etc/environment specifying the location of the
socksbce.conf file:

SOCKS5C_CONFIG=/etc/socks5c.conf

A simple method of checking the connectionisto usethenetstat —an
command. Simply check the destination port the client is established
with: a socks connection will show port 1080, a TCP client its own
port (for example telnetd listens on port 23).

© Xephon 2001

Introducing the Resource Monitoring and Control
(RMC) subsystem of AIX 5L

Version 5L of AlX, whichwasannounced earlier thisyear, introduces
completely new components into the features of the AIX operating
system. Thisarticlewill describethefacilitiesof ResourceMonitoring
and Control (RMC). RMC has arrived from the universe of IBM SP
supporting software; in fact it is part of Reliable Scalable Cluster
Technology (RSCT).

The new subsystem enables the system administrator to associate
predefined responses with conditions that monitor various system
resources. For instance, it is possible to issue an e-mail to the system
administrator when a processor goes offline.

Currently RMC has been announced only for the POWER platform.

PACKAGING AND INSTALLATION

The RMC subsystem isinstalled by default and consists of asingle
bundlenamedr sct.corecontaining thefilesets(l amomitting message-
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# 1s1

pp -L '*rsct*’

Fileset
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Figure 1. Filesets
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only filesets) shown in Figure 1.

All executables and related items are installed into the /usr/sbin/rsct
directory, while the log files and other temporary data are located in
/var/ct. The directory /usr/sbin/rsct/README/ contains various
README documents that contain the latest product-related
information.

The automatic start-up of the RMC subsystem is assured because of
the following line in the /etc/inittab file:

# grep rmc /etc/inittab
ctrmc:2:0once:/usr/bin/startsrc -s ctrmc > /dev/console 2>&1

The subsystem execution can be controlled using SRC commands or
its own control command, /usr/sbin/r sct/bin/rmcctrl, which is the
preferred way to stop and start it. Although the subsystem is
implemented as a collection of command line utilities, the best way
to configure and control it is to use the Web-based System Manager
(WSM). No smit-based interface exists at the time of writing.

The RMC subsystem consists of several multithreaded daemons, as
shown in the following output:

# 1ssrc -g rsct_rm

Subsystem Group PID Status
IBM.ERRM rsct_rm 12394 active
IBM.AuditRM rsct_rm 12136 active
IBM.FSRM rsct_rm 12650 active
#ps -mo THREAD -p 12394,12136,12650
IBM.FSRM rsct_rm 12650 active
USER PID PPID TID ST CP PRI SC WCHAN F TT BND
COMMAND
root 12136 4918 - A @ 60 9 * 240001 - @ /
usr/sbin
/rsct/bin/IBM.AuditRMd
- - - 15483 S @ 60 1 418410 g -
- - 15751 S @ 60 1 - 2400400 g -
- - 15999 S @ 60 1 7885246¢ 100410 g -
- - 16255 S @ 60 1 7885226¢ 410410 @ -
- - 16513 S @ 60 1 eald@2020 8410410 g -
- - 16771 S @ 60 1 eald@20a@ 8410410 g -
- - 17829 S @ 60 1 eald@212@ 8clo4d@ g -
- - 17287 S @ 60 1 ealP2la@ 8clP4dd @ -
- - 17545 S @ 60 1 eal@222@ 8cl4dd @ -
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root 12394 4918
usr/sbin
/rsct/bin/IBM.ERrmd

root 12394 4918
usr/sbin
/rsct/bin/IBM.ERrmd

root 12650 4918
usr/sbin
/rsct/bin/IBM.FSrmd

RMC CONCEPTS
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The two basic notions of conditions and responses form the basis of
RMC functionality. To monitor a condition, simply associate one or
more responses with it. The system comes preconfigured with 84
conditions and eight responses. The user can use them as supplied,
change them, and use them astemplatesto define his own conditions

and responses.

The condition monitors a specific property, such astotal percentage
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used, in a specific resource class, such as Host. You can monitor the
condition for one, or more, or al the resources within a monitored
property suchasPaging Deviceor Processor utilization. Each condition
containsan event expression, whichtriggersan event, and an optional
re-arm expression, which defines an event that will mark the end of
anevent condition. Theevent expressionisacombination of monitored
property, mathematical operators, and some numbers, such as
PctTotal PgSpUsed>90 in the case of Paging Space. The re-arm
expression isasimilar entity, for example, PctTotal PgSpUsed<85.

Responses to various conditions can consist of one or more actions.
In order to define an action you choose one of the predefined
commands such as send e-mail, log an entry to afile, or broadcast a
message; or you can trigger the execution of an arbitrary program or
script using the run program option. The action can be started by an
event, are-arm event, or both. You can a so specify atimewindow in
which an action is active, such as during on-shift on weekdays or
aways.

The predefined commands are using notifyevent, wallevent, and
logevent scripts, located in the /usr/sbin/rsct/bin directory. These
scriptscaptureeventsthrough the Event Response Resource Manager
(ERRM) environment variables and notify the user using e-mail, log
files, and message broadcasting. It is not advisable to modify the
predefined command scripts. However, you can copy these scripts
and usethem astemplatesfor creating your own scriptsto beexecuted
for the run program option.

You should notethat thelogevent script usestheal og commandtolog
events to the designated log file; therefore, you will have to use the
alog command in order to read the contents of the files.

When an event expression of acondition isfound to betrue, an event
istriggered, and the ERRM checks all the responses associated with
the condition and executes the appropriate event actions. The system
then looks for expressions defined for the re-arm expression. Only
after the execution of there-arm event actionswill the system start to
look for event conditions.

The RMC logsthe execution of the actionstriggered by event and re-
arm events, aswell asthe successor failure of the commandsinvoked
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by these actions to the audit log. The standard error of the executed
commandisalwaysrecorded; however, thestandard output isrecorded
only if theredirect command’s standard output to audit log option has
been selected for the command in the Action Properties dialog
window of WSM. The audit log records can be listed using the
|saudrec command or removed from thelog fileusing ther maudrec
command. The Audit log Resource Manager (AuditRM) component
of the RCM is responsible for the execution of logging activities.

RMC RESOURCES

The system resources monitored by RCM are managed by two
daemons—the File System Resource Manager (FSRM) and the Host
Resource Manager (HostRM).

The FSRM monitorsall local filesystemsand checksfor statusonline
(or offline), the total percentage used, and the number of inodes used
in the file system.

The HostRM supports nine different resource classes. The Processor
resource class monitors processor utilization by checking idle, user,
and kernel, and wait time percentage of processor utilization. The
Paging Space resource class checks for Paging Space usage and
availability. ThePhysical Volumeclasssupportsmonitoring of various
utilization parametersof physical disks. Thenetwork adapter resource
classes (supporting Ethernet, Token Ring, ATM, and FDDI devices)
monitor five different options such as error rate.

The Host resource class supports 46 different properties describing
various areas of server activity. Among the most important ones are
size of system run queue, sizes of various kernel memory pools, and
overall utilization of system processors.

The Program resource class monitors the execution states of specific
programs. A filter expression, based on avalue of a specific field of
the pscommand, can be specifiedfor thisresourceclass. Thisenables
the user to monitor only those programs executing for a particular
userid. Thepredefined conditioninthisresourceclasscheckswhether
the sendmail daemon is active.
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A general configuration change property issupported by all resource
classes. Using this property, it is possible to trigger a specific action
when the configuration of adevice operating under theresource class
control changes. The resource classes JFS, PagingDevice, and
Processor support the common operational state property.

ENHANCED WSM PLUG-INS

Version 5.1 of AIX 5L supports enhanced RMC related plug-ins.
These include:

* Host Overview enhancements.
e Audit log dialog enhancements.
e Conditions plug-in and dialog enhancements.

The Host Overview plug-in provides a convenient summary of a
minimal set of vital signs of the system, which are:

o  Operating system level
 |Paddress
 Machinetype

e  Seria number

Number of processors
 CPU frequency

« RAM size

» Paging space size

* Filesystems utilization.

The Host menu of the Host Overview plug-in provides a convenient
way to perform critical tasks, such as:

o Listtop 10 processors
 Deéelete (Kill) aprocess
 Expand aJournaled File System
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* Increase Paging Space
e  Shutdown the server
* Reconnect to RMC system.

The Events plug-in, which displays all the events, re-arm events, and
errorsthat occur during the current WSM session, has been enhanced
by inclusion of a new audit plug-in. The audit log dialog can be
launched from the Events menu. Using this dialog, it is possible to
check for all events and re-arm events that have been recoded by the
various monitoring subsystems. Also recorded are the actions that
have been taken because of the occurrence of these events.

The Conditions plug-in, which displays a predefined set of standard
conditions, hasbeen extended by incorporating thefollowingfeatures:

e Addition of a new Monitored property, showing whether the
condition is currently being monitored or not.

« Addition of new icons and menu choices, enabling usersto start
and stop the monitoring from the Conditions plug-in without
going through the monitoring dialog.

COMMAND LINE INTERFACE

In addition to the GUI-based WSM interface, the RM C supportstwo
groups of Command Line-based Interfaces (CLI), which can be
utilized by the user in order to create scripts using the subsystem.

TheRMC CLI enablesthe user to manipul ate definitionsof resources
and resource classes. The RMC CLI consists of the following
commands;

 mkrsrc— defines anew resource.
 rmrsrc—removes adefined resource.

o lsrsrc—lists (displays) resources or aresource class.
 |srsrcde—lists aresource or resource class definition.

» chrsrc—changesthe persistent attribute values of aresource or
resource class.
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o refrsrc — refreshes the resources within the specified resource
class.

o |sactdef — lists (displays) action definitions.

The Event Response Resource Manager (ERRM) command line
interface enables the user to control monitoring on the system. The
ERRM CLI consists of the following commands:

« mbkcondition —creates anew condition definition, which can be
monitored.

* rmcondition — removes a condition.

» chcondition—changesany of theattributesof adefined condition.
* Iscondition — lists information about one or more conditions.

* mkresponse—createsanew responsedefinition with oneaction.
*  I'Mresponse — removes aresponse.

e chresponse—addsor deletesthe actionsof aresponseor renames
aresponse.

e Isresponse - lists information about one or more responses.

* rmcondresp—deletesalink between aconditionand oneor more
responses.

e« mkcondresp — creates a link between a condition and one or
More responses.

e stopcondresp — stops monitoring a condition that has one or
more linked responses.

* |scondresp — lists information about a condition and its linked
responses, if any.

The following are examples of the responses generated after the
execution of some RMC and ERRM commands:

#1scondition
Displaying condition information:

Name MonitorStatus
"Inetd daemon state"” "Not monitored"
"Sendmail daemon state"” "Not monitored"
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"ATM transmit overflow rate" "Not monitored"
"ATM transmit error rate" "Not monitored"
"ATM transmit drop rate” "Not monitored”
"ATM receive drop rate" "Not monitored"
"ATM receive error rate" "Not monitored"
"FDDI transmit overflow rate" "Not monitored"
"FDDI transmit error rate" "Not monitored"
"FDDI transmit drop rate" "Not monitored”
"FDDI receive drop rate” "Not monitored”
"FDDI receive error rate" "Not monitored"
"Token ring transmit overflow rate" "Not monitored"
"Token ring transmit error rate" "Not monitored"
"Token ring receive drop rate" "Not monitored"
"Token ring receive error rate" "Not monitored"
"Ethernet transmit overflow rate" "Not monitored"
"Ethernet transmit error rate" "Not monitored"
"Ethernet transmit drop rate" "Not monitored"
"Ethernet receive drop rate" "Not monitored"

# startcondresp "/var space used" "Critical notifications" "E-mail root
anytime"

#

1scondresp "/tmp space used"
Displaying condition with response information:

condition-response link 1:

Condition = "/tmp space used"”
Response = "E-mail root anytime"
State = "Active"

SETTING UP AN EFFICIENT MONITORING SYSTEM

The following procedure describes the steps that must be taken in
order to set up an efficient SCM-based monitoring system:

1

Check predefined conditions to identify conditions that are
relevant to your situation. Use them as provided, customize
them, or use them as templates to define your own.

Check predefined responses. Customize them to fit your
environment and work schedule. For example, the response
‘critical notifications' has three predefined actions:

* Log events to /tmp/critical Events.
« E-mail the event to the root.
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» Broadcast messageto al logged-in users any time when an
event or re-arm event occurs.

You can modify the response, such asto log eventsto adifferent
file, page you during non-working hours, and e-mail you only
during working hours. With such a set-up, different notification
mechanisms can be automatically switched, based on your
working schedule.

3 Re-use the responses for conditions. For example, you can
customize the three severity responses, Critical notifications,
Warning notifications, and Informational notifications, to take
actionsinresponseto eventsof respectiveseveritiesand associate
the responses to conditions depending on severity.

4 Once the monitoring has been set up, your system continues
being monitored whether your Web-based System Manager
session is running or not. You can use WSM to check the status
of the system using the Events plug-in or use the Isaudrec
command to view the audit log.

REFERENCES

1 Resource Monitoring and Control Guide and Reference, SC23-
4345

2 AIX 5L Differences Guide Version 5.1 Edition, SG24-5765-01

Alex Polak
System Engineer
APS(Israel) © Xephon 2001

Have you come across any undocumented features in AlX
5L? Why not share your discovery with others? Send your
findings to us at any of the addresses shown on page 2.
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Tape Manager — part 2

This month we conclude the code for Tape Manager, which controls
back-up tapes.

if ( stay_flag==1)
sprintf(sys_cmd,"%s%s %s","tar -cf
",v_dev_name_n,files_to_be_copied);
else
sprintf(sys_cmd,"%s%s %s","tar -cf ",v_dev_name,files_to_be_copied);

printf("File is being written...\n");
fflush(stdout);

sys_rc=system(sys_cmd);

if (sys_rc!=@) {
printf("sys_rc=%d\n",sys_rc);
release_device(9);
exit(25);

}

if ( continue_flag==1 && stay_flag==0 ) {
exec sql delete from CURRENT_CART
where KEY=:continue_key;
if ( sqlca.sqlcode < @ ) sql_error(24);
}

if ( continue_flag==0 && stay_flag==1 ) {
exec sql select KEY into :dummy
from CURRENT_CART
where KEY=:continue_key;
if ( sqlca.sqlcode < @ ) sql_error(25);
if ( sqlca.sqlcode != 100 ) {
exec sql delete from CURRENT_CART
where KEY=:continue_key;
if ( sqlca.sqlcode < @ ) sql_error(26);
}
exec sql insert into CURRENT_CART
values(:continue_key, :new_serial_no,:v_dev_name,:dev_group_num);
if ( sqlca.sqlcode < @ ) sql_error(27);
}

exec sql insert into TAPE_FILES
values(:file_name,:files_to_be_copied, :current_version,
:new_serial_no,:seq+l,current
timestamp, :retpd, :share_flag,
:tot_size);
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if ( sqlca.sqlcode < @ ) sql_error(28);
release_device(1l);

printf("File %s is successfully loaded into cartridge %d
A\n",file_name,new_serial_no);

}

int main(int argc,char **argv)

{
int copt,i=0;

while(l) {
copt=getopt(argc,argv,"f:v:r:k:nxg:p:cs");
if (copt==-1) break;
switch(copt) {

case 'f'
strcpy(file_name,optarg);
break;

case 'v' :
version=atoi(optarg);
break;

case 'r' :
retpd=atoi(optarg);
break;

case 'x' :
strcpy(share_flag,"N");
break;

case 'n' :
new_flag=1;
break;

case 'g' :
dev_group_num=atoi(optarg);
break;

case 'p' :
strcpy(pool_name,optarg);
break;

case 'k' :
strcpy(continue_key,optarg);
break;

case 's' :
stay_flag=1;
break;

case 'c'
continue_flag=1;
break;

otherwise :
exit(26);
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break;

}
}

if ( optind < argc ) {
while ( optind < argc )
sprintf(files_to_be_copied,"%s
%s",files_to_be_copied,argv[optind++]);
}

sprintf(files_to_be_copied,"%s\n",files_to_be_copied);

exec sql connect to deneme;
if ( sqlca.sqlcode < @ ) sql_error(29);

check_parameters();
tm_write();

exit(@);

TMREAD.SQC

#include <stdio.h>
#include <sqlca.h>
#include <unistd.h>
#include <string.h>
#include <time.h>

int continue_flag=0;
char v_dev_name_n[22];
int file_name_len;

int random_number;

EXEC SQL INCLUDE SQLCA;
EXEC SQL BEGIN DECLARE SECTION ;
short nullind;
short new_serial_no;
short old_serial_no;
short seq=0;
char file_name[100];
short version=@;
short current_ver=0;
short dev_group_num=0@;
short stay_flag=0;
char v_dev_name[21];
char v_dev_label[21];
char continue_key[20];
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EXEC SQL END DECLARE SECTION;
void release_device();

void sql_error(int err_pl)

{
printf("SQLCODE=%1d\n",sqlca.sqlcode);
printf("Place of the error=%d\n",err_pl);
exec sql rollback;
release_device(D);
exit(l);

}

void release_device(int opt)
{

int sys_rc;

char sys_cmd[200];

exec sql update TAPE_DEVICES set BUSY=0
where DEV_NAME=:v_dev_name and
DEV_GROUP=:dev_group_num;

exec sql update TAPE_SERIALS set IN_USE='Y'
where SERIAL_NO=:new_serial_no;

if (opt == @ ) {
exec sql delete from CURRENT_CART
where KEY=:continue_key;

}

exec sql commit;

sprintf(sys_cmd,"rm -r %1d",random_number);

sys_rc=system(sys_cmd);

if (sys_rc!=@) {
printf("sys_rc=%d\n",sys_rc);

exit(2);
}
}
void get_random_number()
{
struct timeval tv;
long msec;

gettimeofday(&tv, NULL);
msec=tv.tv_usec;
srand(msec);
random_number=rand();
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void n

orew_dev_name()

{
int Tpl;
strcpy(v_dev_name_n,v_dev_name);
for ( 1pl=@;l1pl<strlen(v_dev_name_n);Tpl++) {
if ( v_dev_name_n[1pl]==" ") {
v_dev_name_n[1pl]=".";
v_dev_name_n[1pl+1]="1";
v_dev_name_n[1pl+2]="\0";
break;
}
}
}
void tm_read()
{
FILE *1abel_file;
int sys_rc;
int carts_serial_no;
char sys_cmd[200];
char dummy_char;
int 1pl;
exec sql connect to tmdb;
if ( sqlca.sqlcode < @ ) sql_error(l);
exec sql select CURRENT_VER into :current_ver
from VERSIONS
where FILE_NAME=:file_name;
if ( sqlca.sqlcode < @ ) sql_error(2);
exec sql select SERIAL_NO,SEQ_NO into :new_serial_no,:seq
from TAPE_FILES
where FILE_NAME=:file_name and
VERSION=:current_ver+:version;
if ( sqlca.sqlcode < @ ) sql_error(3);
if ( sqlca.sqlcode==100) {
printf("Could not find file %s in any cartridge...\n",file_name);
exit(3);
}
exec sql update TAPE_SERIALS set IN_USE='C'
where SERIAL_NO=:new_serial_no;
if ( sqlca.sqlcode < @ ) sql_error(4);
if ( continue_flag == @ ) {

exec sql declare crsl cursor for

select DEV_NAME,DEVICE_LABEL
from TAPE_DEVICES
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where BUSY=@ and DEV_GROUP=:dev_group_num and
DEV_NAME| | char(DEV_GROUP)
not in ( select DEV_NAME||[char(DEV_GROUP)
from CURRENT_CART )
for update of BUSY ;
if ( sqlca.sqlcode < @ ) sql_error(5);

exec sql open crsl;
if ( sqlca.sqlcode < @ ) sql_error(6);

exec sql fetch crsl into :v_dev_name,:v_dev_Tlabel;
if ( sqlca.sqlcode < @ ) sql_error(7);

if ( sqlca.sqlcode==100) {
printf("Could not find any available device...\n");
exit(4);

}

exec sql update TAPE_DEVICES set BUSY=1
where current of crsl;
if ( sqlca.sqlcode < @ ) sql_error(8);

exec sql close crsl;
if ( sqlca.sqlcode < @ ) sql_error(9);

exec sql commit;
if ( sqlca.sqlcode < @ ) sql_error(1@);

exec sql select DEVICE_LABEL into :v_dev_label
from TAPE_DEVICES
where DEV_NAME=:v_dev_name and
DEV_GROUP=:dev_group_num;
if ( sqlca.sqlcode < @ ) sql_error(ll);

printf("Please use device %s ...\n",v_dev_Tlabel);
norew_dev_name();

}
if ( continue_flag==@) {

get_random_number();
sprintf(sys_cmd,"mkdir %1d",random_number );

sys_rc=system(sys_cmd);

if (sys_rc!=@) {
printf("sys_rc=%d\n",sys_rc);
exit(5);

}

sprintf(sys_cmd,"%1d",random_number );
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chdir(sys_cmd);
while (1) {

printf("Please insert cartridge number %d and press
ENTER...(Seq.no=%d) \n",new_serial_no,seq);

printf("Press x to quit...\n");

fflush(stdout);

dummy_char=getchar();
if (dummy_char=='x") {

chdir("..");
release_device(@d);
exit(6);

}

sprintf(sys_cmd,"%s%s%s > /dev/null","mt -f ",v_dev_name,"
rewind");
sys_rc=system(sys_cmd);
if (sys_rc!=@) {
printf("sys_rc=%d\n",sys_rc);

chdir("..");
release_device(d);
exit(7);

}

sprintf(sys_cmd,"%s%s%s","tar -xf ",v_dev_name_n," >/dev/null
2>8&1");

printf("Label file is being read...\n");

fflush(stdout);

sys_rc=system(sys_cmd) ;
if (sys_rc!=@) {
printf("sys_rc=%d\n",sys_rc);

chdir("..");
release_device(d);
exit(8);

}

if ( ( lTabel_file=fopen("./Tabel_file","r") ) == NULL ) {
printf("There is a problem while reading ./Tabel_file...\n");

chdir("..");
release_device(@d);
exit(9);

}

fscanf(label_file,"%d",&carts_serial_no);
fclose(label_file);

if ( carts_serial_no == new_serial_no ) {
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break;
}
printf("Wrong cartridge is inserted...\n");

}
chdir("..");

if ( seq >1 ) {
sprintf(sys_cmd,"mt -f %s fsf %d > /dev/null",v_dev_name_n,seq-1);
printf("Winding the first empty point of the cartridge...\n");
fflush(stdout);
system(sys_cmd);
if (sys_rc!=@) {
printf("sys_rc=%d\n",sys_rc);
release_device(@d);
exit(10);
}
}
}

else {
/* check if the new file is on the same cart */
exec sql select SERIAL_NO,DEV_NAME,DEV_GROUP
into :o0ld_serial_no,:v_dev_name,:dev_group_num
from CURRENT_CART
where KEY=:continue_key;
if ( sqlca.sqlcode < @ ) sql_error(1l2);

if (sqlca.sqlcode==100) {
old_serial_no=0;

}

if ( old_serial_no == 0 ) {
printf("You did not use -s flag in the previous operation, you can
not use -c flag...\n");
release_device(D);
exit(11l);
}

if ( old_serial_no!=new_serial_no ) {
printf("Cartridge number mismatch. previous cart no=%d, current
cart no=%d\n",old_serial_no,new_serial_no);
release_device(d);
exit(12);
}
}

norew_dev_name();
if ( stay_flag==1)

sprintf(sys_cmd,"%s%s > /dev/null"”,"tar -xf ",v_dev_name_n );
else
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sprintf(sys_cmd,"%s%s > /dev/null","tar -xf ",v_dev_name );

printf("Cartridge is being read...\n");
fflush(stdout);

sys_rc=system(sys_cmd);

if (sys_rc!=@) {
printf("sys_rc=%d\n",sys_rc);
release_device(@d);
exit(13);

}

printf("File %s is successfully restored.\n",file_name);

if ( continue_flag == 1 && stay_flag == 0 ) {
exec sql delete from CURRENT_CART
where KEY=:continue_key;

}

if ( continue_flag == @ && stay_flag == 1 ) {
exec sql insert into CURRENT_CART
values(:continue_key, :new_serial_no,:v_dev_name,:dev_group_num);
if ( sqlca.sqlcode < @ ) sql_error(13);
}

release_device(l);

}

int main(int argc,char **argv)

{
int copt,i=0;

while(l) {
copt=getopt(argc,argv,"f:v:cg:k:s");
if (copt==-1) break;
switch(copt) {
case 'f'
strcpy(file_name,optarg);
file_name_len=strien(file_name);

break;

case 'v'
version=atoi(optarg);
break;

case 's'

stay_flag=1;
break;

case 'c'
continue_flag=1;
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break;

case 'g'’
dev_group_num=atoi(optarg);
break;

case 'k'
strcpy(continue_key,optarg);
break;

otherwise :
exit(14);
break;

}
}

if ( strcmp(file_name,"")==0) {
printf("Filename must be entered...\n\n");
exit(15);

}

tm_read();

exit(@);

TMLIST.SQC

#include <stdio.h>
#include <sqlca.h>
#include <unistd.h>
#include <string.h>

int file_name_flag=0;
int exp_date_order_flag=0;
int serial_order_flag=0;

EXEC SQL INCLUDE SQLCA;
EXEC SQL BEGIN DECLARE SECTION ;
short nullind;
short serial_no;
short seq_no=0@;
char file_name[100];
char files_to_be_copied[1000];
short version=@;
short ret_pd;
char cre_date[20];
char exp_date[20];
char is_share[2];
short current_ver=0;
long v_size_in_kb;
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EXEC SQL END DECLARE SECTION;

void sql_error(int err_pl)

{
printf("SQLCODE=%1d\n",sqlca.sqlcode);
printf("Place of the error=%d\n",err_pl);
exec sql rollback;
exit(l);

}

void Tist_by_expdate()
{
exec sql declare crs2 cursor for
select FILE_NAME,
FILES_TO_BE_COPIED,
VERSION,
SERIAL_NO,
SEQ_NO,
CRE_DATE+RET_PD days,
SIZE_IN_KB
from TAPE_FILES
order by 6 ;
if ( sqlca.sqlcode < @ ) sql_error(l);

exec sql open crs2;
if ( sqlca.sqlcode < @ ) sql_error(2);

printf(" ALL FILES IN THE CARTRIDGES IN ORDER OF EXPIRATION
DATE\Nn");

printf(" \n\n");

printf(" < file name ver. serial seqgno exp_date
size(KB) \n");

printf(" < files copied \n");

printf(" \n");

exec sql fetch crs2 into :file_name,
:files_to_be_copied,
:version,
:serial_no,
:seqg_no,
:exp_date,
:v_size_in_kb;

if ( sqlca.sqlcode < @ ) sql_error(3);

while (sqlca.sqlcode!=100) {
printf("%25s %5d %5d %5d %1ls

%81d\n",file_name,version,serial_no,seq_no,exp_date,v_size_in_kb);
printf("%6@s\n",files_to_be_copied);
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exec sql fetch crs2 into :file_name,
:files_to_be_copied,
:version,
:serial_no,
:seqg_no,
:exp_date,
:v_size_in_kb;
if ( sqlca.sqlcode < @ ) sql_error(4);
}
exec sql close crs2;
if ( sqlca.sqlcode < @ ) sql_error(5);
}

void 1ist_by_file_name()
{
exec sql select CURRENT_VER into :current_ver
from VERSIONS
where FILE_NAME=:file_name;
if ( sqlca.sqlcode < @ ) sql_error(6);

if ( sqlca.sqlcode==100)
current_ver=0;

else {
printf("VERSION DEFINITIONS\n");
printf("——\n");

printf("Current Version Number=%d\n\n",current_ver);

}

exec sql declare crsl cursor for
select FILES_TO_BE_COPIED,
VERSION,
SERIAL_NO,
SEQ_NO,
CRE_DATE,
RET_PD,
IS_SHARE
from TAPE_FILES
where FILE_NAME=:file_name
order by VERSION;
if ( sqlca.sqlcode < @ ) sql_error(7);

exec sql open crsl;
if ( sqlca.sqlcode < @ ) sql_error(8);

printf("%s FILE IS LOADED IN THE FOLLOWING CARTRIDGES\n",file_name);

printf(" \n");

printf("version serial_no seq_no cre_date ret_pd is_share
files copied \n\n");

exec sql fetch crsl into :files_to_be_copied,
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:version,
:serial_no,
:seq_no,
:cre_date,
:ret_pd,
:is_share;

if ( sqlca.sqlcode < @ ) sql_error(9);

if ( sqlca.sqlcode==100) exit(2);
while (sqlca.sqlcode!=100) {

printf(" %d %d %d %S %d %S
%s\n" ,version,serial_no,seq_no,cre_date,ret_pd,is_share,files_to_be_copied);

exec sql fetch crsl into :files_to_be_copied,
:version,
:serial_no,
:seq_no,
:cre_date,
:ret_pd,
:is_share;

if ( sqlca.sqlcode < @ ) sql_error(1@);

}

exec sql close crsl;
if ( sqlca.sqlcode < @ ) sql_error(ll);
}

void T1ist_by_serial()
{
exec sql declare crs3 cursor for
select FILES_TO_BE_COPIED,
VERSION,
FILE_NAME,
SEQ_NO,
CRE_DATE,
RET_PD,
IS_SHARE,
SIZE_IN_KB
from TAPE_FILES
where SERIAL_NO=:serial_no
order by SEQ_NO;
if ( sqlca.sqlcode < @ ) sql_error(l2);

exec sql open crs3;
if ( sqlca.sqlcode < @ ) sql_error(1l3);

printf("FOLLOWING FILES ARE LOADED IN CARTRIDGE %d.\n",serial_no);
printf(" \n\n");
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printf(" < file name ver. seqno cre_date ret_pd
size(KB) \n");

printf(" < files copied \n");

printf(" \n");

exec sql fetch crs3 into :files_to_be_copied,
:version,
:file_name,
:seqg_no,
:cre_date,
:ret_pd,
:is_share,
:v_size_in_kb;

if ( sqlca.sqlcode < @ ) sql_error(l4);

while (sqlca.sqlcode!=100) {

printf("%25s %5d %5d %11s %bd
%81d\n",file_name,version,seq_no,cre_date,ret_pd,v_size_in_kb);
printf("%7@s\n",files_to_be_copied);

exec sql fetch crs3 into :files_to_be_copied,
:version,
:file_name,
:seq_no,
:cre_date,
:ret_pd,
:is_share,
:v_size_in_kb;

if ( sqlca.sqlcode < @ ) sql_error(1l5);

}

exec sql close crs3;
if ( sqlca.sqlcode < @ ) sql_error(1l6);
}

void tm_Tist()
{

exec sql connect to tmdb;
if ( sqlca.sqlcode < @ ) sql_error(l7);

if ( exp_date_order_flag==1) {
1ist_by_expdate();
}

if ( file_name_flag==1) {
list_by_file_name();
}

if ( serial_order_flag==1) {
list_by_serial();
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}

int main(int argc,char **argv)

{
int copt,i=0;

while(l) {
copt=getopt(argc,argv,”"f:s:r");
if (copt==-1) break;
switch(copt) {
case 'f'
file_name_flag=1;
strcpy(file_name,optarg);

break;
case 's'
serial_order_flag=1;
serial_no=atoi(optarg);
break;
case 'r' :
exp_date_order_flag=1;
break;
otherwise :
exit(3);
break;
}
}
tm_Tist();
exit(@);

TMSCRATCH.SQC

#include <stdio.h>
#include <sqlca.h>
#include <unistd.h>

#include <string.h>

EXEC SQL INCLUDE SQLCA;
EXEC SQL BEGIN DECLARE SECTION ;
short serial_no;
short seq_no=0;
char file_name[100];
char files_to_be_copied[500];

© 2001. Reproduction prohibited. Pleaseinform Xephon of any infringement.

31



short version=@;
short ret_pd;
char cre_date[20];

EXEC SQL END DECLARE SECTION;

void sql_error(int err_pl)

{

}

printf("SQLCODE=%1d\n",sqlca.sqlcode);
printf("Place of the error=%d\n",err_pl);
exec sql rollback;

exit(l);

int main(int argc,char **argv)

{

32

FILE *scratched_carts;
char dummy_char;

scratched_carts=fopen("./scratched_carts","a");

exec sql connect to tmdb;
if ( sqlca.sqlcode < @ ) sql_error(l);

exec sql declare crsl cursor for
select FILE_NAME,
FILES_TO_BE_COPIED,
VERSION,
SERIAL_NO,
SEQ_NO,
CRE_DATE,
RET_PD
from TAPE_FILES a
where SERIAL_NO not in (
select distinct(SERIAL_NO) from TAPE_FILES
where CRE_DATE + RET_PD days > current timestamp
)
for update of FILE_NAME;
if ( sqlca.sqlcode < @ ) sql_error(2);

exec sql open crsl;
if ( sqlca.sqlcode < @ ) sql_error(3);

exec sql fetch crsl into :file_name,
:files_to_be_copied,
:version,
:serial_no,
:seq_no,
:cre_date,
:ret_pd;

if ( sqlca.sqlcode < @ ) sql_error(4);

printf(" SCRATCHED FILES \n");
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printf(" \n\n");
printf(" < file name ver. serial seqno cre_date ret_pd\n");
printf(" < files copied \n");
printf(" \n");
fprintf(scratched_carts,"” SCRATCHED FILES \n");
fprintf(scratched_carts," \n\n");
fprintf(scratched_carts,” < file name ver. serial seqno
cre_date ret_pd\n");
fprintf(scratched_carts," < files
copied \n");
fprintf(scratched_carts,"” \n");
while ( sqlca.sqlcode!=100)
{
exec sql delete from TAPE_FILES where current of crsl;
if ( sqlca.sqlcode < @ ) sql_error(5);
fprintf(scratched_carts,"%d\n",serial_no);
printf("%\n",serial_no);
printf("%25s %5d %5d %5d %1lls
%5d\n",file_name,version,serial_no,seq_no,cre_date,ret_pd);
printf("%70s\n",files_to_be_copied);
fprintf(scratched_carts,"%25s %5d %5d %5d %11ls
%5d\n" ,file_name,version,serial_no,seq_no,cre_date,ret_pd);
fprintf(scratched_carts,"%7@8s\n",files_to_be_copied);
exec sql fetch crsl into :file_name,
:files_to_be_copied,
:version,
:serial_no,
:seq_no,
:cre_date,
:ret_pd;
if ( sqlca.sqlcode < @ ) sql_error(6);
}
exec sql close crsl;
if ( sqlca.sqlcode < @ ) sql_error(7);
exec sql commit;
if ( sqlca.sqlcode < @ ) sql_error(8);
exit(@);
}
Abdullah Ongul
DBA
Disbank (Turkey) © Xephon 2001
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Local installs — how installp works

INTRODUCTION

If you administer more that two or three AIX servers, then no doubt
you havehit the problem of keepinglocally-writtenscriptsinsyncand
up-to-date. Someinstallationsuseatar filethat isshipped around and
untar ed on each system. Some sitessimply rely on copying programs
after modification. However, IBM provides, aspart of Al X, oneof the
best tools to help you keep multiple AIX systems in sync without
having to go looking in file headers for version numbers — installp.
Only a small amount of understanding is needed to enable you to
utilize its powers: this article will help provide that understanding.

But why go to the trouble of creating install images? Won't an aptly
named tar file do just the same? Well, no, not really. Thereis extra
functionality that installp provides. For exampl e, therearetwo ‘ exits

allowing you to do some customization both before and after the
programsareinstalled. Theseexitsaresimpleshell scripts, soyou can
do just about anything within these scripts. A second good reason is
that it does perform some validity checking on the programs it is
installing (if you check the appropriate smit option or usethe-v flag
on theinstallp command). There are otherswhich I will highlight as

appropriate.

Thisarticleisnot adefinitive description of theinstallp command or
theinstall processasawhole. Itisintendedto givean overview of how
an install image is made, provide some scripts to help you make
images of your own, and provide pointers as to how to make your
systemsalittle easier to administer. Finally, | will give an example of
an install image and how it is made.

THEINSTALL IMAGE

Have you ever watched an install go through and wondered what
exactly is going on? Ever seen the message “Adding entries to the
ODM” and wondered how it is managed? Well, here is how.
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An install image (or .bff file) is ssmply the product of the backup
command. You can take any install image, either basefileset or PTF,
and look at it by putting it into atemporary directory and executing
the command restore —xqdpvf <image name>. Note: do not do this
in the root directory, because it will install the files contained in the
Image into the appropriate directories as each filewithin theimageis
stored as ./<pathname>, eg .Jusr/bin/rm. It will overwrite your
current versions on running systems.

You should now have a directory structure within your temporary
directory. All thefiles are ‘installed’ relative to this directory. Also
included are some files down the path usr/Ipp/<image name>/. The
mainfileisa’library’ fileliblpp.a. Thisfilecontainsall thetricksthat
make the install process what it is. You can extract this file with the
ar (archive) command.

LIBLPPAFILES

Whentheliblpp.afileisunarchived, severa fileswill bepresentinthe
current directory. All the files normally start <lpp name>. The last
part of thefilenamedeterminestheroleof thefilefor theimage. Some
are compulsory, but most are optional.

Compulsory files:

e 4

e dSize

e inventory.
Optional files include:

e prel

* pOst_i

e  copyright
 post_u

s preu

» cfg files
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e rm.nv
o fixdata

Here is a breakdown of the compulsory files and some of the more
useful optional files.

al file

Thed fileisasimpletext file containing alist of fileswithin that part
of the image (root/usr/share). It is the list produced by the Ilpp —f
command, except that each file name or directory is made into a
relative path reference (a“./’ is added to the front).

sizefile

The sizefileisasimpletext file listing the directories that will have
programsinstalled into them and asize (in KB) indicating how much
spaceisneededinthat directory for theinstall tocompletesuccessfully
(unless the EXTEND file systems if space needed option in smit is
checked or the —X option is specified for installp).

inventory file

Theinventory file is another smple text file; however, the format of
thisfile is very important. It isin the sysck file format because the
information isused by the sysck command to validatetheinstallation
(theVERIFY install and check filesizessmit option). Thiscan bevery
useful. It can help administratorscheck whether other usershave been
altering local scripts on-the-fly.

pre ifile

Thepre_ifileisashell script that isrun prior to theinstallation of the
fileswithintheimage. Thisisuseful for adding useridsthat aretoown
programswithintheimage. A similar exit, pre_u, existsfor removing/
rejecting software.

post_ifile
The post_i fileisanother shell script. It isrun after the installation of
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the files has occurred. This is useful for running configuration
programsfor theinstalled files. Some filesets useit to update system
files such asinittab and crontab. For example, if you have severd
versionsof AlIX running and one program which isdifferent for each
version (eg monitor), | put all versionsof monitor intheimage(called
monitor.4.1 etc) and, using this script, put a link to the appropriate
version (depending on the result of the uname command). A similar
exit, post_u, exists for removing/reecting software.

fixdatafile

Thefixdatafile containsinformation regarding the problemsfixedin
the image. It can be handy if alink between problem numbers (ie
APAR number) and fix (PTF number) isrequired. Theinformationis
stored in the ODM (/usr/lib/objrepos/fix) and is therefore in a fixed
format (see example later).

There are 38 files which installp looks for (at last count on version
4.3.3). Some are for updating the ODM, some deal with removing/
rejecting the fileset. | have found that a small subset will suffice for
most installs and it appearsthat IBM initsinstall images usesonly a
small subset.

STRATEGIESTO TAKE

Therearebasically two strategiesthat can be employed when making
install images. Firstly, thereisthe easiest, but not thetidiest. Theidea
Isthat each version of your imageisaseparate entity and doesnot rely
on any that have gone before. So each image contains al the
programs, and any customization code contained within the image
must cater for being run each timetheimageisinstalled (ie checking
that a userid exists before adding it etc). This does mean that no
history will be kept of each version's install (ISlpp —h), but it does
have the advantage of being easier to produce.

Thesecond method istheonethat IBM uses. It involveshaving abase
fileset and a series of deltaimages, which rely on one or more of the
earlier versions. These images require a little more knowledge to
produce, but do have the advantage of having an audit trail (Ipp
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history) and any coding contained needs to be done only once. This
article will discuss both mechanisms.

MAKING AN IMAGE (ALL IN ONE)
So, what isneeded to make aninstall image?\Well, four thingsreally:

1 liblpp.afile.

2 The programsto be installed by this fileset.
3 A directory structure.

4 lpp_name file.

| have covered the first two items already. Next is the directory
structure.

The programsthat make up theimage should be placed in adirectory
that reflectsthedirectory they will finally beinstalled into, but which
IS relative to the directory you are working in. So if instaling a
program /usr/local/bin/test_prog, in a fileset called company, and
working in the directory /tmp/install_image, put it in the directory /
tmp/install_image/usr/local/bin. So a sample directory structure
might be:

/tmp/install_image/lpp_name
/tmp/install_image/usr/1pp/company/1iblpp.a
/tmp/install_image/usr/1pp/company/company.al
/tmp/install_image/usr/1pp/company/company.inventory
/tmp/install_image/usr/1pp/company/company.size
/tmp/install_image/usr/1pp/company/company.copyright
/tmp/install_image/usr/local/bin/test.prog

Thelpp_namefile

Thelpp_namefileistheonethat isused to build the .toc fileinstallp
usesduring installs. In fact the contents of thisfile are copied into the
toc, so the format is reasonably important. For images containing
everything, the contents will not change (except for the version
number).

The first line contains a number (the AlX version number), aletter
(usualy R), aletter (1), a package name, and a left curly bracket.
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The second line contains the image fileset name, version number in
full (eg 4.3.3.0), a number, a letter (indicating whether this install
requiresareboot to be effective: either N or b), aletter (usually U), the
language (eg en_UYS), and the title of the fileset.

Thethirdlineisnormally aleft square bracket. Optional linesfollow,
indicating any filesets and version numbers that need to beinstalled
beforeor withthisone, each onepreceded by anasterisk. A percentage
signison the next line, followed by one or more lines of directories
and numbers, whichindicatethe amount of spacerequired by thefiles
to be installed in the various directories,

Threelinesof percentagesignsfollow. Optional linesarenext, stating
what has been added to the image (IBM uses this to indicate which
APARsarefixed by the codeintheimage). Finally, thelast two lines
are the closing, right, square bracket and right curly bracket.

An example of an Ipp_name file follows:

4 R I company {

company.local.base 1.1.80.2 @1 N U en_US Companies local scripts LPP
[

%
/usr/local/bin 20
%

“ L 3R 38

Thisdefinitionwill defineafileset called company.local .base, version
1.1.0.2, within the package company. The imageisfor AIX version
4, and is an image in its own right (does not depend on version
1.1.0.0). No reboot is required as part of thisinstall, and it uses the
en_USIlocal information. Filesintheimage require spaceinthe/usr/
local/bin directory.

Future versions of this image will need only the version number
changing (ie 1.1.0.3 etc) and any new directories adding to the space
requirements as needed.
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MAKING AN IMAGE (PTF STYLE)

To make an image that relies on a base image already having been
installed requiresasmall amount of changefromtheabovelpp _name
file definition. Also, the directory structure for the image changes
dightly.

Below isan example of the samefileset definition except that it relies
on the base version (1.1.0.0) having been installed:

4 R S company {
company.local.base 1.1.80.2 @1 N U en_US Companies local scripts LPP
[

*prereq company.local.base 1.1.0.0
%
/usr/local/bin 20
/usr/T1pp/SAVESPACE 20
INSTWORK 20 2@

%

%

%
C00ra1 1 Added script test_script.
]

}

The alterations made are:

*  Onthefirst linethethird character isnow Snot |, indicating that
thisisa PTF not a base fileset

e Thereisarequirement that the basefileset beinstalled beforethis
image can be installed. (Note: this is actually not necessary
becauseinstallp will check that thebaselevel isalready installed.)

» Alinehasbeenaddedtoindicatewhat wasincluded intheimage.
Thisistheabstract fromthefixdatafileintheliblpp.alibraryfile.

« Twonew entrieshave been addedtothelist of directoriesused by
theinstall process. The SAVESPACE entry indicates the amount
of work needed when applying the image as opposed to
committing it. The INSTWORK entry indicates the amount of
space required during the install. These numbers are added
together and appear in the RESOURCES section of a preview
install.
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The file structure (assuming /tmp/install_image is the working
directory) would look something like:

/tmp/install_image/lpp_name
/tmp/install_image/usr/1pp/company/company.local.base/1.1.0.2/1iblpp.a
/tmp/install_image/usr/1pp/company/company.local.base/1.1.0.2/
company.local.base.al
/tmp/install_image/usr/l1pp/company/company.local.base/1.1.0.2/
company.local.base.inventory
/tmp/install_image/usr/1pp/company/company.local.base/1.1.0.2/
company.local.base.size
/tmp/install_image/usr/l1pp/company/company.local.base/1.1.0.2/
company.local.base.copyright
/tmp/install_image/usr/1pp/company/company.local.base/1.1.0.2/
company.local.base.fixdata
/tmp/install_image/usr/local/bin/test.script

[

The directory structure is based on the following pattern:

usr/lpp/<package name>/<fileset name>/<level number>/

The install process looks for the liblpp.a files in a directory named
using the above construct. Without this, installp complainsabout not
being able to open the relevant directory.

EXAMPLE

Theaboveisavery brief overview. A full examplefollows, including
a base fileset and a subsequent PTF for a package called company,
using the fileset name company.local.base. The base fileset will
contain one shell script (xxxx.sh), whichis 3135 bytes. Aspart of the
install, the program will be added to crontab. (Note: the directory /
usr/local/binwill be created if it doesn’t exist.) The PTF will contain
one C program, epoch2date (from AlIX Update January 1998, Issue
27, pages 46-47).

Basefileset (company.local.base v1.1.0.0)
A file:

./usr/local/bin/xxxx.sh

.copyright file:

Copyright Xephon 1999,2001
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Jpost_i file:

#1/usr/bin/ksh
#
if [[ 'crontab -1 | grep -c xxxx' -eq @ 1]
then
echo "@ 12 * * * /usr/local/bin/xxxx.sh"™ >> /var/spool/cron/crontabs/
root
crontab /var/spool/cron/crontabs/root
fi

inventory file:

/usr/local/bin:
owner = root
group system
mode = 755
type = DIRECTORY
class = inventory,company.local.base
source =

/usr/local/bin/xXxxx:
owner = root
group = system

mode = 555
type = FILE
size =3135

class = inventory,apply,company.local.base
Szefile

/usr/local/bin 4

lpp_name file:

4 R I company {

company.local.base 1.1.0.8 @1 N U en_US Companies local scripts
[

%

/usr/local/bin 4

%

%

%

]

}

Directory structure — al files are relative to the current (working)
directory:

1pp_name
usr/lpp/company/1liblpp.a
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usr/l1pp/company/company.local.base.al
usr/l1pp/company/company.local.base.inventory
usr/lpp/company/company.local.base.size
usr/Tpp/company/company.local.base.copyright
usr/lpp/company/company.local.base.post_i
usr/local/bin/xxxx

Command to create liblpp.a — run from the base working directory:

ar -r -gv usr/lpp/company/liblpp.a usr/1pp/company/company.local.base.al
usr/lpp/company/company.local.base.inventory usr/Tpp/company/
company.local.base.size

usr/l1pp/company/company.local.base.copyright usr/Tpp/company/
company.local.base.post_i

Command to createinstall image (company.local .base.1.1.0.0):

cat usr/lpp/company/company.local.base.al > Tpp_list

echo "./lpp_name" >> 1pp_Tlist

echo "usr/lpp/company/company.local.base/Tiblpp.a" >> 1pp_list
backup -pqvif company.local.base.1.1.0.80 < l1pp_list

PTF fileset (company.local.basev1.1.0.1)
| will only highlight the changed filesrequired to createa PTF image.

afile

./usr/Tocal/bin/epoch2date
inventory file:

/usr/Tocal/bin/epoch2date:
owner = root
group system
mode = 555
type FILE
size = 3552
checksum = "28468 4 "

Thereisno .post_i file.
fixdata file:

fix:
name = C000001
abstract = Add program epoch2date
type = f
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filesets = "company.local.base:1.1.0.1\n\

symptom = "Added script epoch2date to /usr/local/bin.\n\

lpp_name file:

4 R S company {

company.local.base 1.1.8.1 @1 N U en_US Company Tocal scripts
[

*prereq company.local.base.1.1.0.0
%

/usr/Tocal/bin 4

%

%

%

C0PP@A1 1 Added script epoch2date
]

}

Command to cresate liblpp.a:

ar -r -gv usr/lpp/company/company.local.base/1.1.0.1/1iblpp.a usr/l1pp/
company/company.local.base/1.1.0.1/company.local.base.al usr/1pp/
company/company.local.base/1.1.8.1/company.local.base.fixdata usr/l1pp/
company/company.local.base/1.1.@.1/company.local.base.inventory usr/1pp/
company/company.local.base/1.1.@.1/company.local.base.copyright usr/Tpp/
company/company.local.base/1.1.8.1/company.local.base.size

Command to create image (company.local .base.1.1.0.1):

cat usr/lpp/company/company.local.base/1.1.8.1/company.local.base.al >
Tpp_Tlist

echo "usr/lpp/company/company.local.base/1.1.0.1/1iblpp.a" >> 1pp_list
echo "./lpp_name" >> Tpp_Tlist

backup -pqvif company.local.base.1.1.0.1 < 1pp_list

WRAP-UP

You should now haveagood understanding of how theinstall process
works and how powerful installp is. There is of course scope for
enhancing the above scripts/commands, for example by writing a
script for producing thelpp_namefile. With alittle thought, it can be
used to set up new systems very quickly with local customization.

The above description worksfinefor AlX Version 4; | have not tried
it on Version 5. | cannot guarantee that any of theinformation will be
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correct after future fixes are applied to bos.rte.install because it is
based on my understanding of the install process at the current time.
However, | do usethe above format and | have had no problems. My
adviceisto havealook at IBM’sownimages: if it worksfor them, it
should work for you.

Phil Pollard
Unix and TSM System Administrator (UK) © Xephon 2001
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AlX news

IBM has announced Version 2.0 of its
AlXIlink/X.25, enhanced to take advantage
of the64-bitkernel scalability offeredin Al X
5L Version 5.1. The new version is 64-bit
enabled and can be executed in a 32-bit
environment and a 64-bit environment on
POWER platformsrunning AI1X 5L Version
5.1.

Version 2.0 enhances Network Provider
Interface support by supplying CCITT cause
and diagnostic codes for X.25 to the user’s
NPI applications, but you need to recompile
the X.25 applications first. Otherwise
existing applicationscanstill continuetorun
onthisnew versionwithout any modification.
The new version supports six existing
adapters: two-port Multiprotocol PCI
Adapter (supports 64-bit), IBM
ARTIC960HX 4-port Selectable PCI
adapter, IBM CoProcessor/1 Adapter for
ISA, IBM ARTIC960 Microchannel
Adapter, ARCTIC Portmaster Adapter/A for
Microchannel, and IBM CoProcessor/2
Adapter for Microchannel.

It supports CCITT 1980, 1984, and 1988
X.25.

For further information contact your local
IBM representative.
Web address: http://www.ibm.com.

* % *

IBM Global Services has announced Web-
delivered High Availability Services, aset of
services that provide Web-based access to
information and tools, aimed at improving
theavailability of pSeriesor RS/6000 servers
and associated main storage, DASD,
attached peripheral devices, and Al X.

At its heart is a Server Availability Self
Assessment, aWeb-based sel f-assessment of
system availability that includes various
process support modules covering change
management, problem management,
availability management, performance and
capacity management, and back-up and
recovery management.

For further information contact your local
IBM representative.

Web address: http://www-1.ibm.com/
services/ityus.

* % %

IBM has launched its rack-mounted eight-
way p660 Model 6M1 Unix server, powered
by 750MHz RS64 IV processors based on
copper andsilicon-on-insulator technol ogies
andfeaturing self-managingand self-healing
tools and Capacity Upgrade on Demand
capabilities.

Self-healing and self-managing technol ogies
include a built-in service processor for
monitoring system operation and taking
preventive or corrective action. Dynamic
Processor Deallocation, working with AlX,
can reassign tasks from a potentially failing
processor.

The system also features Chipkill used in
mai nframes, which eliminatesmost memory-
based system failures and is said to be 100
times more effective than ECCtechniques.

For further information contact your local
IBM representative.
URL: http://www.ibm.com/eserver.
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