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Background to CICS File Control logging and
journalling

CICS Transaction Server for OS/390 supports a variety of logging and
journalling options for files. These can result in some confusion when
file definitions are being made or changed. This article describes the
various options that may be specified, and explains the intention
behind their use.

BACKWARD AND FORWARD RECOVERY

CICS provides two types of recovery processing for files. Backward
recovery relates to the backout of recoverable operations against files
by tasks that have abended, or by a CICS system that has failed. These
operations are performed by dynamic transaction backout processing,
or by CICS emergency restart processing, respectively. Forward
recovery relates to the reconstruction of changes made to a file. This
would typically be required following some form of device failure,
such as a head crash to the DASD used for the VSAM dataset
associated with the file.

Backout of recoverable resources relies on log data recorded by CICS
during File Control request processing. Such log records are referred
to as before-images, since they reflect the state of a file’s record before
it was modified by a particular operation. Before-images are recorded
in the CICS system log (DFHLOG), which utilizes the CICS Log
Manager and the MVS Logger subsystem to write the log records to
a CICS system log stream on either a Coupling Facility or DASD.

CICS Log Manager actually splits the role of the system log into two
physically separate log streams – these are called DFHLOG and
DFHSHUNT. DFHLOG is used for the majority of system log data
recording. DFHSHUNT is used to hold the log data for tasks whose
Units Of Work (UOWs) have either not written to the log for some
time, or else have failed between prepare and commit processing
within a syncpoint operation. However, for the purposes of describing
before-image logging by a CICS component such as File Control, it
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is sufficient to regard the system log as a single entity.

Forward recovery logging preserves after-images of changes made by
CICS File Control requests. These are written to a specified journal
defined to CICS. Whereas system recovery writes before-images to
the system log, forward recovery utilizes a general log. General logs
are therefore the non-system logs handled by CICS, used for purposes
such as user journalling, audit trails, etc.

IBM provides the CICS VSAM Recovery program CICSVR to
recover lost VSAM data (say as the result of a DASD head crash).
CICSVR works independently of CICS; it uses the log data held on
forward recovery journals to rebuild VSAM datasets to their previous
state. CICSVR helps minimize data recovery time for damaged
VSAM spheres.

For more information on CICSVR, operational procedures for CICS
recovery, and forward and backward recovery of CICS resources,
please refer to the CICS Recovery and Restart guide.

DEFINING FILES TO USE BACKWARDS / FORWARDS RECOVERY

The Resource Definition Online (RDO) object FILE defines a file to
CICS. The RECOVERY PARAMETERS settings allow the definition
to specify what sort of recovery options relate to the file. These
options are RECOVERY and FWDRECOVLOG.

RECOVERY can specify None, Backoutonly, or All.

None means that the file is non-recoverable. This means CICS will
record neither before-images of changes (to the system log) nor after-
images of changes (to the forward recovery journal). Any changes
made to the file are therefore committed as they occur, and cannot be
automatically backed-out or reinstated.

Backoutonly means that only before-image logging is performed.
This means CICS can recover the file to a consistent state should a
task or system abend occur after the file had been changed by a task
but before that task could commit the changes at syncpoint time. The
file is therefore deemed to be recoverable by CICS.
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All means that (in addition to backward recovery recording), after-
images of changes made to the file are written to the forward recovery
journal.

Note that there is no option to have CICS perform forward recovery
journalling but not backward recovery logging against the file. If
forward recovery journalling is to be performed, the file must also be
recoverable to CICS.

RECOVERY PARAMETERS option FWDRECOVLOG allows the
specification of the journal to be used for forward recovery journalling
of after-images to changes made to the file. If RECOVERY is set to
None or Backoutonly, then FWDRECOVLOG is set to No, indicating
that no forward recovery journal is used for this file. If RECOVERY
is set to All, FWDRECOVLOG must contain a number in the range
1 through to 99. This number relates to the last two digits in the journal
name to be used as the forward recovery destination for the file. For
example 04 would refer to journal DFHJ04.

It should be noted that CICS/ESA 4.1.0 (and earlier releases) differed
from CICS Transaction Server in the naming convention for the
system log. Whereas CICS/ESA specified that the system log name
was DFHJ01, this is now the name of a general log in CICS
Transaction Server. As described earlier, system log data in CICS
Transaction Server is recorded in DFHLOG (and possibly
DFHSHUNT). Therefore, specifying 01 on the forward recovery
option FWDRECOVLOG results in after-images of changes made to
a file being recorded on general log DFHJ01.

CICS before-image recording means that sufficient information is
hardened to the system log before any change to a file is made, to allow
the undoing of that operation in a subsequent dynamic transaction
backout or emergency restart. For example, an EXEC CICS DELETE
request to remove a record on a recoverable file would result in the
record being logged to the system log prior to the deletion, so that this
image could be used to reinstate the record if the task that performed
the deletion were to abend or issue an EXEC CICS SYNCPOINT
ROLLBACK command. CICS syncpoint processing ensures that all
before-image log records pertaining to the task are physically hardened
to the system log’s underlying log stream.



    6 © 2001. Xephon UK telephone 01635 33848, fax 01635 38345. USA telephone (303) 410 9344, fax (303) 438 0290.

CICS after-image recording (to the forward recovery journal) includes
the logging of a write-add-complete record when a new record is
written to the file, a write-delete record when an existing record is
deleted from the file, and a write-update record when a record is
modified as the result of an EXEC CICS READ UPDATE / EXEC
CICS REWRITE command. CICS ensures that such after-images for
changes made by a task are physically hardened to the forward
recovery journal’s underlying log stream when the task syncpoints
and commits the changes.

In addition to such after-image journalling, CICS also stores so-called
tie-up records to the forward recovery journal, when files are opened
and closed, and when files are being keypointed and backed up. These
facilitate forward recovery processing.

A forward recovery of a corrupted dataset would apply the after-
images from the forward recovery journal of the file onto an image
copy of the dataset taken prior to the corruption. These could include
after-images of changes made to the file by inflight tasks. A CICS
emergency restart would then use the before-images recorded on the
CICS system log to back out any such inflight task activity against the
file and return it to a committed state once more.

AUTO JOURNALLING

File definitions also provide the ability to perform another form of
journal recording when changes are made to files within CICS. The
AUTO JOURNALLING parameters on the FILE definition provide
the ability to have CICS record file operations to a user journal.

Automatic journalling support for CICS files predates forward recovery
journalling. Unlike true forward recovery, automatic journalling is
not related to the UOW performing the changes to the file. That is,
information recorded on the CICS system log or forward recovery
journal is synchronized with the completion of the UOW, at syncpoint
or task detach time. CICS ensures that any such data held in an in-core
log buffer is hardened to the physical log streams for the system log
and forward recovery journal, at syncpoint time. This is not the case
with auto-journalling data – ie no synchronization of data hardening
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exists at syncpoint time.

The AUTO JOURNALLING option JOURNAL allows the
specification of the journal to be used for auto-journalling operations
against the file. As with FWDRECOVLOG, this can be either No or
else a number in the range 1 through 99. Assuming that a number is
specified, various other options can be set.

JNLREAD can be used to make CICS record the fact that the read
operations are being performed against the file. This can be specified
as None, All, Readonly, or Updateonly, depending on whether ordinary
reads, read for updates, all reads, or no reads are to be recorded.
JNLSYNCREAD is an associated option, specified by either Yes or
No, which indicates whether such auto-journalling of read operations
should be synchronous or asynchronous. This selects whether CICS
Log Manager should call the MVS Logger subsystem to harden the
journal record to the journal’s underlying log stream as part of the log
request, or whether it can be buffered within CICS and allowed to be
flushed to the log stream at a later point in time.

JNLUPDATE controls the recording of rewrite or delete operations,
if set to Yes.

JNLADD performs a similar role to JNLREAD, but for write operations
against the file. This allows either None, Before, After, or All to be
specified. As such, the file can auto-journal requests before and/or
after the I/O request to write a new file record to VSAM. Lastly,
JNLSYNCWRITE allows synchronization of auto-journalling for
write requests, as per JNLSYNCREAD for read operations.

All the auto-journalling options default to No or None, as applicable.

THE DFHJ01 JOURNAL

System log data (for backward recovery) is always written to the CICS
system log. You cannot redirect this to a journal mapped onto a
general log stream. All system log data is recorded by CICS onto
DFHLOG (or DFHSHUNT if necessary).
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Forward recovery data is recorded onto a journal mapped to a general
log stream, as specified by the FWDRECOVLOG option on the FILE
definition. Similarly, auto-journalling data is recorded onto a journal
as specified by the JOURNAL option.

CICS forward recovery processing is completely independent and
unrelated to auto-journalling. However, you can specify that auto-
journalled data is recorded to the same journal as forward recovery
information, by specifying the same number on the appropriate
options within the FILE definitions.

Auto-journalling records are not recommended to be used for VSAM
forward recovery purposes. CICS provides additional synchronization
and data hardening facilities for data written to forward recovery
journals. This ensures data is hardened to the physical log stream for
the forward recovery journal at the time that the task which updated
the file is committed, by means of a syncpoint operation. Auto-
journalling has no such association with CICS syncpointing. It is
provided for user-defined purposes, such as for maintaining an audit
trail of references and modifications to data on user files. It is not used
for CICS recovery purposes.

Both forward recovery and auto-journalling allow the use of journal
1 for their data recording purposes. In CICS Transaction Server, the
DFHJ01 journal is a user journal and no different from any other user
journal in the range from 1 to 99. However, in CICS/ESA 4.1.0,
DFHJ01 was the name used for the system log. BSAM datasets
DFHJ01A and DFHJ01B were the dual extents used to record before-
image data for logging of recoverable changes made to the system. In
CICS/ESA 4.1.0, there was no policing of the use of DFHJ01 as a
forward-recovery or auto-journalling destination. In other words, the
CICS system log could have contained additional log records unrelated
to before-image recovery purposes. This is not the case in CICS
Transaction Server; File Control definitions do not allow the use of
DFHLOG as a destination for either forward-recovery or auto-
journalling.

Since system log data is hardened to its underlying dataset at
syncpoint time, one side-effect of using DFHJ01 for auto-journalling
purposes in CICS/ESA 4.1.0 was that such data would be hardened
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to the dataset when the task that wrote the data committed any
recoverable changes to CICS, by issuing an EXEC CICS SYNCPOINT
or RETURN command. As stated above, this is not the case in CICS
Transaction Server. True synchronization of general log data hardening
is provided by CICS forward recovery processing, not auto-journalling.

I hope this article has helped explain the background to logging and
journalling within CICS file control processing. Readers wishing to
discuss the material in this article further are welcome to contact me
via e-mail, at andy_wright@uk.ibm.com.

Andy Wright
CICS Change Team
IBM (UK) © IBM 2001

Migrating an existing home banking application
from Microsoft IIS to IBM WebSphere

We have a home banking application developed on Microsoft Internet
Information Server. Our production data is on an IBM OS/390
mainframe, in DB2 tables and VSAM datasets. Dynamic HTML
pages are filled by ASP files that get data from the host database using
CICS HLAPI programs. An ActiveX component handles the
connection between ASP and an HLAPI program and can be the
source of a number of different problems. Generally, this solution has
proved its value: in practice more than 30,000 active users per day
visit our site and use the different services.

Figure 1 presents a schema of our software platform for that solution.

Our management considered the idea of migrating our home banking
to an IBM platform because they expected a large growth in the
number of users and wanted to supply them with the best service. I was
given the task of migrating existing services to the new platform in the
most efficient way. Figure 2 presents the target software platform.
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This migration was carried out with the minimum of modification:

Figure 1: Home banking application made on MS ISS
and HLAPI connection to CICS

Web clients

Connection to
CICS using
HLAPI

Web server – must be on PC

Web browser

Web browser

MS IIS ASP Active XDLL
IBM host
with CICS

...

Figure 2: Home banking application made on IBM
WebSphere and ECI connection to CICS

Web clients

Connection to
CICS using ECI

Web server – may be on PC
or IBM host (same or other)

Web browser

Web browser

WebSphere JSP
IBM host
with CICS

... Java classes
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1 Existing ASP files were replaced with JSP files:

• The HTML tags were left unchanged.

• Any Visual Basic code in the ASP files was replaced with
Visual Age for Java code. This task did not require too much
effort because the main logic is in the CICS transactions.

2 We replaced existing terminal CICS transactions with CICS DPL
programs that will be called from a CICS Universal Client using
ECI.

3 Existing communication PC-CICS was via an ActiveX.dll (called
GActiveX) and using HLAPI on PC-Web Server opened terminal
emulation. We replaced this with new Java classes using IBM
CICS Connector for Java and IBM CICS Transaction Gateway
via TCP62.

I’ve selected one typical part of the application to illustrate the process
of migrating to another Web platform. This part enables users to enter
a username and password; it checks them, and takes the user to the
next stage according to the checking results.

On the Microsoft platform, this part consists of:

• An ASP file, LOGIN.ASP, which calls CICS transaction I001
(program I001PLI).

• I001PLI, a program for checking username and password.

In the IBM WebSphere platform, we have the following pieces of code
with the equivalent function:

• JSP file LOGIN.JSP, which calls class InetClient.

• InetClient.java, which checks input data and calls class I001.

• I001.java, which communicates with CICS program I001PLI.

• I001PLI, the program for checking username and password.
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LOGIN.ASP
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Before making class I001, we had to carry out the following steps in
Visual Age for Java (using Tools/Enterprise Access Builder):

1 Create I001RecordType importing from COBOL program
I001COB.

2 Create I001Record from I001RecordType.

3 Create I001Command using CICSConectionSpec,
ECIInteractionSpec, and I001Record.
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For more information, see IBM’s Redbooks CICS Connector in VAJ.

We had to modify the existing CICS transactions in the CICS
programs, deleting all terminal statements (like SEND or RECEIVE)
and use the common area for any data communication. We cannot use
CEDF (or CEDX) for testing these CICS programs, so we made a
simple CICS transaction for testing this in CEDF.

FILE: I001TST
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The WebSphere solution for our home banking application is now in
the test phase. We use Web Application Server and CICS Transaction
Gateway on the NT platform. We plan to establish a production
environment on an OS/390 mainframe without any change to the
application. Our first experiences from testing proved that reliability
is much higher than on the previous platform.

Our business logic is based on the CICS transactions that use
miscellaneous external procedures, the CICS link programs, and
work with DB2 tables and VSAM files. Therefore, this platform
provides for the simple usage of existing modules that support
business logic.

We plan to improve security by implementing client certificates and
storing them in LDAP.

Dejan Jelic
Programmer
Postal Savings Bank (Yugoslavia) © Xephon 2001
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Description of the program CSCREATE

One of the many possibilities of using CICS directly via an intranet
or the Internet is the ability to call 3270 transactions via a Web
browser. From the BMS masks of the called applications, HTML
templates must be created, which can be deposited in a file with the
DDname DFHHTML. You must insert an appropriate jobcard into
your CICS JCL.

An example of the generation of these HTML templates is shown at
the end of this article.

To activate this in CICS you need, among other things, the so-called
TCPIPSERVICE(s).

These can be defined and administered by using the CEDA transaction.
They can also be created via the program CSCREATE, which you can
start via PLT processing. You need only the SYSID of the respective
CICS, the port this CICS was assigned to, and the name of the
TCPIPSERVICE.

Don’t forget to set the parameter TCPIP=YES in your SIT!
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Support for the COBOL SORT verb in CICS –
part 2

This month we conclude the article that describes a CICS compatible
SORT routine, callable from general-purpose COBOL programs via
the SORT verb.
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Free weekly Enterprise IS News

A weekly enterprise-oriented news service is available free
from Xephon. Each week, subscribers receive an e-mail
listing around 40 news items, with links to the full articles on
our Web site. The articles are copyrighted by Xephon – they
are not syndicated, and are not available from other sources.

To subscribe to this newsletter, send an e-mail to news-list-
request@xephon.com, with the word subscribe in the body
of the message. You can also subscribe to this and other
Xephon e-mail newsletters by visiting this page:

http://www.xephon.com/lists

which contains a simple subscription form.



CICS news

IBM has announced WebSphere Application
Server V4.0.1 for z/OS and OS/390, with
J2EE-compliant deployment platform for
servlets, JavaServer Pages, and Enterprise
JavaBeans, plus Java Messaging Service and
Web services.

The deployment environment is delivered as
Web services with SOAP and UDDI support.
It continues to support connector access to
CICS, IMS, and DB2 as well as connections
to applications that run on Web servers and
back-end systems such as DB2, CICS, and
IMS.

Included with the application server is
Software Development Kit 1.3, providing the
base support for applications at the Java 2
API level.

For further information contact your local
IBM representative.
URL: http://www.ibm.com/software/
webservers.

* * *

H&W Computer Systems has announced
WebTek Tools for CICS, which is a suite of
tools for developing, deploying, maintaining,
and securing CICS Web applications.

The product addresses the infrastructure
requirements of extending CICS applications
to the Web, including security, file
management, limitations of a 32KB
COMMAREA, and restricted concurrent
connections.

WebTek also provides flexibility in
application development and maintenance,
including separate corporate presentation

Web elements from CICS application logic,
merging data from other sources in a CICS
Web page, and deploying CICS as a single
server solution.

For further information contact:
H&W Computer Systems, 6154 N Meeker
Place, Suite 100, Boise, ID 83713-1533,
USA.
Tel: (208) 377 0336.
URL: http://www.hwcs.com/html/
cicsweb.html.

* * *

IBM has begun a promotion by which users
get a free one-day CICS Migration
Consultancy, worth about US$2,800, when
they upgrade to CICS TS for OS/390 V1.3.
The deal is sweetened if you upgrade and also
purchase WebSphere V4.0 for any platform:
you get the migration consultancy plus CICS
Transaction Gateway V4 for the same
platform as the WebSphere licence.

For further information contact your local
IBM representative.
URL: http://www.software.ibm.com.

* * *

Xephon is holding a one-day conference
entitled CICS Update 2001 at the Radisson
SAS Portman hotel, London, on 11
December 2001.

For further details about CICS Update 2001,
or information about Xephon’s complete
range of seminars and conferences, call
01635 33823 or browse www.xephon.com/
events.

* * *
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