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CICS log record formatting

BACKGROUND

CICS log records are produced by CICS Transaction Server in response
to certain events taking place in the system. They are generated for
system-recovery activity (such as automatic logging of recoverable
changes made to CICS-managed resources), and for other general
events (such as recording audit trails for terminal I/O events or for BTS
processes and their constituent activities, for forward recovery logging
and autojournalling of CICS file control operations, or for explicit
writes to user journals). Their destinations can be the CICS system log
(DFHLOG and DFHSHUNT logstreams) or general logs defined for
user-purposes (eg DFHJ02). Some general logs are used by CICS for
system-related activity, such as the logging of CICS file control
forward recovery log records.

The format of the log records varies between system log and general log
destinations. Similarly, log record formats used in CICS Transaction
Server are different from those used for the equivalent logging of events
in CICS/ESA 4.1.0 and earlier CICS/ESA versions.

The area of log record formatting, conversion between the CICS/ESA
4.1.0 and CICS Transaction Server record formats, and the choices and
options available when reading logstreams, has led to some confusion
in the user community. This article describes the different approaches
available in handling the log data written by CICS, and the effects of
specifying various options on the batch jobs used to process CICS logs.

CICS/ESA 4.1.0 LOG FORMAT OVERVIEW

CICS/ESA 4.1.0 used BSAM to support logging to system and user
journals. Typically, customers would define dual dataset support for
each journal being used by the system. These would be the A and B
extents; for example, DFHJ02A and DFHJ02B were the two dataset
extents for user journal DFHJ02. CICS journal control processing
provided buffering of the log records within in-core memory areas, and
initiated I/O events to BSAM as appropriate (when a buffer was too full
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to accommodate a new record to be written, or if a synchronized journal
control command was being processed, for example).

The CICS/ESA 4.1.0 journal dataset extents were defined to BSAM as
Undefined (U) Record Format. RECFM=U was used to give CICS
control of when I/O events to DASD were made. It also allowed CICS
control over the record positioning within each log block. For example,
CICS could then ensure that a journal Label Record was present at the
start of each block. Despite the dataset extents themselves being
defined as RECFM=U, the records and blocks were written in Variable
Blocked (VB) format. CICS achieved the appearance of its journal data
being written in RECFM=VB format by ensuring that LLBB fields
were added to the start of each record, and at the start of the log block
being constructed in the in-core buffer.

Typically, when a dataset extent filled up this would be archived prior
to reuse, whilst logging continued on the new extent just switched to.
CICS/ESA 4.1.0 included automatic archiving support, to submit a
batch job when a journal extent switch occurred, which then archived
this dataset and marked it ready for reuse. In this way, the dataset
extents were written to, archived, and reused as CICS filled them and
switched from one to the other, and back again.

DFHJUP was provided as the batch utility program for journal record
formatting. It allowed the log records to be read from the target journal,
filtered, and then printed or copied to another dataset. If the DD
statement for the journal dataset in the DFHJUP job were to specify a
RECFM=U (or defaulted to such), each log block would be returned
as an undefined structure. If RECFM=VB were specified as an
override to the DCB definition for the target dataset, BSAM would
deblock the records into individual entries, as per their preceding
LLBB values.

CICS TRANSACTION SERVER LOG FORMAT OVERVIEW

CICS Transaction Server replaced DFHJCP and the journal control
component of CICS with a restructured, object-oriented Domain
called the CICS Log Manager component. This writes CICS log
records to blocks of data managed by the MVS System Logger
subsystem (IXGLOGR). MVS Logger holds its data on logstreams,
which can reside on structures within a Coupling Facility, or on staging
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datasets for DASD-only logging support. There is no longer the
concept of an extent switch, since the logstream appears to be continuous.
Therefore there is no convenient point to archive data as there was for
CICS/ESA 4.1.0. Typically logstreams are copied as they are being
written to.

CICS Log Manager writes log records in a different format from those
used in CICS/ESA 4.1.0. The record headers are structured differently,
and the contents and lengths of equivalent records between CICS/ESA
4.1.0 and CICS Transaction Server are not the same. Since CICS
Transaction Server has no need to recover task or system failures by
making use of the old-style log data, there is no need for CICS run-time
code to be sensitive to or aware of the CICS/ESA 4.1.0 format of log
records; such records are not encountered by CICS Transaction Server
systems.

Conversely, user journal data (such as audit trails, terminal I/O records,
etc) is of interest to other batch or online programs that run in
conjunction with a CICS Transaction Server environment. These
programs may have been converted from their CICS/ESA 4.1.0
counterparts, and be ‘logstream aware’; that is, they have been
modified to know that their target ‘dataset’ is in fact a logstream, and
so they issue the appropriate MVS System Logger API calls to access
the journal records there. If so, they will be able to format and handle
log records written in this new style. For those vendor packages and
user programs that still handle CICS/ESA 4.1.0 format records,
however, there needs to be a transparent way of giving them access to
a logstream and of returning the log data into the older style of records,
both without the program being aware that it is not accessing a BSAM
dataset.

SUBSYS OPTIONS

CICS provides a Subsystem Interface (SSI) exit to allow batch programs
to access CICS-managed logstreams. The exit is called DFHLGCNV;
it (and its partner module DFHGTCNV) resides in SDFHLINK within
the MVS Linklist. The batch program JCL can specify a DD card for
SUBSYS options. This names the exit program to be invoked when
access method service requests are made against the target dataset. If
the batch program were to issue Open and Get macros against what it
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believed was a CICS journal dataset managed by BSAM, these would
then be intercepted by the CICS-supplied exit and dynamically converted
into the appropriate MVS System Logger API calls. The record data
would then be passed back from the exit to the application program. In
this way, the fact that the target dataset was in fact a logstream is
shielded from the application; its logic does not need to be changed to
directly invoke the MVS System Logger API.

This approach solves one of the requirements for existing applications.
In order to have them recognize log records in CICS/ESA 4.1.0 format,
the SUBSYS option provides support for formatting options. These are
COMPAT41 and COMPAT41V. If specified, they return the log data in
CICS/ESA 4.1.0 format. Note: these options are only available for
general logs; they do not convert CICS system log records from
DFHLOG or DFHSHUNT into their equivalent syncpoint records on
CICS/ESA 4.1.0. Note also that COMPAT41V was provided for
COBOL programs which expect the data in RECFM=VB format. By
default, logstreams are deemed to be Undefined (RECFM=U). With
RECFM=VB, COBOL would present the record to an application,
having removed the preceding LLBB. Since a logstream is deemed
Undefined, the LLBB would not be removed by COBOL, and so the
application receives a record with an unexpected 4 byte LLBB prefix.
To avoid this, COMPAT41V can therefore be specified to make the
DFHLGCNV SSI exit remove the LLBB instead, and thereby maintain
compatibility for existing COBOL applications that expect to read
back log data in CICS/ESA 4.1.0 format.

DFHJUP OPTION NEWDCB

The CICS Transaction Server version of DFHJUP supports a new
option on the COPY command. This is NEWDCB – if used it overrides
the input dataset’s DCB characteristics when determining how to set
up the output dataset’s DCB. This is useful if the output destination is
to store records copied in CICS/ESA 4.1.0 format. Since a logstream
has a RECFM=U, such records would be copied one per block on the
output dataset. By specifying NEWDCB, and supplying DCB
characteristics via JCL on the DD statement for the target dataset,
output dataset space can be more optimally managed by copying the
records in RECFM=VB format rather than RECFM=U.
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It is possible that customers may wish to copy new-style CICS log
records to an output dataset, and utilize the NEWDCB option to allow
the log records to be blocked by BSAM. This would make optimal use
of space on the copy destination. There is a problem with this approach,
however. Unlike CICS/ESA 4.1.0 log records (or those returned from
CICS Transaction Server by means of the COMPAT41 option) new-
style log records do not start with an LLBB field. Without such a
fullword, they cannot be passed to BSAM to be blocked to an output
destination with a DCB attribute of RECFM=VB.

One solution to this is to use the DFHJUP exit option. By specifying
‘EXITR=’ on the DFHJUP OPTION statement, a user-supplied exit
program will be invoked for every record read back from the input
logstream. The exit can analyse the record and modify it if required; it
can also instruct DFHJUP to ignore the record and proceed to the next
one on the logstream, without copying the record to the output dataset.

Such a sample exit program is given in Example 1 below. It is intended
as a guide for record manipulation; users would be expected to modify
it to serve their own purposes as appropriate. The example exit rejects
Block Header Records (which are CICS-internal information, not
relevant to user data on the journal); for other record types it modifies
the initial fullword.
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Note: it does not cater for the possibility of a record exceeding 32,767
bytes in length. One solution to this would be to cap such record
lengths, and so avoid BSAM failures when writing long records to the
RECFM=VB output dataset.

COPYING OPTIONS

DFHJUP can be used to copy or print logstream contents, and options
such as COMPAT41 can return the log data in old-style format as
required. Since this old format was preceded by an LLBB, the log data
could be copied or printed in either RECFM=U or RECVM=VB
formats.

Log data written in new-style CICS Transaction Server format is not
preceded by an LLBB value. As such, it is manipulated at the record
level; this is because the SSI exit returns individual records to the batch
program reading the logstream, and these are then treated as RECFM=U
formatted records if copied to an output dataset.

The CICS Operations and Utilities Guide discusses the use of DFHJUP
in more detail.

Another method of copying or printing back blocks of raw log data is
to use the IDCAMS utility, targeted at the Offload datasets for the
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logstream. These datasets will be retained until the logstream data is
physically deleted. Deletion can occur in several ways. Explicit
deletion can take place via an IXGDELET command issued from a
logstream-aware program or by a DELETE option on the SUBSYS
card, eg a DFHJUP or IEFBR14 job. This will mark the log data as
logically deleted. The MVS System Logger will retain the data until a
retention period has elapsed. This is specified by the RETPD option on
the logstream definition. Implicit deletion can occur when the logstream
is defined to use AUTODELETE(YES) and the retention period has
been reached.

IDCAMS prints or copies of the logstream Offload datasets are raw
unformatted 4KB blocks of data. However, they do provide a quick
snapshot of log record contents. This may be useful when reviewing
user journal log data used for audit trail purposes, for example.

The IEBGENER utility can also be used against a logstream if so
required. If the job provides a SUBSYS DD statement for the logstream,
IEBGENER will process it as if it were a sequential dataset. However,
this will also reflect the inefficiency of the output dataset being one
record per block, because of the logstream’s RECFM=U format
mentioned above.

Be wary when examining a RECFM=VB dataset, such as a copy of a
logstream that was taken with DFHJUP specifying COMPAT41 on the
SUBSYS card and NEWDCB on the OPTION statement. Utilities
such as IDCAMS, or online methods such as browsing the sequential
dataset under ISPF on TSO, will deblock the dataset before returning
the records. This is because it is defined as RECFM=VB, and hence the
software is trying to shield the fact that records within the dataset were
blocked by the access method. To see the data in its true format on the
dataset, you need to override the dataset attribute by specifying a DCB
on the JCL of the job, with RECFM=U. This will ensure that the data
is returned in blocked format, rather that unblocked to the individual
record level.

As with the use of DFHJUP and other offline utilities, security
considerations for dataset access should be reviewed to ensure that
only the correct personnel have read access to user data.

Details of the structure and content of CICS Transaction Server ‘new-
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style’ log record formats for general logs can be found in the CICS
Customization Guide, part 5 CICS journaling, monitoring, and
statistics. This publication also describes the corresponding formats of
‘old-style’ log records formatted using the COMPAT41 SSI option.

I hope that this article has helped clarify the way in which CICS log
records are written and formatted by offline utilities such as DFHJUP.
Readers wishing to discuss this article further may e-mail me at
andy_wright@uk.ibm.com.

Andy Wright
CICS Change Team (UK) © IBM 2002

Sending PCL commands to a printer

We have a laser printer that we often use under CICS for various
purposes: program testing, printing source code, CICS output, and so
on. The printer uses A4 paper and is connected to VTAM by an AX-
CORBA unit. Since we use the printer for so many purposes, it is not
always easy to have it properly configured in terms of font size, line
spacing, margins, sheet orientation, and so on, since many of the things
that we print are just plain text without any embedded printer
configuration.

For that reason, I created an application to send it a set of PCL
commands, thus programming the printer for whatever we send it
afterwards.

This application consists of two programs, PCLP001 and PCLP002,
and two associated transactions, respectively PCL1 and PCL2, and
also a BMS map, PCLS001.

Transaction PCL1 presents you with the following screen:
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Here you can configure several items, either by introducing the
appropriate values or by loading one of the two pre-configurations (the
ones we use most) by pressing PF4 or PF5. Just pressing one of these
PFs does not actually send anything to the printer, it simply presents
some pre-set values on the screen. These two configurations are
appropriate to print 72 lines per page vertically with 80 columns or 132
columns of text, and they suit most of our needs. Normally, we only
switch between 80 and 132 columns, but occasionally we also need to
print in landscape, for which we must also adjust the margins and line
spacing. To send the commands to the printer, just press Enter. The
transaction exits and a message appears on your screen informing you
that the command has been sent.

Note that you won’t make the printer do anything just by sending this
command string. Afterwards, you must send it some text to print, either
by CICS or by other means, so that you actually see the result of the
formatting orders. If you are not satisfied, try adjusting the values until
they suit your needs.

PCLP001 COBOL SOURCE
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Maintenance of CICS DB2 entries and transactions

At our installation we have CICS Transaction Server for OS/390
Version 1.2 and DB2 Version 5.1. We have developed a tool for the
administration of DB2 entries and transactions. The REXX EXECs
store information from CSD files into DB2 tables, prepare jobs for
migration purposes, and use generated ISPF tables allowing the online
update of CICS resource definitions.

This tool is designed according to our internal standards, so you should
tailor the names to fit your installation standards.

The first step (member RCTDDL), which includes the creation of a
table space and tables for each DB2 subsystem, is executed from
SPUFI.

On the main menu, the target DB2 subsystem has to be specified and
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consequently the name of the corresponding CSD file is generated. The
main menu is shown below:
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The first option is to load DB2 tables with data from CSD files using
the CICS utility DFHCSDUP, with the user exit program DFH$FORA
(which produces sequential files for loading tables).

The second option generates JCL streams for migrating DB2 entries
and transactions. We use program SQLISPF, published in the July and
August 2001 issues of DB2 Update (code provided in this article).

The third option enables users to update (insert, delete, update) CSD
files. It suppresses the ability to create duplicate transaction IDs in a
CSD file. Program SQLISPF is also used in this option.

The panel generated when choosing the third option displays DB2
entries and transactions:
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The panel for updating DB2 entries looks like:
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The panel for updating DB2 transactions looks like:
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Editor’s note: this article will be concluded in next month’s issue.

Nikola Lazovic, Gordana Kozovic, Ivan Bugarinovic 
DB2 System Administrator 
Postal Savings Bank (Yugoslavia) © Xephon 2002
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Exit-enabling program

Just this morning we had a question about enabling and disabling exits,
and I was looking at a little exit-enabling program I wrote. I think the
feature of being able to enable just about any exit, merely by changing
the three variables at the beginning, is very useful. Note that even the
operator messages are automatically adjusted.
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CICS questions and answers

Q Is there a way to determine whether I’m (my program is) in CICS
or not?

A The C function iscics() provides this; alternatively, the following
Assembler code will work:
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�����2�4���"?."?

�����%@�����������'

As this works under the EXCI interface the following should be
added:

�����	3�9��,-�,#�."?

�����2�����4".�,23�%�9

������-����4".�,2��9

�����	3�9��,�3��4�.4"

������&�����,�,29".�,���#

�����%����������*���<'��$)�������'>

Q How do you write a sequential file from a CICS transaction?

A CICS supports sequential file access via the Transient Data API
calls: WRITEQ TD, READQ TD... You need to define the file to
CICS via an Extra Transient Data Queue definition. Then define
an Indirect Transient Data Queue definition to connect the API
calls QUEUE(Indirect Q name) with the file (Extra definition).

An EXEC CICS WRITEQ TD(Indirect Q)  will write a record to
the dataset pointed to by the Extra Q.

Q EXCI and SYNCONRETURN forced or not? I’m confused. I’ve
read about CTG/390 being able to support ECI_EXTEND – but
how, if SYNCONRETURN is forced through EXCI ?

A You need to be running RRS (speak to your MVS SysProg) and
then set RRMS=Yes in the target CICS region.

If you have any CICS-related questions, then please send them in and
we will do our best to find answers. Alternatively, e-mail them directly
to cicsq@xephon.net.

© Xephon 2002



CICS news

IBM has announced Version 1.1 of its CICS
Online Transmission Time Optimizer for
z/OS, which identifies and removes repetitive
data and compresses 3270 data streams. This
is designed to improve 3270 network
resource utilization and response time.

Specifically, it examines outgoing data
streams and dynamically compresses them,
eliminates repetitive characters, and ensures
that only changed data is sent to the terminals.

It also optimizes messages to increase printer
speed, enables exclusion and inclusion of
terminals dynamically, operates
transparently to users and applications,
monitors its own operation, and provides an
optional exit to change the data stream in the
optimized message.

For further information contact your local
IBM representative.
URL: http://www.ibm.com/servers/eserver/
zseries.

* * *

IBM has announced CICS VSAM Recovery
Version 3 Release 1, which automates the
recovery of lost or damaged VSAM files on
OS/390 machines.

Among the new elements are CICSVR
VSAM batch logging, which logs changes to
VSAM data sets made by batch applications.
Also new is the CICSVR server address
space, which provides a communication
vehicle for CICSVR, CICSVR VSAM batch
logging, and other DFSMS components.

There’s also change accumulation
processing, to speed up the forward recovery

process, complete data set forward recovery
automation using DFSMSdss copies and
dumps, and support of MVS system logger
log streams and CICS/ESA forward recovery
logs.

Also new are enhanced remote recovery site
commands and instructions on how to
maintain a remote disaster recovery site. New
Recovery Control Data Set (RCDS)
EXPORT and IMPORT commands allow
users to copy the RCDS information, which
can be sent to a remote recovery site and
loaded from a previously-exported data set
back into the RCDS.

For further information contact your local
IBM representative.
URL: http://www.software.ibm.com.

* * *

Versata has announced the general
availability of its Versata Logic Suite 5.5. The
product introduces a set of features for
creating and managing the business logic for
enterprise applications and supports the
WebSphere 4.0 app server.

Other enhancements to the Versata Logic
Suite include integration with technologies
such as JSP, XML, Web Services, Lotus
Notes, CICS, and MQSeries through
adaptable integration solutions, known as
Versata Toolkits.

For further information contact:
Versata, 300 Lakeside Drive, Suite 1500,
Oakland, CA 94612, USA.
Tel: (800) 984 7638.
URL: http://www.versata.com/
versata.vjsp?pageid=366.
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