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Changes to EXEC CICS SIGNON for CICS
Transaction Server Version 2.2

INTRODUCTION

CICS Transaction Server Version 2.2 alters the behaviour of the EXEC
CICS SIGNON command. This article introduces the change and
describes some coding techniques to replicate existing behaviour.

SOME BCKGROUND

The EXEC CICS SIGNON command was introduced in CICS/ESA
Version 3. This enabled security managers and application programs
to change the userid associated with a terminal. EXEC CICS SIGNON
did not work for non-terminal transactions.

EXEC CICS SIGNON did two things:

• It altered the security identity for the terminal (updated the userid
in the TCTTE, terminal control block) so that the next transaction
to be initiated from the terminal ran with the new security identity.

• It changed the security identity of the currently executing
transaction.

WHY CHANGE USERIDS?

Once EXEC CICS SIGNON was available, some opportunities for
crafty function became available within CICS using the second effect.
One could now change the userid associated with a terminal-attached
transaction whilst it was running (background transactions could not
do this).

Starting a non-terminal transaction

Non-terminal transactions were initiated from terminal-based
transactions via EXEC CICS START commands. These background
transactions inherited the userid active for the current terminal-based
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transaction. In those days there was no USERID parameter on the
command.

One could get the background transaction to run with a different
security identity by temporarily changing the userid around the EXEC
CICS START command, eg:
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Changing security identity within a terminal transaction

Another consequence was that parts of the CICS transaction instance
could run under different security authorities. This was useful for
signon transactions that changed into the supplied security identity
after validating the supplied userid, eg:
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This technique was occasionally employed to provide access to some
resources under a ‘super-user’ authority. The example below shows
this type of sequence. This could engender security violations if the
transaction failed.
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These techniques will not work for CICS TS 2.2

Under CICS Transaction Server Version 2.2 one cannot change the
security identity (the userid) of an executing transaction. All CICS
transactions, both terminal-attached and background, have a fixed
security identity.

Therefore, these methods will not work. The current behaviour can be
reactivated for CICS TS 2.2 only – this restoration will not work for
future CICS releases.

THE PROBLEM

This use of EXEC CICS SIGNON within a terminal-attached transaction
(formally within a transaction instance that has a 3270 terminal as its
principal facility) raised problems associated with the consistency of
security authorities. It was possible between CICS/ ESA 3.1 and CICS
Transaction Server 2.1 for various parts of the transaction instance to
be using differing security identities to great confusion. Security
violations could inadvertently arise. The second function of EXEC
CICS SIGNON (affecting the running transaction) caused these
problems.

It was easy enough for an application to manage security identities by
knowing what was going on in the CICS environment, because the
behaviour of CICS, although formally undefined, was usually
predictable enough for problems not to arise.

Consider the case of reading two VSAM files below:
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File F1 is read under security identity R and file F2 read under security
identity A. The question is: under what security identity is the second
access to F1 performed?

It’s either R or A, but which one?

Full marks if you replied R and nil points for A.

As far as the application is concerned the EXEC CICS READ
FILE('F1') KEY(k3) INTO(a3) command is running under the A
security identity because this is what it set. However, CICS File Control
actually saves the userid at first usage of a file for subsequent access
in the transaction instance. So the second access to F1 is still running
under the R security identity.

Somewhat confusing. But if the application programmer understood
this phenomenon and CICS did not change its way of working, the
behaviour could be managed. Problems arose when either of these
conditions did not apply.

Even the behaviour of a distributed CICS transaction (formally, a CICS
transaction instance involving a distributed Unit of Work) using MRO
or LU6.2 was manageable to avoid security problems. Indeed, some
applications specifically took advantage of this ambiguity in order to
run a distributed transaction under differing security identities.

This situation changed with the introduction of the Resource Manager
Interface for access to DB2 or MQ. Resource managers exist outside
of the CICS environment, and have their own rules about security
identities. Consequently, the ability of a CICS Unit of Work to change
security identity became a problem because RMs could be operating
under different security identities. A CICS transaction instance could
have many different security identities.

In other words, security processing was undefined for terminal-
attached transactions that changed security identity. This problem
never arose for background (non-terminal-attached) transactions
because they could never execute EXEC CICS SIGNON commands.
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THE CHANGE

In CICS Transaction Server Version 2.2, the ability to run a CICS
transaction to change its security identity (userid) is removed. Terminal-
attached transactions, like non-terminal transactions, have a fixed (at
transaction initiation) security identity.

EXEC CICS SIGNON and EXEC CICS SIGNOFF now effect only the
terminal definition. They do not alter the security identity of the
running transaction, only that of the next transaction initiated at the
terminal.

The existing behaviour can be temporarily restored for CICS TS 2.2
only (by running program DFH$SNPI in the PLT) – subsequent
releases of CICS will enforce the static userid per transaction instance
rule.

MIGRATION PLANNING

The migration plan for moving from CICS/ESA 4.1 and CICS TS 1.3
should consider this issue. Application programs should be checked
for the presence of EXEC CICS SIGNON and EXEC CICS SIGNOFF
commands and changed to use other techniques to comply with the
fixed security identity rule. Taking action now, when the existing
behaviour is still available, is preferable to postponing until a future
release of CICS enforces the rule.

Finding application programs using the commands

Planning starts by finding all application programs that use EXEC
CICS SIGNON or EXEC CICS SIGNOFF commands. This can be
done using the Load Module Scanner, which is available for CICS TS
1.3 (this was introduced via an APAR, so, if it’s not in your 1.3 code,
obtain PQ52323) and CICS TS 2.2. The JCL for this is shown below:
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The scanner uses a lot of memory, so don’t forget the REGION=0M
setting.

Then you change the found programs!!! This is the more difficult part.

CHANGING PROGRAMS FOR TRANSACTIONS THAT RUN AT
TERMINALS

It’s all very well for me to say that once application programs have been
located containing EXEC CICS SIGNON and EXEC CICS SIGNOFF
commands they have got to be changed. This is not a straightforward
thing to do. Each program will have to be examined and the most
appropriate technique adopted.

Any modules found by the Scanner must run as terminal-attached
transactions (or, at least, part of the code in the program does) as the
EXEC CICS SIGNON and EXEC CICS SIGNOFF commands do not
work for background transactions.

The cases presented earlier in this article have to be reworked according
to what they need to accomplish. Here are some code changes that will
be required.

Starting a non-terminal transaction with a given security identity

Our very first example showed code for starting a non-terminal
transaction under a different security identity. This is the easiest code
change to make as the whole sequence is replaced by the USERID
parameter on the EXEC CICS START command.

The code required is shown below. This assumes that the new userid
exists and can execute the initiated transaction.
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Starting a transaction that is to run next at the terminal with another
security identity

When starting a transaction that is to run next at the terminal with
another security identity, the terminal itself is going to have a new
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security identity for the next (and all subsequent) activity. This is
processing for EXEC CICS SIGNON and EXEC CICS SIGNOFF
commands that are unchanged (the first case) in CICS TS 2.2.

The example code below shows the security identity being altered in
the terminal control block so subsequent transactions initiated at the
terminal acquire this (new, quoted) security identity.
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Recall that the TERMID and USERID settings on the EXEC CICS
START command are mutually exclusive.

Continuing a transaction at the terminal with a different security identity

Below is  the coding sequence for starting a new transaction at the
terminal without the possibility of an intervening transaction or input
interrupting processing. This technique is used for normal transaction
continuation – now it is being used to change security identity in the
second transaction.
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This technique is very similar to the previous case, except that an
EXEC CICS RETURN TRANSID is issued with the IMMEDIATE
keyword. As the terminal’s security identity has been changed, this
second transaction will use the new userid.

Coding a signon transaction

The code shown in the second example above should be replaced with
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two transactions based on the technique shown above. The first
transaction will:

• Request a userid and password.

• Validate it.

• EXEC CICS SIGNOFF/SIGNON the terminal to the requested
security identity.

• EXEC CICS RETURN TRANSID(second) IMMEDIATE.

The second transaction will run under the required security identity to
continue initial set-up processing for the user.

Temporarily changing into super-user mode at the terminal

Changing into super-user mode at a terminal is now very difficult to
achieve under CICS TS 2.2 because the general philosophy is to run
everything for a transaction instance with a fixed security identity.

One way to achieve super-user functionality at the terminal is to use
EXEC CICS RETURN TRANSID() IMMEDIATE techniques to split
up the existing transaction into several smaller ones, which will run
sequentially at the terminal, passing information between themselves.
However, this means that instead of a single Unit Of Work there will
now be several. This might affect LU6.2 and distributed transaction
activity as well as altering recoverability aspects of current processing.

An alternative approach is to spin off separate transactions to do super-
user related work in the background, returning information to the
original transaction. This technique has its own difficulties associated
with synchronization and extended processing. The Business
Transaction Service facilities of CICS can be used to assist in the
coupling of transactions.

Starting a transaction at a second terminal with a different security
identity from that currently being used at the first terminal

Starting a transaction at another terminal with a different security
identity from that currently being used at the first terminal has never
been available within CICS, and you still cannot do it! On the EXEC
CICS START command the TERMID and USERID parameters are
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mutually exclusive. Therefore, you can only start a transaction at
another terminal using the security identity currently associated with
that terminal.

However, once you have got a transaction running at this other
terminal, it can always change the security identity.

CONCLUSION

The change in behaviour of EXEC CICS SIGNON to affect only a
terminal and not the currently executing Transaction for CICS
Transaction Server 2.2 requires:

• Changes to application programs.

• Migration planning, which should deal with this problem sooner
rather than later.

• Some solutions that have been outlined in this article.

Robert Harris
CICS Technical Planning Team
IBM (UK) © IBM 2002

Upper case translation for accented characters

Coding UCTRAN (upper case translation) for a terminal (RDO
TYPETERM) or a transaction (RDO PROFILE) brings into play a
256-byte translation table addressed by the TCT prefix. The hexadecimal
value of each character, from X'00' to X'FF’, is treated as an offset into
the table, and is replaced by whatever character is found at that offset.
For example, the lower case letter ‘a’ (X'81') points to offset X'81',
where an upper case ‘A’ (X'C1') is found.

Users of TMON for CICS can issue the following command string to
look at a running CICS region’s UCTRAN table; once found, it can also
be altered:

7=>5>��'7#�#��>�'�7#�#&#�#>*
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Or, in other words, the field TCTVTRTA in the TCT prefix contains the
address of the UCTRAN table. Any alteration takes effect immediately
but, of course, lasts only until the region comes down.

Why would you want to alter the UCTRAN table? One reason might
be that users are entering non-English names containing accented
characters, while the default table translates only the standard set of
unaccented lower case characters.

The two ‘dummy’ TCTs which follow show how macros can be used
to override the default UCTRAN table. Note that either macro may also
be used in an existing TCT table; in either case, the UCTRAN macro
should immediately follow the TYPE=INITIAL DFHTCT macro.

The first, DFHTCT99, translates accented lower case characters to
accented upper case; accented characters already in upper case are left
unaltered. The second, DFHTCT98, does away with accented characters
altogether, converting them to unaccented upper case. Both continue
to translate unaccented lower case characters, of course.

DFHTCT99
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DFHTCT98
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Taras Wolansky
Technical Consultant (USA) © Xephon 2002
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Migrating from HSM to cryptographic co-processor

At many IBM mainframe sites, an HSM Racal Box is used for PIN
verification. A cryptographic co-processor can also be used for this
purpose. This facility is supplied within IBM mainframes; to exploit
this facility, the cryptographic co-processor should be enabled and
ICSF (Integrated Cryptographic Service Facility) should be installed.

To migrate from HSM to a co-processor, the first thing to do after
installing ICSF is transfer the Zone PIN Keys (ZPK) from HSM to
ICSF. These keys are used as IPINENC (input PIN-encrypting key) or
OPINENC (output PIN-encrypting key) in ICSF. If the unencrypted
values of the keys are known, they can be directly loaded to ICSF.

However, if you know only the ZPK values that are encrypted under the
HSM master key, first you should export the Zone PIN Keys from HSM
and then import those keys into ICSF as IPINENC or OPINENC.

The following is an example online program for reformatting a PIN
Key by using ICSF APIs.

Note: to compile a program that will use ICSF APIs, the dataset
CSF.SCSFMOD0 should be included as the SYSLIB DDname of the
link step.
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Use IBM’s Time Machine and the CWA

To change the time and date in a CICS test environment, it’s simplest
and most effective to use a tool. So we looked for a suitable product,
and the best and simplest tool we could find was IBM’s Time Machine.
The tool is available via the Web as a CICS SupportPac.

However, a lot of our applications use the CWA to obtain the date and
time, and they don’t work with ‘EXEC CICS ASKTIME......’. This
seemed to mean that we couldn’t use Time Machine from IBM.
Fortunately this wasn’t the case!

What can we do? First let’s have a look at the way we administer the
CWA. All relevant data is mentioned in a definition-chained area
called CSCWAA.
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For applications that will use the CWA, the date and the time-of-day in
the CWA for the exit program CSXPCFTC are always kept current.
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And now let’s have a look at the way Time Machine and the CWA can
be used:
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What happens? The transaction CTMC doesn’t call Time Machine
directly, program CSTIME is called! In this program Time Machine
(TMCSCRN) is called via ‘EXEC CICS LINK
PROGRAM(TMCSCRN)’. After this, program CSCWAUPD will be
called, also via ‘EXEC CICS LINK ....’.

Claus Reis
CICS Systems Programmer
Nuernberger Lebensversicherung AG (Germany) © Xephon 2002
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Maintenance of CICS DB2 entries and transactions
– part 2

This month we conclude the code for a tool for the administration of
DB2 entries and transactions. The REXX EXECs store information
from CSD files into DB2 tables, prepare jobs for migration purposes,
and use generated ISPF tables allowing the online update of CICS
resource definitions.
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CICS questions and answers

Q Is it possible to get CTG/390 to automatically re-connect to CICS?
If we load CTG before CICS we need to reload the CTG to get it
to connect to CICS.

A You need to add the CICS SVC number to DFHXCOPT. Specifying
CICSSVC=0 (the default) indicates that EXCI should obtain the
SVC number using an MVS VERIFY command. If CTG is up
before any other CICS regions have logged on to DFHIRP the
obtain command will fail.

If you have any CICS-related questions, then please send them in and
we will do our best to find answers. Alternatively, e-mail them directly
to cicsq@xephon.net.
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CICS news

Computer Associates has announced the
immediate availability of a range of
management applications designed to
support implementation of IBM CICS
Transaction Server for z/OS Version 2
Release 2 to coincide with the general
availability of the latest version of the
mainframe transaction processor.

CA’s software for managing high-volume
CICS TS environments spans its Unicenter,
eTrust, BrightStor, CleverPath, Advantage,
and AllFusion brands.

For further information contact:
Computer Associates International, One
Computer Associates Plaza, Islandia, NY
11749, USA.
Tel: (631) 342 6000.
URL: http://www.ca.com.

* * *

IBM has announced Debug Tool for z/OS
and OS/390 Version 1 Release 3, for
compiled applications, which has support for
Assembler via disassembly view, plus a range
of new functions. It’s the renamed version of
CoOperative Development Environment/
370, or CODE/370.

Besides Assembler, the debugger currently
supports applications written in C/C++,
COBOL, High Performance Java (HPJ), and
PL/I.

Debug Tool works in CICS, IMS, DB2,
WebSphere, TSO, JES/Batch, Unix System
Services and CMS. Via the full-screen

interface, users can interactively debug any
application as it runs, including batch
applications. The tool can be invoked when
an application is initialized, or it can be
started dynamically when a condition occurs.
The application itself can also invoke Debug
Tool.

For further information contact your local
IBM representative.
URL: http://www.ibm.com/servers/
eservers.

* * *

ClientSoft has announced the release of its
Tanit Objects development platform and
runtime environment for CICS and IMS
integration on the S/390 platform.

Tanit Objects provides three means of access
to CICS and IMS programs by furnishing a
CICS interface via distributed program link
(DPL) programs, the 3270 Bridge, and the
front-end programming interface (FEPI).

This is the first offering in a new family of
products resulting from the acquisition of the
French-based company, TanitObjects.

For further information contact:
ClientSoft, 8323 Northwest 12 Street, Suite
216, Miami, FL 33126, USA.
Tel: (305) 716 1007.
URL: http://www.clientsoft.com/products/
tanit.htm.

* * *
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