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MQSI exception processing: request/reply
messages — part one

Before we go into the detail of how to code a request/reply message
subflow let us first determine how to handle messages. Based on the
message type we can make assumptions as follows.

Datagram. Since this is a ‘fire and forget’ message, when an
exception is encountered the requester or message originator does
not expect a reply so there is nowhere to send the exception
information. We can let ‘bad’ messages roll back to the backout
gueue after the backout count exceeds the threshold. For ease of
debugging wecan al so writean accompanying ‘ error encountered’
message to an error queue with the correlation ID copied from the
‘bad’ message.

Request/reply message. Therequester providesthereply information
in the MQMD and expects areply. The requester usually does an
MQGET onthereply queuewithawaitinterval. Whenanexception
isencountered the request message or the reply message should be
appended with error information and sent back to the requester,
instead of |etting the requester time-out on getting the reply.

Since there may be an update performed in the message flow the
message should be rolled back, and eventually it will be stored in
the backout queue (when the backout count isgreater than or equal
tothebackout threshol d of thequeue). Weshould alsowriteanerror
message accompanying the backout message, just aswedidfor the
datagram.

For a datagram the requisite actions are:

Writethereason queuewiththe Correl-1D copied fromtheMsg-1D
of the failing message.

Throw the failing message so that it will end up in the backout
queue.

If the exception/error issystemic, stop the messageflow so that the
message will not be put erroneoudly to the backout queue.
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For arequest/reply messagetherequisiteactionsare:

Populatethe error information and send it back to thereply queue.

Writeto thereason queuewith the Correl-I D copied fromthe M sg-
ID of thefailing messageif the messageisarequest (if itisareply
the server program should have copied it).

Throw the failing message so that it will end up in the backout
gueue (in case there is an update on the message flow).

The main task in exception handling for a request/reply message type
ISto come up with amessage standard to convey the error information
from one platform/tier to another. Since thistype of message involves
at least three platformg/tiers — the requester, the message hub, and the
server — you heed an agreed message format that they all understand.
One option may beto have aseparate error message; another would be
to insert an error information section into the message.

Let's assume that:

All messages arein XML format.
The first tag will be <Message>.
The message body will be <MsgBody>.

Errorinformationisstoredinthetag <Exception>anditsoccurrence
can be none.

We also usethe same error messageinformation we created for the
error queue and pass this along to the <M essage><Exception> of

the request/ reply message.

Here is an example of an input message.

<Message>

<MsgBody>
</customerNumber>
</productNumber>
</quantity>
</MsgBody>

</Message>

Here is an example of a message with error information inserted.

<Message>

<MsgBody>
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</customerNumber>

</productNumber>

</quantity>
</MsgBody>
<Exception>

</Type>

</Number>

</SuspenseTimestamp>

</InboundQueue>

</Transaction>

</Reason>
</Exception>

</Message>

REQUEST/REPLY MESSAGESWITH MQSI

Figurelillustratesastandard M Q request/reply scenario. Therequester
application running on the front end performs an MQPUT to put a
request message to the REQUEST.OUT queue on queue manager
FEQM. TheREQUEST.OUT will beresolvedtothequeueREQUEST.IN
inthe back-end queue manager BEQM. Therequesting applicationwill
then do an MQGET and wait for areply on the REPLY.IN queue.

The server program running on the back end will retrieve the request
message from queue manager BEQM and processiit. In order for the
reply to correspond to therequest messagethe server programwill copy
the message I D from the request message and storeit in the correlation
ID of the reply message. It will aso retrieve the ReplyToQ and
ReplyToQMgr from the MQM D of the requesting message and put the
message back to the reply queue as specified in these two fields. The

FEQM —I_— Request message M BEQM
REQUEST.OUT REQUEST.IN
—I_F Reply message _j

REPLY.IN XMITQ

Figure 1. A standard MQ request/reply scenario
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remoteput will putthereply messageviathetransmit queuewiththesame
name as the FEQM. Thisreply message will be shipped to the queue
REPLY.IN on FEQM wheretherequester iswaitingfor it.

Whendatatransformationisrequired betweenthefront-end and back-end
applicationsMQSl can beintroduced between the requester and server
applications, asFigure2illustrates.

| nthiscasetherequester will fill puttherequestintoqueueREQUEST.OUT
inthefront-end queuemanager FEQM. Thistime, though, thequeuewill
beresolvedtothequeueHUB.REQUEST.IN ontheM QS| queuemanage.
A messageflow will pick up the request message, transformit, and pass
it on to the server program. The MQSI will aso set the ReplyToQ and
ReplyToQMgr on the MQMD of the request message to queue
HUB.REPLY.OUT on the MQSI message hub, where there will be a
messageflow waitingfor thereply message, andtransformitaccordingly.
Theserver programremainsthesame; itwill processtherequest, copy the
messagel D intothecorrelation | D of thereply message, andreply tothe
gueue as specified in the reply information of the MQMD from the
Incomingrequest message.

In the reply message flow of the hub the message flow has to have the
intelligence to put the reply message back to the REPLY.IN queue on
the FEQM.

Hard-coding the M QOutput node

AsFigure2illustrates, at theend of thereply messageflow wecanhard-
code the MQOutput queue name to REPLY.IN of queue manager

FEQM _I__ M MQS| M BEQM
REQUEST.OUT HUB.REQUEST.IN REQUEST.IN
XMITQ
—I—F XMITQ | F j
REPLY.IN HUB.REPLY.OUT XMITQ

Figure 2. Data transformation with MQS
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FEQM. Thiswill work nicely for most stati c request/reply messageflows
sincewehaveknowledgeof thewhol eflow, how it originates, andwhere
it should end. But this hard-coding of the reply to the queue at the
M QOutput node may result inaproblem eventhough the messageflow
isstatic. Consider what may happenif another front-end queue manager
isadded dueto anincreasein workload, asFigure 3illustrates.

Herethereply messagehasto bedynamically routed tothecorrect front-
end queue manager where their reply queue names are the same. This
dynamic nature implies that the original reply information from the
request message has to be saved during the request flow, and then
retrieved during the reply flow so that the reply will go back to the
correct destination where the requester is expecting it. There are a
number of ways to achieve this.

« Database approach. The reply information of the requesting
message is stored in a database table with the message ID as key
during the request flow. This reply information will be retrieved
from the table on the reply flow by searching the table for a
matching row I D withthe Correl-1D of theincoming reply message

LF\ Request message
REQUEST.OUT \\

FEQM

m i— MQSI — —~ BEQM
; 2 — o
REPLY.INY HUB.REQUEST.IN| REQUEST.N
XMITQ
FEQM2 B _
XMITQ F |
REQUEST.OUT / HUB.REPLY.OUT XMITQ
1 Reply
7/ message
REPLY.IN

Figure 3: Adding another front-end queue manager
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onthestoredtable. Oncefound, thereply informationisretrievedand
popul ated back totheMQMD fields. Therow isthen del eted.

This approach is quite expensive, with overheadsthat involve 1/O
reads and writes to and from a database table and a clean-up task
for the rows stored that never receive areply. It aso complicates
any recovery scenario since we have one more table to consider.

e IBM SupportPacs. There aretwo MQSI SupportPacs on the IBM
Web sitethat allow messageflowsto save informationandretrieve
it later. SupportPac 1A09 uses a queue to hold the saved reply
information and acustom node MQGet to retrieve thissaved reply
information.

SupportPac | AOH allowsmessageflowsto storetheinformationin
virtual memory using the custom node PostitCreate and retrieve
information from memory with custom node PostitApply.

Both SupportPacs are very easy to install and much ‘cheaper’ (in
overhead terms) than the database approach.

The following section will give a brief explanation on implementing
request/reply with these SupportPacs.

MQGET

Figuredillustratesusageof the SupportPac. Intherequest flow, theflow
order node’ Save Reply Infofirst’” makessurethat thereply information
issaved first before processing the transformation of the message. The
ESQL of the Save Reply Information compute node is given here.

SET OQutputRoot.Properties.MessageDomain ='"MRM';
SET OutputRoot.Properties.MessageSet ='DN8989C@72001";
SET OutputRoot.Properties.MessageType ='m_Replylnfo';
SET OutputRoot.Properties.MessageFormat ="'CWF"';
- copy Correlld from Msgld to the save reply info message for retrieval
SET OQutputRoot.MQMD.Correlld = InputRoot.MQMD.Msgld;
- save the reply information
SET OQutputRoot.MRM.ReplyToQ = InputRoot.MQMD.ReplyToQ;
SET OutputRoot.MRM.ReplyToQMgr = InputRoot.MQMD.ReplyToQMgr;

An MRM message s created to store the reply information containing
twofieldsof 48bytes. Theinformationissavedin Save Queueoutput node.
Oncethereply informationissavedtheRequest Transform computenode
canthenchangethereply informationtothequeuethat islocatedinthehub,
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Figure 4: Sample message flow

wherethereply messageflow will processit.

SET OutputRoot.MQMD.ReplyToQ = 'ALEX_REPLY_IN;
SET QutputRoot.MQMD.ReplyToQMgr = " '

It then performs subsequent data transformation. Note that when the
ReplyToQMgr isset to blank the Broker Queue Manager will populate
itsown nameinto thisfield asit putsthe message out onto the queuein
the MQOutput node.

On the reply message flow the first thing we need to do is restore the
reply information: thisis done by the MQGet node with the properties
set asfollows:

* Input queue name: ALEX_SAVE.

» Message tree location: Root.queue.message.
« Datatype: string.

o Sdlect by Correl-ID: yes.

e Transaction mode: automatic.

Thekey thingto noteisthat the messagetreelocationiswherewewant
the information retrieved from the queue to be put: in our caseg, it's
Root.queue.message, atemporary scratch pad areawithinthe message.
The datatype indicatesthat the retrieve information isastring and the
matching criterionis‘ Select by Correl-ID’, where the Correl-ID of the
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input reply messageismatched with the Correl-1D of the save message
(note: not theCorrel-1D of theinput reply messagematchingtheM sg-1D
of thesavemessage).

Whensuccessfully retrievedthereply informationwill berestored by the
Reply Transformcomputenode.

SET OutputRoot.MQMD.ReplyToQ = SUBSTRING(InputRoot.queue.message FROM 1
FOR 48);

SET OutputRoot.MQMD.ReplyToQMgr = SUBSTRING(InputRoot.queue.message FROM
49 FOR 48);

Subsequent messagetransf ormation can continueafter theaboverestore.
Themessageflowtrace, withthereply informationintheM QM D shown
initalics, can befound ontheWeb at www.xephon.com/extras/trace.txt.

POSTIT

A sampleflow usingthePostitnodeisshowninFigure5. Usual ly thePostit
nodeallowsyoutostoreonefiel dof themessageandretrieveittoany part
of themessage. If weareto saveboththeReply ToQand Reply ToQMgrwe
will requiretwo PostitCreate Nodesto saveand two PostitA pply nodesto
retrieve. Theexamplebe ow demonstratesaway that canbeusedfor XML
messagesby groupingtheinformationintoonefieldliketheM QGet flow
example, usingthescratch pad areaconcept.

F . ke 4
== f rl |" It B SCralohgs Irace
'—l " hl_

E—

Reques In Smee Feplyinfo Y
; Fﬂl:d'-t' Replylks 10 Mamory b
Remove scralchpad & Tranelm  To Seewed
REp I:r Iry T _'IE '_|
Fas |:ua-|-|=|. ko & Remiee qerabchgssd Dads Tras
H ‘ F‘l:pl,' To Requester
h'n_:pl:, In
Reslane Rephinfa from Memsesay EI"'

Restore Replyinio & Remoee Scratchpad Trace

Figure 5. A sample flow using the Postit node
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Whentherequest arrivesthemessagereply informationwill besaved. The
ESQL for the Save Replylnfo compute nodeisshown here.

DECLARE RTOQ CHAR;
DECLARE RTOQMGR CHAR;
- blank out 48 spaces
SET RTOQ = '
SET RTOQMGR = '
- overlay them with the reply information
SET OutputRoot.XML.scratchpad= OVERLAY(RTOQ PLACING
InputRoot.MQMD.ReplyToQ FROM 1) || OVERLAY(RTOQMGR PLACING
InputRoot.MQMD.ReplyToQMgr FROM 1);

The PogtitCreate node Save Replylnfo to Memory has the following
properties:

» PostitName: SAVEREPLYINFO.

o  CopyDataFrom: Root.XML.scratchpad.
»  TimeoutSeconds: O.

e  Numberof Applications: 1.

After the reply information is saved the compute node ‘Remove
scratchpad and Transform’ can do the normal data transformation, set
thereply informationfor thereply messageto comeback to thehub, and
remove the scratch pad area.

- clean up the scratchpad area
SET OutputRoot.XML.scratchpad = null;

- alter the reply Information to point to Hub
SET OutputRoot.MQMD.ReplyToQ = 'ALEX_REPLY_IN';
SET OQutputRoot.MQMD.ReplyToQMgr = " '

- for testing of Postit
SET OutputRoot.MQMD.CorrellId = InputRoot.MQMD.MsglId;

Onthereply trip thefirst actionistoretrievethereply information from
the virtual memory by the PostitApply node Restore Replylnfo from
Memory, using the following properties:

» PostitName: SAVEREPLY INFO.
e CopyDataTo: Root.SML.scratchpad.
e MatchOn: Correlid=OldMsgid.

Notethat the PostitName should be the same asthat of the PostitCreate
Node. The information stored will be put into the message tree
Root. XML.scratchpad.

© 2002. Reproduction prohibited. Pleaseinform X ephon of any infringement. 11



The compute node Restore Replylnfo and Remove scratchpad will be
responsi blefor movingthereply information. The ESQL isshown here.

SET OQutputRoot.MQMD.ReplyToQ = SUBSTRING(InputRoot.XML.scratchpad FROM
1 FOR 48);
SET OutputRoot.MQMD.ReplyToQMgr = SUBSTRING(InputRoot.XML.scratchpad
FROM 49 FOR 48);

- clean up the scratch pad area
SET OutputRoot.XML.scratchpad = null;

Thetracefilerecord, showing how the reply information is stored and
restoredinthismessageflow, canbefoundonthe\Web atwww.xephon.com/
extras/reply.txt.

Editor’s note: this article concludes next month.

Alex Au
I'T Architect, IBM Global Services (USA) © IBM 2002

Performance Event Queue Viewer: MQ for OS/390

To install the Performance Event Queue Viewer you need to send the
REXX code to your mainframe and store it as a library member
(RECFM=FB, LRECL =80) named MQEV NPER. After customization
you can run the Performance Event Queue Viewer against your
SYSTEM.ADMIN.PERFM.EVENT queue. The job has been tested
with OS/390 V2.8 and MQSeries for OS/390 V2.1.

MQSERIES PERFORMANCE EVENTS

MQSeries has the ability to gather eventsthat relateto itswork. There
arethreetypesof event—calledinstrumentation events—andeach category
hasitsown event queue.

*  Queuemanager events(SY STEM.ADMIN.QMGR.EVENT).
e  Channd events(SY STEM.ADMIN.CHANNEL.EVENT).
o Peformanceevents(SYSTEM.ADMIN.PERFM.EVENT).

Performanceeventsarebasi cally notificationsthat athreshol d condition
has been reached by a queue, ieaqueueisfull. There are two types of
performance event:
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*  Queuedepthevents. thesearerel ated to thenumber of messageson
aqueue, ie how full or empty the queueiis.

 Queue sarvice interval events. these concern whether or not
messages are processed within a user-specified time interval.

The specific performance events are;

*  Queue Depth High. An MQPUT or MQPUT1 call has caused the
gueue depth to beincremented to or abovethelimit specifiedinthe
QdepthHi attribute.

*  QueueDepthLow. AnMQGET call has caused the queue depth to
be decremented to or below the limit specified in the QDepthLo
attribute.

e Queue Full. On an MQPUT or MQPUT1 cdl, the call falled
becausethequeueisfull. Thatis, it already containsthe maximum
number of messages possible. Thisisset by MaxQDepth attribute.

*  Queue Servicelnterval High. No successful getsor putshave been
detected within an interval greater than the limit specified in the
QSvclint (queue service interval) attribute.

* Queue Service Interval OK. A successful get has been detected
within an interval less than or equal to the limit specified in the
QSvclint attribute.

Performance events must be enabled on the queue manager otherwise
no performance events can occur. You can then enable the specific
performance eventsby setting the appropriate queue attribute. You also
have to specify the conditionsthat give rise to the event. Performance
events are never generated for the event queues themselves. To enable
performance events.

o  Set the queue manager attribute PERFMEV to ENABLED.

» For queue depth events, set the appropriate queue attribute to
ENABLED:

— QDPHIEV for Queue Depth High events
— QDPLOEV for Queue Depth Low events
—  QDPMAXEV for Queue Full events.
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e Forqueueserviceinterva events, setthequeueattribute QSV CIEV
to HIGH or OK.

o  Setthethreshold queueattributesto appropriatevalues.
—  QSVCINT (timeinmilliseconds) for serviceinterval events.

—  QDEPTHLOand QDEPTHHI (percentageof maximumaqueue
depth) for queue depth events.

Performance event statistics are reset when:

* A peformanceevent occurs(statisticsarereset onal activequeue
managers).

e A queue manager stops and restarts.

Messagesthat are put to event queues have aspecial format, namely an
additional header that is appended in the front of the application data.
The format of a message sent to an event queue is set to
MQFMT_EVENT.

RUNNING THE PERFORMANCE EVENT QUEUE VIEWER

The Performance Event Queue Viewer can beinvoked either from the
supplied job or run from aTSO or | SPF line command. Theselast two
options are not recommended since, depending on the number of
messages on the performance event queue, the Performance Event
Queue Viewer can produce alot of output. Thejob to run Performance
Event Queue Viewer is shown below.

//MQENVPER JOB NOTIFY=&SYSUID
//*

//* parameters in SYSTSIN:

//* (QMgrName

//* PerformanceEventQueueName

//*

//GETENV EXEC PGM=IKJEFT@1,

// PARM="7%MQENVPER"

//STEPLIB DD DSN=MA18.LOAD,DISP=SHR

// DD DSN=MQM.SCSQAUTH,DISP=SHR

//SYSEXEC DD DSN=YOUR.DSN,DISP=SHR
//SYSTSPRT DD SYSOUT=*

//SYSTSIN DD *

QmgrName

PerformanceEventQueueName

/*
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Tailoring the above code
* Lineone: supply avalidjob card.

 Linenine: MA18loadlibrary.
* Lineten: MQSerieshlq.SCSQAUTH library.
e Linell:Library containingtheM QENV PER source.

 Linel2: aclassfor sysout (the Performance Event Queue Viewer
reports will be printed there).

« Parametersfor the Performance Event Queue Viewer:
— line 14: Queue Manager Name (required)
— line 15: Performance Event Queue Name (optional).

Parametersfor the Performance Event Queue Viewer must comeinthe
order shown, the last one may be omitted (leave ablank line), but the
gueue manager nameisrequired —it hasno default. The default values
for the Performance Event Queue Viewer parameters are;

e  QMgr: none

* PerformanceEventQueueName: none, if blank it defaults to
SYSTEM.ADMIN.PERFM.EVENT.

OUTPUT

The Performance Event Queue Viewer will produce areport for every
message it finds on the performance event queue. The following
information will be given:

e  The message descriptor MQMD. | will not describe here the full
message descriptor (please refer to MQSeries Application
Programming Reference), but several fieldsneed acomment since
they are subject to changewhenthemessageisput tothedead | etter
queue. They are:

— format: dwaysset to MQFMT_EVENT
— type dwaysset to MOQMT_DATAGRAM

— PutTime and PutDate: time and date when the message was
put to the performance event queue.
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 Thecontentsof theevent header. Therearefiddslisted below:
—  type awayssettoEVENT

—  reason: reason for theevent; it isone of thefollowing:
« MQRC Q DEPTH HIGH

MQRC_QDEPTH_LOW

MQRC Q FULL

MQRC _Q SERVICE INTERVAL_HIGH

MQRC Q SERVICE INTERVAL_LOW

— Queue Name: name of the queue for which an event has been
generated

—  Queue Manager Name: name of the queue manager

— High Queue Depth: maximum number of messages on the
gueue since the queue statistics were last reset

— Msg Engqueue Count: the number of messages put on the
gueue since the queue statistics were last reset

—  Msg Dequeue Count: the number of messages removed from
the queue since the queue statistics were last reset

— TimeSinceReset: thetimein secondssincethe statisticswere
|last reset.

After reading all messages from the performance event queue the
Performance Event Queue Viewer will print their number and quit.

PROGRAMMING REMARKS

| have written the Performance Event Queue Viewer in REXX. Since
the standard MQSeries API is not available for REXX | have used
SupportPac MA18.

/* REXX by Marcin Grabinski */
MaxMsglLen = 192 /* Performance event message length*/

PARSE EXTERNAL QMgr
PARSE EXTERNAL EventQ

IF EventQ = "' THEN
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EventQ = 'SYSTEM.ADMIN.PERFM.EVENT'
SAY
SAY 'Performance Event Queue Viewer written by Marcin Grabinski'
SAY
/* Initialize the interface */
RXMQVTRACE = "'
rcc= RXMQV('INIT")
SAY rcc
/* Connect to Queue Manager */
RXMQVTRACE = "'
rcc = RXMQV('CONN', QMgr)
SAY rcc
IF WORD(rcc, 5) <> 'FAILED' THEN /* Connect 0K */
DO
/* Open Queue for Input */
RXMQVTRACE = "'
00 = MQOO_INPUT_AS_Q_DEF + MQOO_INQUIRE
rcc = RXMQV('OPEN', EventQ, oo , 'h2', 'ood.' )
SAY rcc
IF WORD(rcc, 5) <> 'FAILED' THEN /* Open 0K */

DO
/* Get Current Queue Depth */
RXMQVTRACE = "'
rcc = RXMQV('INQ', h2, MQIA_CURRENT_Q_DEPTH, 'depth')
SAY rcc
/* Read messages */
RXMQVTRACE = "'
DO i = 1 TO depth
g.o = MaxMsglLen
g.l ="'

igmo.opt = MQGMO_ACCEPT_TRUNCATED_MSG

rcc = RXMQV('GET', h2,'g.',"igmd."','ogmd."', " "igmo."', 'ogmo.")

SAY rcc

IF ( WORD(rcc,1) = 2033 ) THEN LEAVE
SAY

SAY 'Message #'i':'

SAY

SAY ' The event header is 'g.@' bytes long'
SAY ' Message Descriptor: '

SAY ' Msgld: 'ogmd.msgid
SAY ' Corelld: 'ogmd.cid
SAY ! Report: ‘ogmd.rep
SAY ' MsgType: 'ogmd.msg
SAY ' Expiry: "ogmd.exp
SAY ' Feedback: "ogmd.fbk
SAY ' Encoding: 'ogmd.enc
SAY ' CodedCharSetId: 'ogmd.ccsi
SAY ' Format: 'ogmd.form
SAY ' Priority: "ogmd.pri
SAY ' Persistence: 'ogmd.per
SAY ' BackoutCount: 'ogmd.bc
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SA

SAY !
SAY !
SAY
SAY
SAY
SAY
SAY !
SAY
SAY '
SAY
SAY

ReplyToQ: "ogmd.rtoq

ReplyToQMgr: "ogmd.rtogm
Userld: 'ogmd.uid
AccountingToken: 'ogmd.at
ApplldentityData: 'ogmd.aid
PutApp1Type: 'ogmd.pat
PutAppIName: 'ogmd.pan
PutDate: "ogmd.pd
PutTime: "ogmd.pt
Appl0OriginData: 'ogmd.aod

/* Extract the event header */

rcc =
SAY

RXMQV('EVENT', 'g.', 'x.")
rcc

IF WORD(rcc, 1) = @ THEN /* Event header ok */

DO

INTERPRET 'rtext = RXMQV.RCMAP.'x.REA

SAY
SAY
SAY
SAY
SAY
SAY
SAY
SAY
SAY
SAY
END /*

Y

Event header:'

Type: "X.TYPE

Reason: "X.REA'" ('rtext')’
Queue Name: "x.BQN

Queue Manager Name: 'x.QM

High Queue Depth: 'x.HQD

Msg Enqueue Count: 'x.MEC

Msg Dequeue Count: 'x.MDC

Time Since Reset: "x.TSR

Event header 0K */
END /* DO i=1 TO depth*/
SAY 'There were 'depth' messages on the event queue 'EventQ

/* Stop access to a Queue */
RXMQVTRACE = "'
¢ = RXMQV('CLOSE', h2, mgco_none)

rc
SA

Y rcc

END /* Open OK */
/* Disconnect from the QM */

RXMQVTRACE =

rcc
SAY

= RXMQV('DISC', )

rcc

END /* Connect OK */

/* Remove the Interface functions from the Rexx Workspace ... */
'"TERM'

RXMQV('TERM', )

RXMQVTRACE =

rcc =
SAY r
RETURN

cc

Marcin Grabinski
System Engineer, PUP SPIN (Poland) © PUP SPIN 2002
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Configuring a Web Client on Windows NT using IS
PWS Web Server — part one: configuration

INTRODUCTION

Thisarticleisintendedtoassist devel operswhowouldliketo set up Web
Client oncethey have successfully configured M QSeriesWorkflow on
WindowsNT instand-a onemode. | BM suggeststhat you use\WebSphere
andHTTPserver, sowhy did | choosell Sand Tomcat?

Themain reasonswere constraints on budget and time. Tomcat and [1S
PWS are freeware and | thought | would save time and money; but
configuring these products proved to bemoredifficult than anticipated,
requiring a considerable amount of effort. Ultimately, and with much
assistancefromthel BM LabinGermany, | configuredthemsuccessfully.

| hope this article will be of use to othersin asimilar situation. | must
take this opportunity to thank IBM and APACHE for their extensive
support and documentation.

CONFIGURATION
In order to use Web Client with MQ Workflow you need thefollowing:

e  MQ Workflow 3.3.

Web browser with JavaScript enabled (Internet Explorer 5.1 or
higher, for preference: WebCredit does not work on Netscape.)

A sarvlet and JSP-enabled Web server, ie IBM’s WebSphere.

 Application Server or I1S-PWS 4.0 with Tomcat 3.3 Redirection
DLL.

e Java2JDK 1.2.xor 1.3.

o If running MQSeries 5.2 or higher, the MQSeries Java Support
must be installed (SupportPac MASS).

Configuring Web Client on Windows is easy if you are using IBM’s
WebSphere. SincewearegoingtouselISPWS4.0 Webserver, takethe
following steps.
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* Instal and configureMQ Workflow.

 Instal DK 1.3.1.

e Install andconfigurellS-PWS, Tomcat 3.3, and Redirection DL L.
e  ConfigureWebClient.

o TestwiththeWebCreditexample.

Installing and configuring MQ Wor kflow
Toinstall and configure M Q Workflow follow the stepsdescribed inthe
manual Stand-alone client/server setup on Windows NT.

Sincewe are using MQSeries 5.2 we have to install MQSeries classes
for Javaand M QSeries classesfor JavaMessage Service for Windows
NT. Download and ingtall the software (ma88 win.zip) from http://
www-4.ibm.convsoftware/tsmgseries/txppacs/ma88.htm. If you have
unzipped thefilein aseparatefolder, ie TMP, you will need to copy the
contents of the folder MQSeries located under C:\TMP\program
files\IBM to <MQSeries Instl Dir>.

Note that <MQSeries Instl Dir> will be C:\Program FilesMQSeries
if you have followed the default installation settings.

Installing JDK 1.3.1

*  DownloadJava2 SDK V 1.3.1for Windowsfromhttp://java.sun.cony
j2se/1.3.

e AddC:\jdk1.3.1\bintothe CLASSPATH variable.
 AddC:\jdk1l.3.1\bintothe PATH variable.
e Createtheuser variable JAVA_ HOME withthevalueC:\jdk1.3.1.

(SeeAppendix A: Howtoadd/createenvironment variablesinWindows
NT.)

Installing and configuring I[1S-PWS, Tomcat 3.2.3, and Redirection
DLL

*  Downloadandinstall theWindowsNT 4.0 Option Pack for Windows
NT, which contains || S-PWS (Personal Web Server) from http://
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www.mi crosoft.conymsdownl oad/ntopti onpack/askwi z.asp.

* |1Sdoesnot provide JSP or servlet support sowe need to download
the Tomcat servlet container, which understands the JSP and
Servlet requests, and Redirection DL L todirect suchrequestsfrom
1S-PWSto TOMCAT.

e Ingtalling Tomcat:

— download Tomcat jakarta-tomcat 3.2.3.zip from http://
jakarta.apache.org/builds/jakarta-tomcat/rel ease/v3.2.3/bin/

—  for detailed information about installing and running Tomcat
point your browser at the file doc/uguide/tomcat _ug.html
under the directory into which you unpacked the Tomcat
distribution (eg C:\jakarta-tomcat-3.2.3).

 Check that Tomcat is installed properly by trying a couple of
examples in the JSP tutorial at http://java.sun.comyproducts/jsp/
docs.html.

MAKING TOMCAT WORK WITH IIS-PWS

Normally 11S cannot execute servlets and Java Server Pages (JSPs).
Configuring 11Sto use the Tomcat Redirector pluginisapi_redirect.dll
will enablel1Sto send serviet and JSPrequeststo Tomcat (and thisway,
serve them to clients).

Conventions and assumptions

<tomcat_home> istheroot directory of Tomcat (eg C:\jakarta-tomcat-
3.2.3). Your Tomcat install ation should havethefollowing subdirectories:

e <tomcat_home>\conf—whereyou canplacevariousconfiguration
files.

e <tomcat_home>\webapps — containing example applications.
e <tomcat_home>\bin —where you place Web server plugins.

In all the examplesin thisarticle <tomcat_home> will be C:\jakarta-
tomcat-3.2.3.

A worker isdefined to be a Tomcat process that accepts work from the
[1Sserver.
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I nstallation

Asof Tomcat 3.2, apre-built versionof thel SAPI Redirector server plugin
isapi_redirect.dll isavailableunder thewin32/i386 directory fromwhere
youdownloaded Tomcat 3.2.3 (http: //jakarta.apache.org/builds/jakarta-
tomcat/release/v3.2.3/bin/).

For thoseusingaNetscapebrowser, try downl oading azi pped version of
thefileif available, astherecan beproblemsusing Netscapetodownload
DLL files. Youcanasobuildacopy localy fromthesourcein Tomcat’s
sourcedistribution.

TheTomcat Redirector requiresthreeentities.

* isapi_redirect.dll—thell Sserver plugin; either obtainapre-built DLL
or buildit yourself.

o workers.properties—afilethat describesthehost(s) andport(s) used
by theworkers(Tomcat processes). A samplewor ker s.propertiescan
befound under the conf directory.

e uriworkermap.properties—afile that maps URL-path patterns to
workers. A sample uriworkermap.properties can also be found
under the conf directory.

The installation includes the following parts:

e Configuringthel SAPI Redirector with adefault/exampl escontext
and checking that you can serve servletswith |1 S.

e Adding more contexts to the configuration.

Configuring the | SAPI Redirector

Inthisarticleitisassumedthatisapi_redirect.dll isplacedinC:\jakarta-
tomcat-3.2.3\bin\win32\i386\isapi_redirect.dll and that the properties
filesyou created (workers.properties, uriworkermap.properties) arein
C:\jakarta-tomcat-3.2.3\conf.

e In the registry, create a new registry key named
HKEY_ LOCAL_MACHINE\SOFTWARE\Apache Software
foundation\Jakarta Isapi Redirector\1.0.

 Add a string vaue with the name extension_uri and a value of
/jakarta/isapi_redirect.dll.
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Addastringvauewiththenamelog_fileandavauepointingtowhere
you want your log file to be (eg C:\jakarta-tomcat-
3.2.3\logs\isapi.log).

Addastring valuewiththenamelog_level and avaluefor your log
level (debug, info, error, or emerg).

Add astring value with the nameworker_fileand avaluewhichis
thefull path to your workers.propertiesfile (egc:\jakarta-tomcat-
3.2.3\confi\workers.properties).

Add a string value with the name worker_mount_file and avalue
which is the full path to your uriworkermap.properties file (eg
c:\jakarta-tomcat-3.2.3\confluriwor ker map.properties).

Using the 1| S management console, add anew virtual directory to
your || SYPWSWeb site. The name of the virtual directory must be
jakarta. Itsphysical path should bethedirectory whereyou placed
isapi_redirect.dll (in our example it is c:\jakarta-tomcat-
3.2.3bin\win32\i386). While creating this new virtual directory,
assign it execute access. (See Appendix A: How to add virtual
directory in [ISPWS)

Using thell Smanagement consoleaddisapi_redirect.dll asafilter
inyour 11S/PWSWeb site. The name of thefilter should reflect its
task (I usethenamejakarta); itsexecutablemust beour c:\jakarta-
tomcat-3.2.3\bin\win32\i386\isapi_redirect.dll. For PWS you'll
need to use regedit and add/edit the Filter DLLs key under
HKEY LOCAL_ MACHINE\System\CurrentControl Set\Services\
W3SVC\Parameters. Thiskey containsacomma-separatedlistof dils
(full paths): you need to insert thefull pathtoisapi _redirect.dll.

Regtart|1S(stopand startthell Sservice) and makesurethat thejakarta
filter ismarked with agreen upwards-pointing arrow. Notethat in
WindowsNT/2000thestop/start featureof theMicrosoft M anagement
Consoledoesnot actually stopand start thel Sservice. You needto
usetheservicescontrol panel (or thenet command) to stop and start
theWorld WideWeb Publishing Service.

In the uriworkermap.properties file (not the AUTO file) add the
following statements:
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# Mount the servlet context to the ajpl2 worker
/servlet/*=ajpl?2

# Mount the examples context to the ajpl2 worker
/examples/*=ajpl2

# Chandra's add for webclient configuration "FMCL"
/MQWFClient-FMC1/*=ajpl2

Inthewor ker s.propertiesfile makethefollowing corrections:

—  #workers.tomcat_homeshould point tothelocationwhereyou
installed Tomcat. Thisiswhereyouhaveyour conf, webapps, and
libdirectories.

# workers.java_home=c:\jdkl.2.2 to
workers.java_home=c:\jdk1.3.1

— #workers.java_home should point to your Javainstallation.
Normally you should have binand lib directories beneath it.

# workers.tomcat_home=c:\jakarta-tomcat to
workers.tomcat_home=c:\jakarta-tomcat-3.2.3

— You should configure your environment slash... ps=\ on NT,
/ on Unix, and maybe something different elsewhere.

#

ps=\

# ps=/
You should now start Tomcat and ask |1 Sto serveyouthe/examples
context. Try http://local host/exampl es/jsp/index.html for exampl e,
and execute some of the JSP samples. If this does not work
successfully refer to the Troubleshooting section for help.

Attheend of our modificationsthe Registry screenlookssomething
like Figure 1.

Adding contexts

Theexamplescontextisuseful for verifyingyour installation but youwill
also need to add your own contexts. Adding anew context requirestwo
operations:

24

Addingthecontext to Tomcat (not covered here).

Addingthecontexttothel SAPI Redirector, whichissimple. All you
need to doisedit your uriworkermap.propertiesand add alinethat
lookslike:
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Figure 1. The Registry screen

/context/*=worker_name

Workers and their names are defined in workers.properties. By default
wor kers.properties comes with a single preconfigured worker named
apl2. Asanexample, if youwant to add acontext named shop, theline
that you should add to uriworkermap.properties will be:

/shop/*=ajpl?2

After saving uriworkermap.properties restart 1S and it will serve the
new context. You must stop and start the 11S Admin Service from the
service control panel; the MMC will not pick up the changes to the
uriwor kermap.properties file.

As a new feature in Tomcat 3.2 a uriworkermap.properties-auto is
automatically written each time Tomcat is started. This file includes
settings for each of the contexts that Tomcat will serve during its run.
Each context has settings to have Tomcat handle servlet and JSP
requests, but by default static content is left to be served by 11S. Each
context also has a commented-out setting to have Tomcat handle all

© 2002. Reproduction prohibited. Pleaseinform X ephon of any infringement. 25



requeststothecontext. You canrenamethisfile(soitwon’t beoverwritten
thenext timeTomcat isstarted) and uncomment thi ssetting or makeother
customizations. Youcanalsousethisfileasis,inyourworker _mount_file
Setting.

TROUBLESHOOTING

Sometimesthe |SAPI Redirector will not work thefirst timeyoutry to
install it. If this happens, follow these steps; they’ re not guaranteed to
cover al problems but they should help find the most common errors.
If you make any correctionsduring these stepsrestart thell Sserviceas
described above.

These guidelines assume your worker_mount_file setting points to an
unmodified copy of the uriworkermap.propertiesfile. Results may be
misleading if worker_mount file points to a modified
uriwor kermap.properties or the uriworkermap.properties-auto file. It
Isalso assumed that the/exampl es context workscorrectly if you access
Tomcat directly.

WInNT

 MakesureWebsiteactivity isbeinglogged. For PWS4.0 makesure
‘SaveWebsiteActivity Log' ischeckedintheAdvanced Optionsof
thePersonal \Web Manager.

o  StarttheWorldWideWeb Publishing Serviceand Tomcat.

*  Checkforthepresenceof thel SAPI Redirector |ogfileyouspecified
inthelog_filesetting. If itisnot found, check thefollowing:

—  checktheexecutableyousetfor thefilterinthell SManagement
Console and make sure the path is correct.

— check the spelling of the HKEY _LOCAL_MACHINE\
SOFTWARE\Apache Software Foundation\Jakarta |sapi
Redirector\1.0 key. Case isn't important, but an incorrect
letter will prevent the isapi_redirect.dll from finding its
registry settings.

— check the log_file setting for typos, name, and data. Also
ensure that the directory in which the log file will appear
aready exists.
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If theaboveareset correctly thel SAPI Redirector should beableto
createthelogfile.

»  Check the Jakartafilter you added and make sureitsstatusshowsa
greenupward-pointing arrow. If not:

— checktheworker_filesetting for typos, name, and data.
— checktheworker _mount_filesettingfor typos, name, and data.

If theaboveareset correctly thegreenup-arrow should appear even
if the other settings are wrong.

* Invokethe URL http://localhost/examples/jsp/index.html in your
browser. Caseisimportantin Tomcat 3.2. Thecharactersfollowing
‘localhost’ inthe URL must belower case. If thepagefail stoappear
examinethelastlineinthell Sserverlogfileinfoundin SYSTEM32/
LogFiles/W3SVC1.

— the last line should contain something like: GET "/jakarta/
isapi_redirect.dll HTTP1.1", which indicates the I1SAPI
redirector is recognizing that it should handle the request.

— if the number following GET "/..." is 404 make sure you
entered the URL correctly.

— if thenumber following GET "/..." is500 makesurethevirtual
directory created was called ‘jakarta .

— make sure that the extension uri setting is correct.

— check the workers.properties file and make sure the port
setting for worker.ajpl2.port isthe same as the port specified
in the server.xml for the Apache AJP12 support.

— ifthenumber following GET "/..." is200 or 403 makesureyou
havechecked' ExecuteAccess forthejakartavirtual directory
in the * Advanced Options of the Personal Web Manager.

If the above settings are correct the index.html page should appear
inyour browser. You shouldalsobeabletoclick the' Executelinks
to execute the JSP examples.

For detailed information about making Tomcat work with 11S-PWS
point your browser at the file doc/uguide/tomeat-iis-howto.html under
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the directory into which you unpacked the Tomcat distribution (eg
C:\jakarta-tomcat-3.2.3).

CONFIGURING WEB CLIENT

If you want to use the Web Client on a Windows platform you must
configureit asyou would on aUnix platform, using the command line
configuration utility fmczutil.

e Log on asan administrator.
e Open acommand prompt window.
e Enter the command fmczutil at C:\.

* You should see the Configuration Commands menu FMC33201lI
Configuration Commands Menu.

— | ..List

— s..Sdect

— ¢ ...Create

— d...Change default configuration

— X ...Exit Configuration Commands Menu

e Enter cto create a new configuration.
* Enter anew configuration identifier, eg FMCL.
e Enter wto select the Web Client.

e |f youwant to use‘bindings asthelocator policy enter j to select
the Java agent.

| selected the following categories while working on a new
configuration, ID FMC1.

— S Save
— 1 Runtime database utilities
— ¢ Client with gueue manager

— ] Javaagent
—  w: Web Client
FMC33210I Select Category Menu:
S ... (X) Server
i ... (X) Runtime Database Utilities
b ... () Buildtime
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c (X) Client with queue manager
J (X) Java Agent
W ... (X) Web Client
a .all
n . none
X ... Exit Select Category Menu
- Configuration of Runtime database ...
U ... () Use an existing Runtime database
n ... (X) Create a new Runtime database
DB2 instance : [DB2]
DB2 database : [FMCDB1]
DB2 user ID of database administrator : [ChandraU]

DB2 database layout file : [c:\program files\mgseries
workflow\cfgs\fmcl\fmcdblay.ini]

DB2 database location : [C:]

DB2 container location : [C:\Program Files\MQSeries
Workflow\rt_db\DB2\FMCDB1]

DB2 log files location : [C:\Program Files\MQSeries

Workflow\rt_db\DB2\FMCDB1]
FMC335261 Select space management ...:

S ... (X) Managed by system
d ... () Managed by database
- FMC337491 Selected Space management : Managed by system
DB2 user ID to access Runtime database : [ChandraU]
System group name : [FMCGRP1]
System name : [FMCSYS1]
Queue manager name : [FMCQM1]
Queue prefix : [FMC]

- Configuration of queue manager ...
FMC335131 Select log type ...:
C ... (X) Circular Tog
1 ... () Linear log (prerequisite for backup)
- FMC337491 Selected Log type : Circular Tog
Queue manager 1og files Tocation : [1]
Channel definition table file : [c:\program files\mgseries
workflow\chltabs\mgwfchl.tab]
FMC335@71 Select communication protocol

t ... (X) TCP/IP
n ... () NetBios
a ... () APPC
- FMC337491 Selected Communication protocol : TCP/IP
TCP/IP address : [cB30824]
TCP/IP port number : [14000]
Principal name : [fmc]
- FMC337491 Selected Communication protocol : TCP/IP
TCP/IP address : [cB30824]
TCP/IP port number : [14000]
Principal name : [fmc]
Cluster name : [FMCGRP1]
FMC335371 Select repository type ...:
f ... (X) '"FMCQM1' is the first queue manager in cluster 'FMCGRP1'
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a ... ()
'"FMCGRP1'
- FMC337491 Selected Repository type :
manager in cluster 'FMCGRP1'
FMC336321 Transaction coordination will be used between MQSeries and
DB2.

"FMCQM1' 1is an additional queue manager in cluster

"FMCQM1' 1is the first queue

FMC33633I The queue manager 'FMCQM1' will connect to the database
'FMCDB1'.
DB2 user ID of transaction coordinator [ChandraUl]

- Configuration of client ...
- Configuration of Java Agent ...
- FMC337491 Selected Locator Policy : Local bindings
FMC3360@61 Specify information about garbage collection (reaper)

Agent cycle (in seconds) [300]
Client threshold (number of objects) [1000]
Client cycle (in % of agent cycle) [90]
- Configuration of Web Client ...
FMC337771 Select application server ...:
W ... () WebSphere
0 ... (X) Other
Code Version [3300]

Cc ... Create configuration profile for 'FMC1' now

S . Save input to file

r ... Review/change input

X Exit (input for configuration 'FMC1' will be Tost)

c

Enter password for user ID 'ChandraUl’
Confirm password for user ID 'ChandraU'’

FMC331361 Generating database layout.

FMC33153W The managed by value for tablespaces belonging to group INDEX

is not ¢

ustomizable.
The database manager is already active.
Creating the database - FMCDB1

FMC33110@1I
FMC331151
FMC331161
FMC331171
FMC331201
FMC331201
FMC331321I
FMC331331I
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261

30

Please wait...

Database
Updating
Updating
Creating
Creating
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
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FMCDB1 has been created.
the database configuration.
the database configuration.
tablespaces.

tables.

:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program

files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries

[] *hkkkkkkk

[] *kkkkkk*k

This may take a while.

workflow\bnd\fmcdbact.
workflow\bnd\fmcdbadm.
workflow\bnd\fmcdbadt.
workflow\bnd\fmcdbad2.
workflow\bnd\fmcdbatr.
workflow\bnd\fmcdbblk.
workflow\bnd\fmcdbccn.
workflow\bnd\fmcdbctr.
workflow\bnd\fmcdbdcn.
workflow\bnd\fmcdbepi.
workflow\bnd\fmcdblst.

bnd
bnd
bnd
bnd
bnd
bnd
bnd
bnd
bnd
bnd
bnd



FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC33143W

files\mgseries workf

Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Warning

OO 0O OO0 0000000000000

:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program
:\program
C:

\program

files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries

during bind occurred. See

Tow\cfgs\fmcl\log\fmcpge@d5.msg for details.
FMC33126I Binding c:\program files\mgseries
FMC33143W Warning during bind occurred. See

files\mgseries workf

Tow\cfgs\fmcl\Tog\fmcpgeld6.msg for details.

FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331261
FMC331301
FMC330031
FMC245001
FMC245601
FMC33131I
FMC205001

.fdl.

FMC251001
FMC251001
FMC251001
FMC251001
FMC251001
FMC251001
FMC251001
FMC251001
FMC251001
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Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding

C:
:\program
:\program
:\program
:\program
:\program
:\program
C:

O 0O o0 oo o0

\program

\program

files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries
files\mgseries

Initializing the database.
fmczbstr -gFMCGRP1 -sFMCSYS1 -xFMC -dFMCDB1 -uChandraU
fmczbstr is starting.

fmczbstr finished and found @ errors @ warnings.

Loading reference FDL.
Start parsing c:\program files\mgseries
workflow\cfgs\fmcl\fdl1\fmczref

CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE

LEVEL '@'
LEVEL '1°
LEVEL '2'
LEVEL '3'
LEVEL '4'
LEVEL '5'
LEVEL '6'
LEVEL '7'
LEVEL '8’

finished.
finished.
finished.
finished.
finished.
finished.
finished.
finished.
finished.

workflow\bnd\fmcdbmat.
workflow\bnd\fmcdbmod.
workflow\bnd\fmcdbopr.
workflow\bnd\fmcdbprc.
workflow\bnd\fmcdbgmg.
workflow\bnd\fmcdbses.
workflow\bnd\fmcdbsgo.
workflow\bnd\fmcdbstf.
workflow\bnd\fmcdbsvs.
workflow\bnd\fmcdbtop.
.bnd
workflow\bnd\fmcdbwcs.
workflow\bnd\fmcdbwit.
workflow\bnd\fmcdbwiv.
workflow\bnd\fmcpqedl.
workflow\bnd\fmcpqed?2.
workflow\bnd\fmcpqed3.
workflow\bnd\fmcpqe@d4.
workflow\bnd\fmcpqe@d5.

workflow\bnd\fmcdbtpl

file c:\program

workflow\bnd\fmcpqed6.

file c:\program

workflow\bnd\fmcpqefd7.
workflow\bnd\fmcpqed8.
workflow\bnd\fmcpqed9.
.bnd
workflow\bnd\fmcdbcin.
workflow\bnd\fmcdbntf.
workflow\bnd\fmcdbqry.
workflow\bnd\fmcdbwcs.

workflow\bnd\fmcddsql

RC =0

bnd
bnd
bnd
bnd
bnd
bnd
bnd
bnd
bnd
bnd

bnd
bnd
bnd
bnd
bnd
bnd
bnd
bnd

bnd

bnd
bnd
bnd

bnd
bnd
bnd
bnd



FMC251@@1 CREATE LEVEL '9' finished.
FMC251@@1 CREATE STRUCTURE 'Default Data Structure' finished.
FMC251@@1 REPLACE DOMAIN 'DOMAIN' finished.
FMC251@@1 REPLACE GROUP 'FMCGRP1' finished.
FMC251@@1 REPLACE SYSTEM 'FMCSYS1' finished.
FMC251@@1 REPLACE PERSON 'ADMIN' finished.
FMC251@@1 REPLACE ROLE 'System administrator' finished.
FMC251@@1 CREATE SERVER 'CLEANSVR.FMCSYS1.FMCGRP1' finished.
FMC251@@1 CREATE SERVER 'EXECSVR.FMCSYS1.FMCGRP1' finished.
FMC251@@1 CREATE SERVER 'SCHEDSVR.FMCSYS1.FMCGRP1' finished.
FMC251@@1 CREATE SERVER 'PESERVER.FMCSYS1.FMCGRP1' finished.
FMC251@@1 CREATE QUEUE_MANAGER 'FMCQM1' finished.
FMC205101 Finished parsing c:\program files\mgseries
workflow\cfgs\fmcl\fdl\fmcz
ref.fdl.
- FMC33911I The new Runtime database FMCDB1 was created successfully.
- Do you want to create the queue manager 'FMCQM1' now?

y ... Yes

n ... No
Yy
MQSeries queue manager created.
Creating or replacing default objects for FMCQM1.
Default objects statistics : 28 created. 1 replaced. @ failed.
Completing setup.
Setup completed.
MQSeries queue manager 'FMCQM1' started.
MQSeries queue manager ending.
MQSeries queue manager ended.
Creating or replacing default objects for FMCQML.
Default objects statistics : 1 created. 28 replaced. @ failed.
Completing setup.
Setup completed.
Not executing on a domain controller
- FMC33736I The queue manager FMCQM1 has been updated successfully.
FMC340101: Configuration checker version 3.3.0.100 started.
FMC346@01: ==> Executing commands.
FMC34631I: The service 'MQ Workflow - FMC1' has been created
successfully.
FMC341@01: Messages have been written to c:\program files\mgseries
workflow\cfgs
\fmcl\log\@fmczchk.1og.
FMC349991I: Configuration checker ended: @ error(s), @ warning(s), rc =
@.

For further information pleaserefer to chapter nine, ConfiguringonUnix,
in the Installation Guide.

This article concludes next month with a WebCredit test example.

Chandra Upadhyayula
Programmer Analyst, (USA) © Blue Cross Blue Shield of Tennessee 2002
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How secure are your channels?

S0, you' vegonetogreat lengthsto control who hasaccesstoyour queues,
but would you careif someone could seethe contents of your messages
asthey weretransported acrossthe network to another queue manager?
Have you thought about encrypting the traffic across your channels?
Would you like to be able to authenticate the partner queue manager
automatically?Wouldyoulikeall thisto beintegrated withyour channels
and providedfreewithWebSphereM Q?

In the new release of WebSphere MQ (formerly MQSeries) V5.3, a
protocol known as Secure Sockets Layer (SSL) has been introduced
into MQ channels. Itisaprotocol widely used in many productswhich
transport information across insecure networks; you are probably
already using it with your Web browser, for example. The SSL protocol
provides us with the security benefits of partner authentication,
encryption, and message integrity.

BUILDINGBLOCKS

The SSL protocol relies on several different technol ogies combined to
provide these benefits. These building blocks are symmetric and
asymmetricencryptiontechniquesand hashfunctions, and aredescribed
below.

Symmetric encryption

Symmetricor sharedkey encryptionisarel aivey fastencryptionmechanism
but has problemswhich stem from the need to keep the key compl etely
secret. Only the partners exchanging information can know the key;
otherwisetheencryptioncanbebroken.

Asymmetric encryption

Asymmetricor public/privatekey encryptionby comparisonwithsymmetric
key encryptionisnot asfast, but hasthebenefit that thepublickey portion
of thepublic/privatekey pair canbepublishedtotheworld. Theencryption
algorithmusedisbased uponamathematical functionknownasatrapdoor
function. A trapdoor functionisonethat cannot bereversed without the
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use of brute force (ie attempting every possible combination until the
correct resultisdiscovered).

Asymmetric encryption can be done using the public key by anyone,
ensuring that only theowner of the privatekey can decrypt themessage.

Asymmetric encryption can also be done using the private key by the
owner of that key, ensuring that anyone can decrypt the message using
the public key. Thismeansthat the message must have originated from
the owner of the private key.

Hash function

A hashfunctionisaway of producingasmall fixed-sizenumber thatisa
representation of themessagebeingdelivered. If themessageischanged
inany way thelikelihood that theval ueproduced by thehashfunctionis
thesameisvery small. Thisprovidesameanstodetect tampering. Thesmall
fixed-sizenumber isknownasthehashval ue, themessageauthentication
code(MAC), or themessagedigest.

COMBINING THESE BUILDING BLOCKS

Thesebuilding blocksal onearenot enoughto provideasecure protocol
but it is the manner in which they are combined that provides the
security benefits that we want.

Digital signature

A hash function allows detection of tampering. However, someone
tampering with amessage could al so tamper with the hash value so that
it matched the new message. By encrypting the hash value using a
private key the sender createswhat isknown asadigital signature. The
receiver checksthat thedigital signatureisvalid by decryptingit using
the corresponding public key pair to obtain the sender’s hash value.
Thisvalueisthen compared with ahash valuefor the messagereceived,
which has been calculated by the receiver. If the values match, the
message has not been tampered with and the origin of the message can
be trusted.

Certificate
Theuseof public/privatekey pairsisclearly avery important part of the
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SSL protocol . However, how canyou besureyoutrust thepublickey you
areusing?Youmay havebeensent apublickey tousebut canyoubesure
you havethecorrect key?

Ina‘man-in-the-middl e attack thepublickey youaresentisintercepted
and replaced with the public key of the attacker. The solution to this
problemisthe use of items known as certificates. They areissued by a
well known trustworthy third party known asa Certification Authority
(CA) and containtheidentity of theowner of thepublic/privatekey pair
and the public key from that pair.

As certificates are delivered across an insecure network they can be
thought of asjust another messagethat could betampered with. Inorder
to protect against tampering with certificates, they arealsosigned witha
digital signaturemadefromthe CA’ sprivatekey, whichcanbedecrypted
by anyoneusingthe CA’spublickey inorder toensurethevalidity of the
certificate.

Theidentity in acertificate is stored in aparticular format known asa
Distinguished Name (DN). A DN contains several subfields allowing
the identity, job description, and address of the entity to be specified.

Authentication

Partner authenti cationisachieved by both partnersexchanging certificates
andvalidatingthat thesecertificateshavebeen correctly signed by theCA
and can, therefore, be trusted. Optionally, the responder can choose to
allow anonymous connections but the responder will always be
authenticated. In other words you can have anonymous clients but you
cannot haveanonymousservers.

Encryption and message integrity

Thereareavariety of different symmetrickey encryptionalgorithmstouse
andalsosevera hashfunctions. Thecombinationof thesetwoalgorithms
isknown asaCipherSpec and isnegotiated aspart of the handshakethat
createsasecuresessionusing SSL. Theproblem of keepingthesymmetric
key secret betweenthetwo partnersissolvedin SSL by usingasymmetric
encryption to deliver the snared secret key, which is then used for all
subsequent traffic onthat session.
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SSL IN WEBSPHERE MQ CHANNELS

Certificates

Tomakeuseof SSL youmust acquireacertificatefor each party that wishes
to communicate securely. Inthe case of WebSphere M Q thismeansone
certificatefor each queue manager whenusing M CA channels, and also
onecertificatefor eachlogged-onuser ID whenusng M QI channels.

Thelocationof thiscertificatevariesfromplatformto platform. It canbe
specifiedasaqueuemanager’ scertificateby usingtheALTER QM GR
commandtoindicatethel ocation, or canbespecifiedfor usewithaclient
gpplicationether by usnganenvironmentvariableor throughMQCONNX .,

Thelabd of the certificateisal so important and indicates which queue
manager or logged-on user ID owns the certificate. The label is the
gueue manager name or logged-on user 1D appended to the end of
IbmWebSphereMQ. Thisstring isall in lower case on Unix platforms.

Cipher Specs

A particular encryption algorithm and hash function is known as a
CipherSpec. CipherSpecs are specified on a per-channel basisusing a
parameter onthechannel definition called SSL CipherSpec (SSL CIPH).
For a secure channdl to start up, both ends must specify the same
CipherSpec.

Partner authentication

Tospecify whether thisresponding channel iswillingtoaccept anonymous
connections you use a parameter on the channel definition called
SSL ClientAuthentication (SSLCAUTH), which canbeset tooneof two
values, REQUIRED or OPTIONAL.

| dentity filtering

You may wishtoensurethat only certain queuemanagerscan connect to
aparticular channel. Youcanfilter out unwanted entitiesby meansof their
DN. To specify the DNsthat areall owed to connect you use aparameter
onthechannel definition called SSL PeerName (SSLPEER), which can
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containaDN filter thatiscomparedwiththeDN inthepartner’ scertificate.

BY EXAMPLE

Inthefollowing examplewehaveaz/OSqueuemanager (MQ46) andan
AlX gueue manager (MORAGAIX) and we are going to set up secure
channelsbetweenthem. Instead of usingaCA tosignthecertificatesfor
thisexample, weare going to use self-signed certificates. Theonly way
to authenticateaself-signed certificateisto haveacopy of it. Soineach
case, after the certificate has been created, we will ftp it to the other
machine. Thisexample hasbeentested asit appearshereapart fromthe
connection names, which have been changed to make clear which
address needs to be used. Be sure to be accurate with the case of the
certificate labels.

Certificate creation

Wewill show examplesof theRA CF commandsneededto createaself-
signed certificate on zZ/OS and how to usetheiKeyMan tool to create a
self-signed certificate on AlX. If you want to try this out on other
platforms there are specific details in the WebSphere MQ Security
manual.

Certificate creation on Z/OS

CreateacertificateinRA CFusi ngthefoll owingcommand (wheretheuser
ID we' reusing (HUGHSON) must bethechannel initiator user ID).

RACDCERT ID(HUGHSON) GENCERT

SUBJECTSDN(CN( 'Morag Hughson')
T('Software Engineer')
OU('WebSphere MQ Devt')
0C"IBM")
L('Hursley")
SP('Hampshire')
CC'UK"))

WITHLABEL('ibmWebSphereMQMQ46"')

Export the certificate to adataset so that it can beftp’d to the AIX box,
using:

RACDCERT ID(HUGHSON) EXPORT(LABEL('ibmWebSphereMQMQ46'))
DSN('HUGHSON.ZOS.CERT') FORMAT(CERTB64)
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Createakeyringin RACF using thefollowing command:
RACDCERT ID(HUGHSON) ADDRING(MQ46RING)

Connect the certificate you created to the keyring using the following
command:

RACDCERT ID(HUGHSON) CONNECT(ID(HUGHSON)
LABEL("ibmWebSphereMQMQ46') RING(MQ46RING) USAGE(PERSONAL))

Once you have ftp’d your AlIX gueue manager’s certificate to z/OS,
import it into RACF using the following command (you may want to
come back to this point later):

RACDCERT ID(HUGHSON) ADD('HUGHSON.AIX.CERT')
WITHLABEL('ibmWebSphereMQMORAGAIX")

and connect it to your keyring using the following command:

RACDCERT ID(HUGHSON) CONNECT(ID(HUGHSON)
LABEL("'ibmWebSphereMQMORAGAIX') RING(MQ46RING) USAGE(PERSONAL))

Check that your keyringlooksasit shouldwith thefollowing command:
RACDCERT ID(HUGHSON) LISTRING(MQ46RING)
which gives the following output:

Digital ring information for user HUGHSON:

Ring:

>MQ46RING<
Certificate Label Name Cert Owner USAGE DEFAULT
ibmWebSphereMQMQ46 ID(HUGHSON) PERSONAL NO
ibmWebSphereMQMORAGAIX ID(HUGHSON) PERSONAL NO

Certificate creation on Al X
BeforestartingtheiKeyMantool you must set an environment variabl e;

export JAVA_HOME=/usr/mgm/ss1/jre

ThenstarttheiKeyMantool usingthecommand gsk6ikm.

Makeanew Key Database Fileof type CM Swith afilenameof key.kdb
andalocation of /var/mgm/gmgr yMORAGAI X/ssl and when prompted
for apassword make sure you check the box to stash it to afile.

Now create a new self-signed certificate with a key label of
| bmwebspheremgmoragaix. Take special careto have the key label all
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In lower case. Use a version of X509 V3, fill in common name and
organization at thevery least, and sel ect your country.

Now extract thecertificateyou havejust createdtoafile(l usedcert.arm)
sothat it can beftp’ d to your zZ/OS system. | used adatatype of Base64
encoded ASCI | data.

Now ftptoyour z/OSsystemandput your Al X certificatethereandretrieve
your zZ/OScertificate. Usethefollowing ftp settings:

ftp> ascii

ftp> quote site recfm=vb

ftp> put cert.arm AIX.CERT
ftp> get ZOS.CERT zoscert.arm

Select ‘ Signer Certificates instead of ‘ Personal Certificates and add
your z/OS certificate file, giving it alabel.

Ensure the mgm group has read permissions on the key.kdb and key.sth
filesyou have just created.

Remember to go back to the z/OS certificate management steps and
import the AIX certificate into RACF.

MQ definitions

Wewill show examplesof MQSC commandsto set uptheM Qdefinitions
onaz/OSqueuemanager andonanAlX queue manager.

MQ definitions on ZOS

Specify thelocation of the queue manager’ scertificateand define some
necessary TCBsfor use in the channel initiator address space.

ALTER QMGR SSLKEYR(MQ46RING) SSLTASKS(5)

Add s3hlq.SGSKLOAD to your CHINIT STEPLIB and start the
channdl initiator and a listener.

START CHINIT
START LSTR TRPTYPE(TCP) PORT(1546)

Define a sender channel to the AIX queue manager.

DEFINE CHANNEL(TO.MORAGAIX) CHLTYPE(SDR) TRPTYPE(TCP) CONNAME('aix-
mach(1414)') XMITQ(MORAGAIX) SSLCIPH(RC4_MD5_US)
DEFINE QLOCAL(MORAGAIX) USAGE(XMITQ)
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Defineareceiver channdl.

DEFINE CHANNEL(TO.MQ46) CHLTYPECRCVR) TRPTYPE(TCP)
SSLCIPH(DES_SHA_EXPORT) SSLPEER('OU="WebSphere MQ Devt"')

MQ definitions on AlX
Enter thefollowing M QSC commandsusingrunmgscM ORAGAI X.

Wehaveusedthedefaultlocation of thekey databasefile. You cancheck
itusing:

1 : display gmgr sslkeyr

AMQ84@8: Display Queue Manager details.

SSLKEYR(/var/mgm/qmgrs/MORAGAIX/ss1/key)
QMNAME (MORAGATIX)

Define a sender channel to the Z/OS queue manager.

DEFINE CHANNEL(TO.MQ46) CHLTYPE(SDR) TRPTYPE(TCP) CONNAME('mvs-
mach(1546)') XMITQ(MQ46) SSLCIPH(DES_SHA_EXPORT)
DEFINE QLOCAL(MQ46) USAGE(XMITQ)

Define areceiver channdl

DEFINE CHANNEL(TO.MORAGAIX) CHLTYPE(RCVR) TRPTYPE(TCP)
SSLCIPH(RC4_MD5_US) SSLPEER('OU="WebSphere MQ Devt"')

Remember to start your listener.

runmglsr -m MORAGAIX -t tcp -p 1414

Start your secure channels

Onceyou havecreated all thesedefinitions, and haverememberedtoftp
your self-signed certificate to the other machine and add it to the
relevant key repository, you areready to start your securechannel.

Start your securechanne fromthez/OSqueuemanager tothe Al X queue
manager and display itschannel statusoncestarted.

START CHANNEL(TO.MORAGAIX)

DISPLAY CHSTATUS(TO.MORAGAIX) RQMNAME SSLPEER
CSQM2@11 !'MQ46 CSQXDMSG DIS CHSTATUS DETAILS 518
CHSTATUS(TO.MORAGAIX)

CHLDISP(PRIVATE)

XMITQ(MORAGAIX)

CONNAME (XXX . XXX « XXX « XXX )

CURRENT

STATUSC(RUNNING)

STOPREQ(NO)
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RQMNAME (MORAGAIX)

SSLPEER(CN=Morag Hughson;0U=WebSphere MQ
Devt;0=IBM;L=Hursley;SP=Hampshire;C=GB;)
CSQXDMSG END CHSTATUS DETAILS

Start your secure channel from the AIX queue manager to the zZ/OS
gueue manager anddisplay itschannel statusoncestarted.
START CHANNEL(TO.MQ46)

3 : dis chs(T0.MQ46) RQMNAME SSLPEER
AMQ8417: Display Channel Status details.

CHANNEL(TO.MQ46) XMITQ(MQ46)
CONNAME(winmvs41(1546)) CURRENT
CHLTYPE(SDR) STATUS(RUNNING)

SSLPEER(CN=Morag Hughson,T=Software Engineer,QU=WebSphere MQ
Devt,0=IBM, L=Hursley,ST=Hampshire, C=UK)
RQMNAME (MQ46)

Note that in the channel status you can seethe DN from the certificate
of the partner so you can seeexactly whoisconnected to your channel.

CONCLUSION

WebSphere MQ V5.3 provides a mechanism to secure your channels
that is integrated into the product. It does not involve any changes to
your MQ applications in order to use it. It is set up as part of your
channel configuration and provides a built-in mechanism to prevent
eavesdropping, tampering, and impersonation using awell known and
extensively tested security protocol.

| have provided just abasicintroductiontothe new features; moredetall
can be found in the WebSphere MQ Security manual that is part of the
WebSphere MQ V5.3 product.

Morag Hughson
WebSphere MQ for ZOS Devel opment, IBM Hursley (UK) © IBM 2002

Checking Solaris Kernel parameters automatically

| got tired of manually checking the kernel parms on our Sun Solaris
machines so | automated it. The enclosed Korn Shell script isbased on
IBM’s latest recommended values for MQSeries servers.
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It looks in both /etc/system and sysdef -i, compares the values against
IBM’s, and prints out anice table. These valueswere originally given
in the MQSeries Quick Beginnings book for Solaris and subsequently
updated by IBM.

Here's what the output of the script looks like.

$ KERNELPARMS.PL

Parm Std Sysdef /etc

msgmap 1026 @ 1026

msgmax 4096 @ 2048 LOW!
msgmnb 4096 @ none LOW!
msgmni 50 @ none LOW!
msgseg 2048 @ none LOW!
msgssz 8 ] none LOW!
msgtql 1024 ] none LOW!

semaem 16384 16384 16384

semmap 1026 1026 1626

semmni 1024 160 1024

semmns 32767 16384 16384 LOW!
semmnu 2048 2048 2048

semms1 128 200 200

semopm 128 100 100 LOW!
semume 256 256 256

semvmx 23767 32767 none

shmmax 4194304 4294967295 4294967295
shmmni 1024 1024 1024

shmseg 1024 54 54 LOW!

SOURCE CODE OF SCRIPT (KERNELPARMS.PL)

#1/usr/local/bin/perl

use strict;

# IBM Recommended Values

my %StdParm = (
msgmap => 1026,
msgmax => 4096,
msgmnb => 40496,
msgmni => 5@,
msgseg => 2048,
msgssz => 8,
msgtql => 1024,
semaem => 16384,
semmap => 1026,
semmni => 1024,
semmns => 32767,
semmnu => 2048,
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semms1 => 128,
semopm => 128,
semume => 256,
semvmx => 32767,
shmmax => 4194304,
shmmni => 1024,
shmseg => 1024,
)3
# Declare hashes to store system values
my %Sysdef = ();
my %EtcSystem = ();
# Only wvalid for SunOS
my $0S = “uname’;
die "$0: Not a Solaris server $0S\n" unless $0S eq
"Sun0S\n";
# Go get values from /etc/system
open(SYSTM, "</etc/system") or die "$0: No /etc/system
file found\n";
while (<SYSTM>) {
chomp;
s/\s*//g;
my @Foo = split /[_=1/;
my ($Value, $Parm) = reverse @Foo;
$EtcSystem{$Parm} = $Value if $StdParm{$Parm};
}
close SYSTM;
# Go get values from sysdef -i
foreach ("/etc/sysdef -i%) {
chomp;
s/"\s*//;
s/\)//g;
my @Bar = split /[\s(]1/;
my ($Value) = @Bar;
my $Parm = lc(pop @Bar);
$Sysdef{$Parm} = $Value if $StdParm{$Parm};
}
# Print values
#
print "Parm\tStd\tSysdef\t/etc\n";
foreach (sort keys %StdParm) {
print "$_\t$StdParm{$_3}\t",
exists $Sysdef{$_} ? $Sysdef{$_} : "none",
"\t",
exists $EtcSystem{$_3} ? $EtcSystem{$_} : "none";
my $Greatest = $Sysdef{$_} > $EtcSystem{$_} ?
$Sysdef{$_} : $EtcSystem{$_};
print "\tLOW!" if $Greatest < $StdParm{$_};

print "\n";
}
T Robert Wyatt (USA) © Xephon 2002
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MQ news

Middleware management tools provider
Nastel Technologies has introduced
AutoPilot for WebSphere/MQ, a suite of
management technol ogiesdesigned for IBM
WebSphere/M Q middleware components.

Currently available components include
AutoPilotfor WebSphere/MQ, AutoPilot for
WebSphere/MQSI, and AutoPilot for
WebSphere/WebSphere Application Server.

AutoPilot for WebSphere/MQ provides a
centralized dashboard to control, configure,
monitor, and automate MQSeries and
WebSphere/M Q-based distributed
middlewareinfrastructures.

It features a ‘self-healing’ management
environment designed to catch problems
beforethey affect operations, andit provides
graphical views of business events and
processes to determine the operational
impact of middleware on related
applications.

For more information contact:

Nastel, 48 South Service Road, Méelville,
New York 11747, USA.

Tel: +1 800 375 6144.

Fax: +1 631 761 9101.

Web: http://www.nastel.com

Nastel Technologies, 3 Tannery House,
Tannery Lane, Send, Surrey, GU23 7EF,
UK.

Tel: + 44 207 872 5412.

Fax: + 44 207 753 2848.

* % %

Therecently published | BM Redbook SG24-
6509-00, entitled WebSphere MQ Integrator
Deployment and Migration,
isnow availablefromtheRedbookshomepage
at http://ibm.convredbooks.

Authors of this Redbook are: Geert Van de
Putte, Chris Griego, Brian McCarty, Peter
Toogood, and Ralf Ziegler.

* % %

IBM has announced a portfolio of adapters
for use with its integration middleware.
WebSphere Business Integration Adapters
connect a customer’s various application
software packages to IBM’s WebSphere
Business Integration, WebSphere MQ
Integrator (formerly MQSeries Integrator),
or IBM CrossWorlds products.

For more information contact your local
IBM representative.
Web: http://www.ibm.com/websphere.

* % %
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